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Abstract: The trend of using cloud environments is growing for storage and data processing needs. Cloud computing is an 
Internet-based computing, whereby shared resources, software, and information are provided to computers and other devices 
on demand.  The idea is to construct a new privacy preserving  access control scheme for securing data in clouds.  The cloud 
verifies the authenticity of the user but cloud does not know user's identity.User should need to authenticate before storing 
tha data This is also prevents replay attacks and supports creation, modification, and reading data stored in the cloud. 
Moreover, authentication and access control scheme is decentralized. this paper introduce the Cloud Intrusion Detection 
Service (CIDS), which detect the different attack and fire the alert to other cloud user .CIDS used various component to 
summarize the alerts and inform about the attack fired information to  the cloud administrator. CIDS architecture is scalable 
and elastic.CIDS approached  detect the masquerade and host based attack and inform to cloud administrator to take proper 
action. This approache also able to detect infected file in cloud and suspected user in cloud 
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I. INTRODUCTION 
 
The advent of technologies such as cloud computing, 
sharing data through a third-party cloud service 
provider has never been more economical and easier 
than now. However, such cloud providers cannot be 
trusted to protect the confidentiality of the data. In 
fact, data privacy and security issues have been major 
concerns for many organizations utilizing such 
services. Data often contains sensitive information 
and should be protected as mandated by various 
organizational policies and legal regulations. 
Encryption is a commonly adopted approach to 
assure data confidentiality. Encryption alone however 
is not sufficient as organizations often have also to 
enforce fine-grained access control on the data. Such 
control is often based on security-relevant properties 
of users, referred to as identity attributes, such as the 
roles of users in the organization, projects on which 
users are working, and so forth. These access control 
systems are referred to as attribute based access 
control (ABAC) systems. Therefore, an important 
requirement is to support fine-grained access control, 
based on policies specified using identity attributes, 
over encrypted data. With the involvement of the 
third-party cloud services, a crucial issue is that the 
identity attributes in the access control policies may 
reveal privacy-sensitive information about users and 
organizations and leak confidential information about 
the content. 

 The confidentiality of the content and the 
privacy of the users are thus not assured if the identity 
attributes are not protected. It is well-known that 
privacy, both individual as well as organizational, is 
considered a key requirement in all solutions, 
including cloud services, for digital identity  

 
management. Further, as insider threats are one of the 
major sources of data theft and privacy breaches, 
identity attributes must be strongly protected even 
from accesses within organizations. With initiatives 
such as cloud computing the scope of insider threats 
is no longer limited to the organizational perimeter. 
Therefore, protecting the identity attributes of the 
users while enforcing attribute-based access control 
both within the organization as well as in the cloud is 
crucial. The privacy policy rules on personal 
identifiable information (PII) can be defined to 
restrict access of applications to collected data and 
considered by the following requirements: such as 
operations, purposes, data users, user access roles, 
privacy policies, conditions and data. Privacy in 
cloud computing is[8] the ability of a user or a 
business to control what information they reveal 
about themselves over the cloud, and the ability to 
control who can access that information. Intuitively, 
intrusions in an information system are the activities 
that violate the security policy of the system, and 
intrusion detection is the process used to identify 
intrusions. Intrusion detection has been studied for 
approximately 20 years. It is based on the beliefs that 
an intruder’s behaviour will be noticeably different 
from that of a legitimate user and that many 
unauthorized actions will be detectable. 
Authentication, as a second line of defence that 
protects information systems. There are several 
reasons that make intrusion detection a necessary part 
of the entire defence system. First, many traditional 
systems and applications were developed without 
security in mind. the preventive security mechanisms 
can protect information systems successfully, it is still 
desirable to know what intrusions have happened or 
are happening, so that we can understand the security 
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threats and risks and thus be better prepared for future 
attacks.  

In spite of their importance, IDSs are not 
replacements for preventive security mechanisms, 
such as access control and authentication. Indeed, 
IDSs themselves cannot provide sufficient protection 
for information systems Intrusion detection 
techniques are traditionally categorized into two 
methodologies: anomaly detection and misuse 
detection. Anomaly detection is based on the normal 
behavior of a subject (e.g., a user or a system); any 
action that significantly deviates from the normal 
behavior is considered intrusive. Misuse detection 
catches intrusions in terms of the characteristics of 
known attacks or system vulnerabilities; any action 
that conforms to the pattern of a known attack or 
vulnerability is considered intrusive. Data, 
application and services non-availability can be 
imposed through Denial of Service (DOS) or 
Distributed Denial of Service (DDOS) attacks and 
both cloud service provider and users become 
handicap to provide or receive cloud services [2]. For 
such type of attacks Intrusion Detection System (IDS) 
can be emplaced as a strong defensive mechanism. 
 
II. CLOUD COMPUTING 
 
Cloud Computing is a jargon term without a 
commonly accepted non-ambiguous scientific or 
technical definition. In science Cloud computing is a 
synonym for distributed computing over a network 
and means the ability to run a program on many 
connected computers at the same time. The popularity 
of the term Cloud computing can be attributed to its 
use in marketing to sell hosted services in the sense 
of Application Service Provisioning that run Client 
server software on a remote location. Cloud 
computing also has three service models namely 
Platform as a Service (PaaS), Infrastructure as a 
Service (IaaS) and Software as a Service (SaaS) 
models. PaaS model facilitates users by providing 
platform on which applications can be developed and 
run. IaaS deliver services to users by maintaining 
large infrastructures like hosting servers, managing 
networks and other resources for clients. SaaS model 
makes user worry free of installing and running 
software services on its own machines. Presently, 
Salesforce.com, Google and Amazon are the leading 
cloud service providers who extend their services for 
storage, application and computation on pay as per 
use basis 

 
Figure 1: Services of Cloud 

II.2.Types of Cloud Computing 

1.Private cloud 
Private cloud is cloud infrastructure operated solely 
for a single organization, whether managed internally 
or by a third-party and hosted internally or 
externally. Undertaking a private cloud   project 
requires a significant level and degree of engagement 
to virtualized the business environment, and requires 
the organization to reevaluate decisions about 
existing resources. 
2.Public cloud 
A cloud is called a 'Public cloud' when the services 
are rendered over a network that is open for public 
use. Generally, public cloud service providers like 
Amazon AWS, Microsoft and Google own and 
operate the infrastructure and offer access only via 
Internet (direct connectivity is not offered) 
3.Hybrid cloud 
Hybrid cloud is a composition of two or more clouds 
(private, community or public) that remain unique 
entities but are bound together, offering the benefits 
of multiple deployment models. 
 
II.3.Security Issues in Cloud Computing 
Confidentiality : Cloud data confidentiality issue 
Confidentiality of data over cloud is one of the 
glaring security concerns. 
Network and host based attacks on Server : Host 
and network intrusion attacks on remote hypervisors 
are a major security concern, as cloud vendors use 
virtualmachine technology. 
Privacy: Privacy is the protection of transmitted data 
from passive attacks. 
Security: Cloud service providers employ data 
storage And transmission encryption, user 
authentication, and Authorization 
 
III. RELATED WORK 
 
ABE was proposed by Sahai and Waters [8]. In ABE, 
an user has a set of attributes in addition to its unique 
ID. There are two classes of ABEs. In Key-policy 
ABE or KP-ABE (Goyal et al[8]), the sender has an 
access policy to encrypt data. A writer whose 
attributes and keys have been revoked cannot write 
back stale information. The receiver receives 
attributes and secret keys from the attribute authority 
and is able to decrypt information if it has matching 
attributes. In Ciphertext-policy, CP-ABE 
(Bethencourt et al. [9]), the receiver has the access 
policy in the form of a tree, with attributes as leaves 
and monotonic access structure with  AND, OR and 
other threshold gates. Efficient search is also an 
important concern in clouds. The fuzzy keyword 
search technique allowing user to search without 
using try-and-see approach for finding relevant 
information based on approximate string matching[1]. 
The first construction of searchable encryption was 
proposed by Song et al., in which each word in the 
document is encrypted independently under a special 
two-layered encryption construction [10]. Some 
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techniques create user hierarchies and require the 
users to share a common secret key if they are in a 
common set in the hierarchy [11]. Secret-sharing 
schemes are used to divide a secret among a number 
of parties Every SSS realizes some access structure 
that defines the sets of parties who should be able to 
reconstruct the secret by using their shares. The 
ABAC in which users are given attributes, and the 
data has attached access policy, only users with valid 
set of attributes, satisfying the access policy, can 
access the data.In Scheme[12]  includes several IDS 
Sensor VMs and a IDS Management Unit. The IDS 
Sensors on the VMs are responsible for detecting and 
reporting malicious behaviors. Mobile agents would 
allow us to replace outdated monitoring agents, with 
new agent code that has updated tracking abilities 
[13]. Multi-threaded NIDS model for distributed 
cloud environment is based on three modules: capture 
& queuing module, analysis/ processing module and 
reporting module[24] 
 
IV. PROPOSED SYSTEM 
 
In this section we propose our privacy preserving 
authenticated access control and intrusion detection 
scheme. According to our scheme an user can create a 
file and store it securely in the cloud. This scheme 
consists of use of the two protocols ABE. This system 
Integrate the privacy preserving access control and 
intrusion detection in cloud .In this system user can 
access the data from cloud without disclosing their 
identity. New privacy preserving authenticated access 
control scheme for securing data in clouds. In the 
proposed scheme, the cloud verifies the authenticity 
of the user without knowing the user’s identity before 
storing information. This scheme also has the added 
feature of access control in which only valid users are 
able to decrypt the stored information. This system 
also detects the invalid user by signature based 
detection technique. If any attack fount then it will 
send a alert to the user and send report to the 
administrator It is also effective system to detect the 
dos attack in network. A creator on presenting the 
token to from KDCs receives keys for 
encryption/decryption and signing. In the Fig. 2, SKs 
are secret keys given for decryption, Kx are keys for 
signing. The message MSG is encrypted under the 
access policy. The access policy decides who can 
access the data stored inthe cloud. The creator 
decides on a claim policy, to prove her authenticity 
and signs the message under this claim. The 
ciphertext C with signature is c, and is sent to the 
cloud. The cloud verifies the signature and stores the 
ciphertext C. When a reader wants to read, the cloud 
sends C. If the user has attributes matching with 
access policy, it can decrypt and get back original 
message. 

 
FIGURE 2: Our Proposed System 

 
V. METHOD 
 
1.Attribute-Based Encryption for Privacy 
Preservation 

Attribute-Based Encryption (ABE) provides 
a new way for access control of encrypted data. First 
introduced the public-key cryptography attribute 
based encryption (ABE) for cryptographically 
enforced access control.  The main goal for these 
models is to provide security and access control. The 
main aspects are to provide flexibility, scalability and 
fine grained access control. In classical model, this 
can be achieved only when user and server are in a 
trusted domain. In ABE both the user secret key and 
the cipher text are associated with a set of attributes. 
A user is able to decrypt the cipher text if and only if 
at least a threshold number of attributes overlap 
between the cipher text and user secret key.  
 
2.Key-Policy ABE 

To enable more general access control 
proposed a key-policy attribute-based encryption 
(KP-ABE) scheme. It is the modified form of 
classical model of ABE. Exploring KP-ABE scheme, 
attribute policies are associated with keys and data is 
associated with attributes.  
1 .KP-ABE the sender has an access policy to encrypt 
data. 
2.The receiver receives attributes and secret keys 
from the attribute Authority 
3. Decrypte data if matching occure 
 
3. Algorithm  
A (key-policy) Attribute-Based Encryption scheme 
consists of four algorithms. 
Setup :This is a randomized algorithm that takes no 
input other than the implicit security pa- rameter. It 
outputs the public parameters PK and a master key 
MK.  
Encryption :This is a randomized algorithm that 
takes as input a message M, a set of attributes  and 
the public parameters PK. It outputs the ciphertext E. 
Key Generation : This is a randomized algorithm 
that takes as input an access structure A, the master 
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key MK, and the public parameters PK. It outputs a 
decryption key D.  
Decryption : This algorithm takes as input the 
ciphertext E that was encrypted under a set of 
attributes, the decryption key D for access control 
structure A, and the public parameters PK. It outputs 
the message M 
 
4.Types of Privacy Preserve Policy 
4.1.Pull Based Policy  
In the pull approach, Since serving the data is tied to 
the demand of data, the effort of serving the data is 
fully utilized.. However, since the change (or lack of 
it) on the attribute value and server capability to serve 
are not considered, it is not efficient 
 
4.2.The PUSH Based Policy 
In the push approach, since the serving of the data 
can be done based on the change in the value of 
attribute, it is more efficient. Though the push 
approach may seem to be the answer for monitoring 
woes, it has its own shortcomings. This approach 
does not consider the client’s interest or capability to 
consume the fed data. 
 
5.Flow chart  

  
Figure 2: flow chart of our system 

 
VI. IMPLEMENTATION 
 
To implement this we used a window azure 
envoiurnment . Windows Azure is a cloud computing 
platform and infrastructure, created by Microsoft, for 
building, deploying and managing applications and 
services through a global network of Microsoft-
managed datacenters. This window azure platform is 
used to create web role in cloud  
1.Web Role 
In this approach the roles are define. According to 
their roles, data will be access. Each role has their 

independent access control. The following are three 
roles which are used in this approach. 

1. Administrator: The administrator has total 
access right i.e. administrator can access the 
data of manager and customer. Also he can 
view detail of customer and manager 
information, but he does not know the access 
right of any customer. 

2. Manager: The Manager has access to see only 
customer data and send files or data to 
customer on demand. The manager has access 
to generate a Master key, to encrypt the data, 
which are sending to customer. 

3. Customer: The customer has access to see 
only their personal data and access the data 
from cloud when he has valid decrypted key.  
 

2.Windows Azure Basics Compute Emulator  
Following the first two posts of the series 

“Windows Azure Basics”  here comes another one. 
Interestingly enough, we find that a lot of people are 
confused what exactly is the compute emulator and 
what are these strange IP Addresses and port numbers 
that we see in the browser when launching a local 
deployment.   
 
VII. EXPERIMENTAL RESULT  
 
This paper proposed a new technique to provide 
privacy for every user and detect the intrusion on 
cloud. this technique used a attribute based 
encryption algorithm and some policy to provide 
privacy for each user.this technique develop a new 
intrusion detection tool to detect dos attack and 
invalid user in cloud also it can able to detect 
valurnability in any file. the following are some 
snapshot  that show the actual result of this technique. 

 
Figure 3: Push Base Policy 

The manager can send data according two policy i.e., 
pull and push. Here manager used a push policy; in 
this policy the manager can send a file with claim and 
apply an access right on file t. For example suppose 
the manager would like to send a file to only those 
customers who age >20 and location of customer is 
Nagpur.  In Pull policy , tha data will be send on 
demand I,e the file will be send only those customer 
which are requested  
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Figure 4 : Poll based policy 

 
 the new intrusion detection tool is used to detect the 
dos attack and create a log file for every user in 
cloud.According to that log this tool find out any 
invalid user thoese want to access a valid user 
account for that this tool count the fall occurrence of 
password if count is greater than 3 then this user is 
suspected user 

 

 
Figure  5 : Detection of Dos Attack 

 
CONCLUSION 
 
All approaches not provided authentication and also 
not able to protect the user identity. Existing ids 
system are not detect HIDS and masquerade attack in 
efficient way and all takes large   time to detect the 
attack. So there are need to overcome all this problem 
for that there are need a system to help the data owner 
achieve fine-grained access control on files stored 
and  allow a multiple write on cloud by cloud servers 
but also authenticates users who store information in 
the cloud.  
 
 
 
 
 
 
 
 
 
 

The cloud however does not know the identity of the 
user who stores information, but only verify the 
user’s attribute and access policy. Key distribution is 
done in a centralized way. This system provide the 
security for data stored in private cloud and also 
preserve the privacy of user using access policy. This 
system is also useful to detect the dos attack and 
invalid user in cloud. 
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