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Abstract— The advantages and recent advances in the wireless sensor technology have made wireless sensor networks 
suitable for wide variety of applications. With this a need to protect such systems from various adversaries has increased and 
has been a research area in past few years. One such attack that is most common and significant is cloning attack or node 
replication attack. In clone attack an adversary captures only a few of nodes, replicates them and then deploys arbitrary 
number of replicas throughout the network. If this attack is not detected then these replicas will consume network resources 
and can make the network vulnerable to a large class of internal attacks. This paper presents a novel approach to combat the 
effects of clone attack or node replication attack in a wireless sensor network. The proposed employs the use of a MAC layer 
agent, which checks the signatures of the communication within the network. If similar signatures are found for more than 
1000 packets then all the nodes except the one that generated the signature are declared as cloned nodes and are removed 
from the network. The proposed method has been implemented using NS-2. The results of the implementation show that the 
proposed method is efficient to detect clone attack in the WSN efficiently without any excessive overheads.  
 
Keywords—Computer network, Clone attacks, Intrusion detection, Media access control (MAC), Node replication, 
Wireless sensor network. 
 
 
I. INTRODUCTION 
 
The advances in the field of wireless communication 
and microelectronics in the last few decades, has 
made it possible to have cheaply available wireless 
sensors with which it is possible to modernize and 
change the way various services are deployed and 
delivered. With time these technologies of wireless 
sensor networks have grown in size and are the 
preferred choice for most commercial and 
governmental applications. However due to these 
resource-constrained unshielded sensor nodes that 
collect, process, and transmit data in a distributed and 
collaborative way are often easy target of the 
attackers. This unshielded nature of sensor-network 
nodes combined with their ease of deployment, 
makes them vulnerable because an adversary can 
capture these nodes, copy security information to 
make replicas and deploy the replicas in the network 
to render malicious attacks. This paper presents a 
memory efficient technique to detect clone attacks in 
wireless sensor networks. 
 
A. Wireless Sensor Networks Architectures 
A wireless sensor network (WSN) is a heterogeneous 
network composed of a large number of tiny low-cost 
devices, denoted as nodes (or motes), and one or few 
general-purpose computing devices referred to as 
base stations (or sinks) as in Figure 1.1. 

 
Fig. 1.1. A Wireless Sensor Network 

 
A general purpose of the WSN is to monitor some 
physical phenomena (e.g., temperature, barometric 
pressure, light) inside an area of deployment. Nodes 
are equipped with a communication unit (e.g., radio 
transceiver), processing unit, battery and sensor(s). 
Sensor nodes communicate not only with each other 
but also with a base station (BS) using their wireless 
radios, allowing them to disseminate their sensor data 
to remote processing, visualization, analysis, and 
storage systems [1] as in Figure 1.2. Fig. 

 
Fig. 1.2. Architecture of a WSN 

 
The primary objective of this work is to detect and 
prevent clone attack i.e., an attempt by the adversary 
to add one or more nodes to the network that use the 
same ID as another node in the network. Other 
objectives of the project are: 
• To understand the issues associated with clone 
attack in wireless sensor network systems 
• To study and analyze various clone attack detection 
techniques. 
• To develop the proposed detection technique and 
implementing it using a simulating tool such as 
NS-2. 
Section 2 gives the literature survey. this briefs about 
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the taxonomy of security concerns in WSNs and also 
discusses the number of privacy-preserving routing 
techniques have been developed for sensor networks. 
Section 3 is on clone attack and techniques proposed 
to detect and prevent clone attack. Section 4 presents 
the proposed clone attack detection model and further 
gives the project methodology. Section 5 shows the 
implementation results of proposed method. This 
work concludes in Section 6, which also gives the 
future scope. 
 
II. LITERATURE SURVEY 
 
A. Security in Wireless Sensor Network 
Some of these properties have rather little effect on 
the design of security protocols or are only relevant in 
more exotic application scenarios. However, three of 
these properties are elementary for nearly all WSN 
scenarios. These properties differ substantially from 
properties of classical computer systems and thus 
have serious influence on the design of security 
mechanisms and protocols. Therefore, these 
properties and the related challenges require special 
attention. These three properties are: 
• Resource Constraints 
• Operational Environment 
• Wireless Multihop Communication 
B. Security Goals 
Computer security relies on security goals which 
specify the requirements of a secure system. Within 
this paper, we focus on the security goals of 
authenticity, integrity, confidentiality, and availability 
[14]. The security goals of non-repudiation and 
privacy are not explicitly considered within this 
thesis. In WSNs, authentication mechanisms are 
required to get confirmation about the identity of 
sensor nodes or the sink, and the origin of received 
messages. Integrity covers two aspects: the integrity 
of the communication in the WSN and the integrity of 
the system of a sensor node (or the sink). In the first 
case, mechanisms provide assurance that the received 
messages are valid, i.e., any unauthorized 
modification of data will be detected. This also 
includes the detection of replayed messages, i.e., the 
freshness of messages. In the latter case, mechanisms 
provide assurance that the system of a sensor node is 
valid, i.e., hardware as well as software modifications 
will be detected. If sensitive data is transmitted in the 
WSN, confidentiality mechanisms are required to 
ensure that information is accessible only to 
authorized entities. Availability means that the WSN 
is in a functioning condition and is able to perform its 
tasks.  
An adversary can try to attack a WSN, so that one or 
more of the security goals are violated. Adversaries 
can be categorized in different classes. An adversary 
can attack a WSN in different ways, depending on the 
effort for the adversary, the knowledge of the 
adversary about the WSN, and the potential damage 
the adversary can cause. In this, we basically use the 

following two general distinctions of types of 
adversaries. 
• Mote-class and Laptop-class Adversary 
The first distinction of adversaries is made on the 
basis of the available resources. 
i) A mote-class adversary has access to one or more 
sensor nodes with the same or similar capabilities like 
the sensor nodes deployed in the network. 
ii) A laptop-class adversary may have access to more 
powerful devices such as laptops with more 
resources, e.g., greater battery power, more powerful 
CPU, greater memory space, a high power radio 
transmitter, or a sensitive antenna. 
Thus, an adversary with laptop class devices has the 
advantage of being able to perform more 
sophisticated attacks than an adversary with ordinary 
sensor nodes only. 
• Outside and Inside Adversary 
The second distinction is made based on the 
knowledge and privileges of the adversary. 
i) An outside adversary has no special access to 
sensor nodes of the WSN, i.e., he has no access to 
data stored on any sensor node and uses only his own 
devices to perform attacks. 
ii) An inside adversary has access to data stored on 
one or more sensor nodes and uses this data to 
perform subsequent attacks. These insider attacks can 
be launched from either compromised sensor nodes 
running malicious code or from laptop-class 
adversaries using stolen key material, code, and data 
from legitimate nodes. 
C. Generic Attacks 
This section describes generic attacks and their 
variants that can be performed at different layers: 

Table 1: Generic Attacks 

 
 
In a Spoofing Attack an adversary successfully 
masquerades as another sensor node. This type of 
attack can influence the link, network, and 
application layer. For example, at the link layer, an 
adversary can spoof the Media Access Control 
Address (MAC-Address) of the link layer protocol, 
e.g., the IEEE 802.15.4 MAC-Address. 
In a Data Alteration Attack an adversary deliberately 
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alters bits, frames, packets, or application data, 
depending on the layer where the attack is performed. 
To be able to detect such attacks from an outside 
adversary, integrity mechanisms such as digital 
signatures or MACs can be applied. 
In a Replay Attack, an adversary eavesdrops on a 
legitimate message sent between two sensor nodes 
and replays it at a later time. At the link layer an 
adversary can replay data frames, at the network layer 
data or routing packets, and at the application layer 
report data. Defenses against an outside adversary are 
sequence numbers or timestamps in combination with 
an authentication scheme. 
A Denial-of-Service (DoS) Attack is an attack against 
the availability where an adversary attempts to make 
the WSN or parts of it unavailable for its intended 
usage. The functionality of the WSN can be disrupted 
temporarily or indefinitely. DoS attacks can be 
performed at all protocol layers. 
In an Eavesdropping Attack, an adversary violates the 
confidentiality of data by overhearing the transmitted 
bits on the wireless channel, intercepting messages 
during multihop communication, or wiretapping 
directly at a sensor node. Using knowledge of the 
different layers, an adversary can analyze this data. 
 
III. CLONING ATTACK 
 
This section gives the details of the attack under 
consideration i.e., cloning attack or node replication 
attack. This attack works on all the layers of the 
TCP/IP model. In this section some of the available 
techniques to combat the effects of cloning attack are 
discussed and compared. 
Clone attack (also called node replication attack) is a 
severe attack in WSNs. In this attack, an adversary 
captures only a few of nodes, replicates them and 
then deploys arbitrary number of replicas throughout 
the network. The capture of nodes is possible because 
sensor nodes are usually unprotected by physical 
shielding due to cost considerations [3], and are often 
left unattended after deployment. If we do not detect 
these replicas, the network will be vulnerable to a 
large class of internal attacks. For example, the 
adversary now can overhear the traffic passing the 
replicas (which may contain the aforementioned 
locations of soldiers), inject false data into the 
network (which may be false commands), defame 
other nodes and even revoke legitimate nodes. 
Thus far, most protocols for detecting node 
replication have relied on a trusted base station to 
provide global detection. Also some of the existing 
authentication techniques [4, 5] cannot detect such 
attacks, because all the replicas hold legitimate keys. 
The existing approaches fall into following two 
categories: 
A. Centralized Detection 
The most straightforward detection scheme requires 
each node to send a list of its neighbors and their 
claimed locations to the base station. The base station 

can then examine every neighbor list to look for 
replicated nodes. If it discovers one or more replicas, 
it can revoke the replicated nodes by flooding the 
network with an authenticated revocation message. 
B. Local Detection 
To avoid relying on a central base station, we could 
instead rely on a node’s neighbors to perform 
replication detection. Using a voting mechanism, the 
neighbors can reach a consensus on the legitimacy of 
a given node. Unfortunately, while achieving 
detection in a distributed fashion, this method fails to 
detect distributed node replication in disjoint 
neighborhoods within the network. As long as the 
replicated nodes are at least two hops away from each 
other, a purely local approach cannot succeed. 
 
A straightforward solution to defend against clone 
attacks is to let the base station collect the 
neighbourhood information (e.g. location, neighbor 
list, etc.) from each sensor and monitor the network 
in a centralized way. This approach suffers from high 
communication overhead by requesting redundant 
information from the network. Further, a “smart” 
clone may report the neighborhood of the original 
node, making the base station fail in identifying the 
replica. 
In [6], Capkun et al. propose for one-hop networks 
that the base station (BS) can store the unique signal 
characteristic for each device, and thus device cloning 
can be detected accordingly. However, in a multi-hop 
sensor network, it is impractical for BS to track the 
signal characteristics of sensors multi-hops away. In 
localized voting/misbehavior detection schemes [8], 
nodes within a neighborhood agree/vote on the 
legitimacy of a given node based on their local 
observations. Nevertheless, these schemes are not 
capable of detecting clones with normal behavior, and 
may fail when multiple clones in close proximity 
collude. Furthermore, localized voting/misbehavior 
detection schemes inherently lack the ability to detect 
distributed clones that may appear at any place in the 
network. 
The first non-naive detection scheme against 
distributed clone attacks is to employ witness nodes 
to undertake the task of clone attack detection [7]. For 
a sensor u, the neighbors should register u’s ID and 
location at multiple witness nodes. The witness nodes 
can be either randomly selected throughout the 
network, or simply picked up along a routing path. 
Any witness node having received conflicting reports 
about the same sensor should initiate a revoke 
message. For a high detection probability, this 
witness-based scheme exploits flooding for 
information exchange and thus results in a high 
communication overhead. Also, the scheme relies on 
public key cryptography, which is expensive for most 
mote-like sensors. The storage overhead is also high 
since each sensor needs to store enough public keys 
of the others. 
Another distributed solution is to detect clones based 
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on set operations. In [8], Choi et al. propose to divide 
a sensor network into exclusive sub-regions and 
check if there is any overlapping between them. A 
non-empty intersection indicates the existence of 
replicated sensors. The results of the membership 
checking are united and authenticated along a tree 
structure, and sent to the base station finally. Despite 
the fact that the number of messages is reduced to 
O(N), the length of the messages increases linearly, 
and the total amount of data to be transferred for 
membership checking is not reduced at all. 
Brook et al. [9] proposed to detect the abnormality 
that some keys are used too often in communications. 
The BS collects the times keys are used in each node, 
judges the abnormal keys and tells each node to 
terminate the links using these keys. Xing et al. [10] 
proposed to detect the abnormality that a node has 
different fingerprints. Fingerprint is generated from 
node’s neighbor list, and the BS detects the replicas if 
it receives different fingerprints for the same ID. This 
scheme requires each node to periodically 
communicate with the BS. 
 
Melchor et al. [12] proposed an active detection 
approach, in which witness nodes actively obtain 
location claims. Each node first randomly chooses 
several nodes and becomes their witness node. Then 
if a node is node a’s witness node, it will send 
location-claim request through several relay nodes to 
node a. These relay nodes are randomly chosen by the 
witness node for a. Thus if a has a replica, the replica 
will have high probability to receive the request as 
well, and reply a conflicting location claim to the 
witness node. 
 
IV. PROJECT METHODOLOGY 
 
A. Proposed Method 
The proposed clone attack detection technique is 
simple to implement and is based on network 
signatures. A digital signature algorithm is a 
cryptographic tool for generating non-repudiation 
evidence, authenticating the integrity as well as the 
origin of a signed message. In a digital signature 
algorithm, a signer keeps a private key secret and 
publishes the corresponding public key. The private 
key is used by the signer to generate digital signatures 
on messages and the public key is used by anyone to 
verify signatures on messages. The digital signature 
algorithms mostly used are RSA and DSA. ECDSA is 
referred to Elliptic Curve Digital Signature Algorithm 
[13]. 
In the proposed method to detect clone attack we 
generate our own signature to detect the attack. The 
signature used is simple has the following fields: 
• No. of packets transmitted 
• No. of packets received 
• Source List or address 
• Destination List or address 

Further as the aim here is to detect the clone attack 
not secure communication the signature is kept 
simple and unencrypted. However any of the 
cryptography techniques can be simply used to add 
security to the network without requiring any 
alteration in the proposed model to detect clone 
attack. The proposed employs the use of a MAC layer 
agent that simply examines the communication in the 
network as in Figure 4.1 below. To understand the 
concept let us consider that node 3 is communicating 
with node 7, 8, 10, 14 and 15 in the network. Figure 
4.1 shows that the duplex communication link 
between the node 3 and nodes node 7, 8, 10, 14 and 
15. 
As mentioned earlier the proposed model uses a 
MAC layer agent to detect the clone attack. Thus in 
the proposed method one of the node is assigned the 
role of MAC Layer Agent (MLA). This agent is 
checks all the communication through the network 
and checks for the digital signatures that are used to 
securely communicate between the sensor node. 
 

 
Fig. 4.1 WSN for proposed model 

 
Figure 4.2 shows where node 3 is cloned and thus the 
cloned node send the same data with same signatures 
to the receiving nodes. The receiving nodes 
unnecessarily process this data. Figure 4.3 shows the 
clone attack situation where the clone is more than 
once. This situation worsens the network 
performance. The proposed MLA now monitors the 
network communication and looks for the signatures. 
If it finds same signature then it categories all the 
nodes labeled 3 as suspicious. Now it checks the 
communication for next 1000 packets of this situation 
persists then it declares all the nodes sending same 
signatures as cloned except the first node which 
generated the signature. Figure 4.4 shows how the 
proposed MLA removes the attack in figure 4.3. 
 

 
Fig. 4.2 WSN under Clone Attack 
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Fig.4.3 WSN under Multiple Clone Attack 

 
Fig. 4.4 Removal of Clone Attack 

 
B. Network Simulator 
The proposed method is implemented using NS-2. 
NS2 is one of the most popular open source network 
simulators. Following are the steps to implement the 
proposed clone attack detection model on NS-2 and 
appropriate NS-2 functions have been used to 
implement these steps: 
• Design the network on paper first 
• Create the event scheduler 
• Turn on tracing 
• Create network 
• Setup routing 
• Setup used signature pattern 
• Create Mac Layer Agent 
• Create transport connection 
• Create traffic 
• Transmit application-level data 
• Simulate and generate the trace and nam files 
• Finish procedures. 
 
V. RESULT & DISCUSSION 
 
This section presents results of the NS-2 
implementation of the proposed method to detect 
clone attack. The designed network consists of 20 
wireless sensor nodes labeled as 0 to 19. 
Figure 5.1 below shows the route updation. Once we 
simulate the designed network all the nodes broadcast 
their identity in the form of HELLO packets. On 

receiving the response on these HELLO packets a 
node comes to know about other nodes in its vicinity 
and its immediate neighbors. Each node then prepares 
its routing table using which it send packets across 
the network. These routing tables are updated 
periodically. The large circles in figure 5.1 indicate 
the broadcasts of these HELLO packets for routing 
table updation. 

 
Fig. 5.1 Route Update 

 
Fig. 5.2 Normal operation of the designed network 

 
Fig. 5.3 Clone attack insertion 

 
Figure 5.3 shows an example of insertion of clone 
attack in the network. Here we are introducing the 
attack between node 1 & 17, node 8 & 12 and node 
19 & 9. Figure 5.4 shows the detection of the inserted 
clone attacks in the network using the proposed MAC 
layer agent. 

 
Fig. 5.4 Clone attack removal 
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The following figure demonstrate the various system 
graph generated. Figure 5.5 shows the delay graph of 
the network at various time instances. The delay of 
the network is of the order of ms which is good. 

 
Fig. 5.5 Delay graph 

 
Fig. 5.6 Throughput graph 

 
Figure 5.6 shows the throughput of the network. The 
throughput of the network lies on the higher side. As 
can been seen from the graph throughput reduces at 
some instances this is due to the attack being present 
and detected at that instant. Otherwise for the normal 
operation the throughput is very high for the system 
as the proposed method employs minimum overheads 
on the system. 

 
Fig. 5.7 Energy graph 

Figure 5.7 above shows the energy graph of the 
network. It is seen that after initial fluctuations the 
energy of the system stabilizes. 

 
Fig. 5.8 Jitter graph 

Jitter is the undesired deviation of periodicity of a 
periodic communication signal in a network. Figure 
5.8 above shows the jitter graph of the network. It is 
seen that jitter in the network is very less and is in ms 
for different time instances. 
 
CONCLUSION & FUTURE SCOPE 
 
Due to their inexpensiveness, self-organizing and no 
constant supervision requirement, the use of Wireless 
Sensor Networks in different situations such as 
medical, geographical, military and commercial areas 
is increasing. But such sensor nodes lack of physical 
shield layer and utilizing them in enemy environment 
without protection, can lead to different internal and 
external attacks. Because of the limited energy and 
memory sources of these sensor nodes, the security 
challenges in these networks are encountering more 
complexity as compared to other mobile 
telecommunication networks. These complexities are 
intensified if the sensor nodes have mobility. Hence 
much of the research today is secure WSN against 
probable attacks considering the energy constraints of 
these networks. 
In this work, method to combat the effects of clone 
attack or node replication attack is proposed. In clone 
attack an adversary captures only a few of nodes, 
replicates them and then deploys arbitrary number of 
replicas throughout the network. If this attack is not 
detected then these replicas will consume network 
resources and can make the network vulnerable to a 
large class of internal attacks. The proposed employs 
the use of a MAC layer agent, which checks the 
signatures of the communication within the network. 
If similar signatures are found for more than 1000 
packets then all the nodes except the one that 
generated the signature are declared as cloned nodes 
and are removed from the network. 
The proposed method has been implemented using 
NS-2. The results of the implementation show that 
the proposed method is efficient to detect clone attack 
in the WSN efficiently. Further since the proposed 
method has signature of containing only four fields 
the system overheads are low, thereby reducing the 
energy consumption of the nodes. This further 
increases the throughput and reduces the delay as 
compared to methods proposed in the literature. 
 
Future Scope: 
• To combine the signature generated in this method 
with the cryptographic algorithms to further 
strengthen the security of the network along with the 
detection of cloning attack. 
• The proposed method can be modified to achieve 
simultaneous detection of Sybil and clone attack. 
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