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Abstract- In GSM cellular standard, A5 family of stream ciphers are used for providing user security over wireless 
communication and for this, three standards namely A5/1, A5/2 and A5/3 algorithms are stipulated. Initially, these 
algorithms were kept secret, but once disclosed, many cryptographic weaknesses were revealed and several cryptanalytic 
attacks were proposed ,particularly in A5/1. The major weaknesses in A5/1 are due to the use of fixed feedback polynomial 
based LFSR, weak clocking mechanism, insignificant taps of register structure, non-invertible clocking mechanism and 
frequent resetting. In this paper, a new enhanced LFSR based stream cipher for A5 family has been proposed that includes 
variable tapping mechanism, variable feedback polynomial and new clocking scheme with increased number of LFSRs and 
increased length of each LFSR. The proposed scheme uses four LFSRs of length 30, 32, 29 and 37 instead of three as used in 
other works, two of which are used for mutating of the main back-bone LFSR while the fourth LFSR mutates the final 
output. The mutation apparently induces variable feedback polynomial effect in the back-bone LFSR. This mutation is 
further randomized with a new clocking mechanism, where the clocking bit, generated by XOR-ing of two bits taken from 
two LFSRs, decides whether the LFSR output will be included in final output or not. The proposed algorithm has been 
simulated by using MATLAB and its randomness properties have been tested using ‘Randomness Test Suit’ given by 
National Institute of Standard and Technology (NIST), USA. The results shows that the proposed scheme is robust and 
resistive to the cryptographic attacks as compared to the conventional A5/1 stream cipher. It generates cryptographically 
better binary sequence than the A5/1 stream cipher of GSM with comparable complexity.  
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I. INTRODUCTION 
 
A5 family of stream cipher is used to provide over-
the-air communication privacy in the GSM cellular 
standard. A5/1, A5/2 and A5/3 are three algorithms 
stipulated by this standard. A5/1 is the stronger 
version and is used in Europe and United States 
whereas A5/2, a weaker version of A5/1, has been 
developed for deploying GSM in other countries. 
A5/3, KASUMI, is a new member in his family, 
based on the UMTS/WCDMA algorithm. 
 
The internals of A5/1 and A5/2 were initially kept 
secret, but the general design was leaked in 1994 and 
the algorithms entirely became public through reverse 
engineering by Marc Briceno in 1999. Since then 
many analysis and researches have been carried out 
on these algorithms that have revealed several 
weaknesses in them. Major weaknesses in A5/1 are 
due to fixed feedback polynomial of LFSR and the 
week clocking mechanism. When only a rough sketch 
was leaked, Golic analyzed this algorithm leading to 
time-memory trade-off attack. Thereafter, new 
studies were made by Birykov, Shamir and Wagner 
based on subtle flaws in the tap structure of the 
registers, their non-invertible clocking mechanism, 
and their frequent resets. Several other works have 
also been done, most of which are known as plaintext 
attacks. 
 
In this paper we are presenting a new encryption 
algorithm for protecting GSM based phone 
communication which is based on A5 family. A5/1 
combines 3 linear feedback shift registers whereas 

this proposed algorithm uses 4 LFSRs of length 30, 
32, 29 and 37. Two out of four LFSRs are used here 
for mutating the main back-bone LFSR. The mutation 
induces variable feedback polynomial effect in the 
back-bone LFSR. This mutation is further 
randomized to ensure randomness in the sequence 
generated. Other changes in the basic design and 
clocking mechanism have also been incorporated that 
make this algorithm efficient enough to overcome 
various issues related with the conventional A5/1. 
 
A5/1 Stream Cipher 
A5/1 is a synchronous stream cipher used in GSM 
standard to provide security to the user data. It uses a 
64-bit session key and a 22-bit initial vector derived 
from the 22-bit frame number which is publicly 
known. It uses three linear feedback shift registers 
(LFSRs) namely R1, R2, and R3 of lengths 19, 22, 
and 23 bits, respectively. These LFSRs are based on 
primitive polynomials so that the registers produce a 
sequence of maximal periods. The taps of LFSR R1 
are at bit positions 13,16,17 and 18; the taps of R2 are 
at bit positions 20 and 21; and the taps of  R3 are at 
bit positions 7,20,21 and 22. These LFSRs are 
clocked irregularly based on the values of the 
clocking bits which are at bit positions 8, 10 and 10 
of registers R1, R2 and R3 respectively. When a 
register is clocked, its tapping bits are XOR-ed 
together, and the result is stored in the rightmost bit 
of the left-shifted register. 
 
The A5/1 key stream generator works as follows. 
First, an initialization phase is run. At the beginning 
of this phase all registers are set to 0. Then the key 
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setup and the initialization vector setup are 
performed. In the initialization phase all three 
registers are clocked regularly and the key bits 
followed by initialization vector bits are XOR-ed 
with the least significant bits of all three registers. 
Thus, after (64 + 22) 86 clock-cycles the initial state 
is achieved.  
 
Based on this initial state the warm-up phase is 
performed where the generator is clocked for 100 
clock-cycles and the output is discarded. This results 
directly in producing the first output bit, 101 clock-
cycles after the initialization phase. Note that already 
during the warm-up phase and also during the stream 
generation phase, which starts afterwards, the 
registers R1, R2 and R3 are clocked irregularly. More 
precisely, the stop/go clocking is determined by the 
bits R1, R2, and R3 in each clock-cycle as follows: 
the majority of the three bits is computed. R1 is 
clocked if and only if R1 agrees with the majority. 
Similarly, R2 is clocked if R2 agrees with the 
majority and R3 is clocked if R3 agrees with the 
majority. Referring Table 1, in each cycle at least two 
of the three registers are clocked. After these 
clockings, an output bit is generated from the values 
of R1, R2 and R3 by XOR-ing their most significant 
bits. 
 
After warm-up A5/1 produces 228 output bits, one 
per clock-cycle. 114 of them are used to encrypt 
uplink traffic, while the remaining bits are used to 
decrypt downlink traffic.   
 

C1 C2 C3 

0 0 0 
0 0 1 
0 1 0 
1 0 0 
1 0 1 
1 1 0 
0 1 1 
1 1 1 

Table 1. Clock Control of A5/1 
 

 
Fig 1. A5/1 Stream Cipher 

Proposed Technique 
The LFSR stream cipher is based on 4 linear 
feedback shift registers of length 30, 32, 29 and 37 
bits denoted by R1, R2, R3 and R4 respectively. These 
LFSR's are built on primitive polynomials which are: 
 
R1 : x30 + x6 + x4 + 1 
R2 : x32 + x22 +x2 +1 
R3 : x29 + x27 + 1 
R4 : x37 + x5 + x4 + x3 + x2 + 1 
 
These polynomials help each LFSR to achieve their 
normal length periods which are:  
 
R1 : 230 -1 
R2 : 232 -1 
R3 : 229 -1 
R4 : 237 -1 
 
Leftmost bit in each register is labelled as bit 1 and 
tapping bits for these LFSR's are :  
 
R1 : 30, 6, 4, 1 
R2 : 32, 22, 2, 1 
R3 : 29, 27,1 
R4 : 37, 5, 4, 3, 2, 1 
 
Whenever a register is checked, its tapping bits are 
XOR-ed together and stored in the leftmost bit. 
However, these LFSR's are clocked irregularly based 
on majority rule which is calculated using a majority 
function for each LFSR. 
 

 
Fig 2. A LFSR based Stream Cipher 

 
A. Phases involved in Proposed Stream Cipher 
The working of Proposed LFSR based Stream Cipher 
consists of 3 phases. They are: 
 
I. LFSR description: 

 
LFSR R1: 
Length : 30 bits 
Clocking bit : C1 = R1(15)  R1(1) or C1 = R1(15) 
Tapping bit: 30, 6, 4, 1 
 
LFSR R2: 
Length : 32 bits 
Clocking bit : NIL 
Tapping bit: 32, 22, 2, 1 
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LFSR R3: 
Length : 29 bits 
Clocking bit : C2 = R3(14)  R3(1) or C2 = R3(14) 
Tapping bit: 29, 27, 1 
 
LFSR R4: 
Length : 37 bits 
Clocking bit : C3 = R4(18)  R4(1) or C3 = R4(18) 
Tapping bit: 37, 5, 4, 3, 2, 1 
 
Initially each LFSR is initialized to 0. 
 
II.  LFSR Initialization 
Each LFSR is clocked 64 times ignoring the irregular 
clocking. With each clocking a key bit from 64 bit 
session key is XOR-ed in parallel to each LFSR as 
shown below 
 

 
Fig 3. Initialization of LFSR's 

 
III. Production of key stream 
First of all, the LFSR's will be clocked 100 times and 
the outputs so generated are discarded. Thereafter, 
each LFSR will be clocked till there is a plain text bit 
to encrypt following the irregular clocking. 
 
Irregular clocking is based on the following majority 
rule. There are two methods for majority rule. They 
are: 
 
a) Conventional Method: 
C1   =  R1(15) 
C2   =  R3(14) 
C3   =  R4(18) 
 
Ci (where i = 1, 2, 3) will be either 0 or 1 in each 
clocking. If two or more Ci will have 1, majority bit is  
 
1. Similarly, if two or more Ci will have 0, majority 
bit will be 0.  
 
Now, if the Ci of any Ri is in majority, that Ri will be 
clocked (shifted). Fig 4 demonstrates this method. 

 
Fig 4. LFSR based stream cipher with conventional clocking 

scheme. 
 
b) New Clocking Method 
C1 = R1(15) ^ R1(1) 
C2 = R3(14) ^ R3(1) 
C3 = R4(18) ^ R4(1) 
Ci (where i = 1, 2, 3) will be either 0 or 1 in each 
clocking. If any of the Ci have 1, majority bit is 1 i.e. 
majority bit is fixed, which is 1 always. Now, if the 
Ci of any Ri is in majority , that Ri will be clocked 
(shifted). Fig 5 demonstrates this method. 
 

 
Fig 5. LFSR based stream cipher with new clocking scheme. 

 
In each clocking scheme: 
i. If C2 matches with majority bit, R4 will produce 

output. Thus output will be XOR-ed with value 
at position 3 from leftmost on R2 and result will 
be stored there. This will result in mutation of R2. 

 
ii. Similarly, if C3 matches with majority bit, R3 will 

produce output which will be XOR-ed with 27th 
bit in R2 and finally value will be stored there. 
This again causes mutation of R2. 

 
iii. Now, if C1 matches with majority bit, R1 will be 

clocked whose output will be XOR-ed with the 
output from R2. And this final result will serve 
for bitwise encryption of plaintext. 

 
II. RESULT AND ANALYSIS 
 
The motive behind the development of LFSR based 
Stream Cipher is to deal with the shortcomings and 
weaknesses of traditional LFSR based encryption 
algorithms like A5/1. The various features of this 
Stream Cipher have been analyzed and its overall 
randomness has been tested using NIST Randomness 
Test Suite. 
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1. Analysis of Clocking Mechanism 
The conventional clocking scheme has been used in 
many encryption algorithms since long. But here, the 
probability of clocking of an LFSR is 75%. Thus, this  
scheme fails to provide proper randomness to 
clocking mechanism and therefore it is easily 
vulnerable to attacks. 
 
This mechanism being used in conventional A5/1 
encryption algorithm suffers from a weakness that the 
probability of clocking of any LFSR  is 3/4 i.e. 75%. 
But for randomness it should be 50% instead. Here 
clocking bits are: 
C1 = R1(9) 
C2 = R2(11) 
C3 = R3(11) 

C1 C2 C3 

0 0 0 
0 0 1 
0 1 0 
1 0 0 
1 0 1 
1 1 0 
0 1 1 
1 1 1 

 Table 2: Conventional Clock Control 
 
Probability that Ci will be clocked = 6/8  =  3/4 = 
75% Now, for the new clocking method introduced, 
inputs are b1, b2, b3, d1, d2 and d3 and determine the 
clock output as C1, C2 and C3 as shown: 
 
C1 = b1 ^ d1 
C2 = b2 ^ d2 
C3 = b3 ^ d3 
Connection between bi and di is: 
b1 = R1(15)  d1 = R1(1) 
b2 = R3(14)  d2 = R3(1) 
b3 = R4(18)  d3 = R4(1) 
 
Now, if Ci  is 1, Ri will be clocked and if Ci is 0, Ri  
will not be clocked (where i = 1,2,3). 
 
If all clock outputs are 0 then again all LFSR's will be 
clocked. This is to avoid effect on bit rate of output 
sequence. 
 
Now sequence for C1, C2 and C3 are: 

C1 C2 C3 

0 0 1 
0 1 0 
1 0 0 
1 0 1 
1 1 0 
0 1 1 
1 1 1 

Table 3: New Clock Control 

Probability that Ci will be clocked = 4/7 = 0.5714 
Thus, randomness of clocking has been improved as 
there are 4 possible states out of 7 when a LFSR will 
be clocked. Thus, probability of an LFSR to be 
clocked is now 4/7 i.e. about 57% , better than 75%. 
 
2. Analysis of Mutation of Back-Bone LFSR 
The Back-Bone LFSR  i.e. LFSR2 will mutate only 
when either or both of the LFSR3 and LFSR4 will be 
clocked and their output is 1, otherwise it will remain 
as it is. 
 
Thus, in case of Conventional clocking scheme, 
Probability of clocking of LFSR 3 and LFSR4 is 0.75 
each. 
 
p(L3) = probability that if LFSR3 is clocked and it 
mutates LFSR2 = 0.75*0.5 = 0.375 
p(L4) = probability that if LFSR3 is clocked and it 
mutates LFSR2 = 0.75*0.5 = 0.375  
L3 and L4 are LFSR3 and LFSR4 whereas B1 and B2 
are backbone R2(3) and R2(27) : 
 

L3/L4(ROWS) 
B1/B2(COLUMN) 

00 01 10 11 

00 0000 0001 0010 0011 
01 0100 0101 0110 0111 
10 1000 1001 1010 1011 
11 1100 1101 1110 1111 

Table 4: Sample Space 
 

Thus, when both LFSR 3 and LFSR 4 are clocked 
together, probability of mutation = 0.5 * 0.75 = 0.375 
Hence, overall probability of mutation = p(L3) + 
p(L4)  - p(L3 ∩ L4) = 0.375  
 
Now in case of new clocking scheme, the probability 
that LFSR 3 or LFSR 4 will be clocked = 0.5714 
each. 
p(L3) = 0.5714 * 0.5 = 0.2875 
p(L4) = 0.5714 * 0.5 = 0.2875  
 

When both LFSR 3 and LFSR 4 are clocked together, 
probability of mutation = 0.75 * 0.2857 = 0.214285. 
Hence, overall probability of mutation = p(L3) + 
p(L4)  -  p(L3 ∩ L4) = 0.2857 + 0.2857 – 0.214285 
= 0.3571  
 
NIST Test Result 
In this subsection, the combined effect of the 
mutation and random clocking has been analyzed 
against the randomness of the generated stream using 
NIST Test Suit. The NIST test suit states that it is not 
enough to check the randomness of a stream 
generated by a generator, but several different stream 
should be generated and tested for randomness. Here, 
100 different bit streams have been generated and 
length of each bit stream is 100000 bits. Each 
sequence of bits had been tested using NIST test suit 
and the obtained p-values of 100 tests were averaged 
and tabulated. 
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Test 
No 

 
 
 

Test 

p-value of Test 
 

Conventional 
A5/1 

LFSR 
Stream 
Cipher 

 
1 Approximate 

Entropy Test 
0.19527 0.505386 

2 Block 
Frequency 

Test 

0.59372 0.517646 

3 Commutative 
Sum (F) 

0.68039 0.557149 

4 Commutative 
Sum (S) 

0.66674 0.516186 

5 FFT Test 0.48357 0.512911 

6 Frequency 
Test 

0.68398 0.509164 

7 Linear 
Complexity 

0.48660 0.518315 

8 Longest Run 0.617539 0.499417 

9 Overlapping 
Templates 

0.45158 0.525944 

10 Rank Test 0.62829 0.486996 

11 Run Test 0.37041 0.498736 

12 Serial Test 1 0.46336 0.481425 

13 Serial Test 2 0.41999 0.496185 

14 Non-
Overlapping 
Templates 

0.51364 0.527166 

Table 5: NIST test result when clocking probability 
of LFSR Stream Cipher is 75% 

 

 
Fig 6: Comparison of p-values of A5/1 and LFSR based Stream 

Cipher with 75% clocking probability 
 

 
Test 
No 

 
Test 

p-value of Test 
 

Conventional 
A5/1 

LFSR 
Stream 
Cipher 

 
1 Approximate 

Entropy Test 
0.19527 0.449898 

2 Block 0.59372 0.678686 

Frequency 
Test 

3 Commutative 
Sum (F)  

0.68039 0.463638 

4 Commutative 
Sum (S) 

0.66674 0.433802 

5 FFT Test 0.48357 0.540467 
6 Frequency 

Test 
0.68398 0.438681 

7 Linear 
Complexity 

0.48660 0.492396 

8 Longest Run 0.617539 0.541299 
9 Overlapping 

Templates 
0.45158 0.497096 

10 Rank Test 0.62829 0.524685 
11 Run Test 0.37041 0.559864 
12 Serial Test 1 0.46336 0.45514 
13 Serial Test 2 0.41999 0.494764 
14 Non-

Overlapping 
Templates 

0.51364 0.487483 

Table 6: NIST test results when clocking probability 
of LFSR Stream Cipher is 57.14% 

 

 
Fig 7: Comparison of p-values of A5/1 and BEA with 57.14% 

clocking probability 
 
CONCLUSION 
 
In this paper, benefits of increasing the number of 
LFSRs and the mutation of the Back-Bone LFSR in 
the proposed cipher is highlighted. By increasing the 
total size by two times, time-memory trade-off attack 
has been countered. These modifications are done to 
improve the randomness and robustness of A5/1 
stream cipher with complexity being the same. It is 
observed that mutating the Back-Bone is an effective 
way to make the generator more random. This also 
makes the generator robust to Berleykamp Massey 
attack. Further, the new initialization technique used 
in the proposed cipher makes this algorithm robust to 
correlation attacks. Based on observations and results, 
it can be concluded that the proposed scheme is 
robust and not vulnerable to the cryptographic attacks 
as compared to the conventional A5/1 stream cipher. 
NIST test suit results also support our inference. 
Hence, the proposed cipher generates 
cryptographically better binary sequence than the 
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A5/1 stream cipher of GSM without compromising 
with the complexity. 
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