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Abstract- SMAC is the latest hype in the IT world and it is absolutely revolutionary. It’s a Technology Ecosystem of Social, 
Mobility, Analytics and Cloud. It is creating mammoth event for those who are embarrassing it by overlooking the Security 
pitfalls that SMAC Technologies offer. As companies coin new relationships with SMAC, it’s principal that they review 
their contracts to secure data rights, protect data with contractual, operational and legal defenses; and manage the charted 
risks that can come with heap, analyzing, evaluating, adjutant and acting on SMAC-generated data. The more data a 
company collects on SMAC, the greater is the risk that the data will be exposed. This paper discusses the various Security 
escape clauses of SMAC and the move to fix them. 
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I. INTRODUCING THE LATEST IT 

FLAVOR 
 
In recent years, Information Technology (IT) has 
made so much progress that idea of IT professional 
became a mode of changing direction for the 
activities of society. With rapid growth of IT market 
& ecommerce from last few years, the online 
data/record is rapidly increasing day by day which 
has thrown a new challenge for IT professionals or 
organizations. With the success of hand held devices 
& social media, e.g. Facebook, linkedin, twitter, etc it 
has diverted the entire economy towards & made 
every person depended upon this technology. 
Similarly, cloud has become the alternative storage 
center for every end user. As IT always demands 
change, the new IT flavor for the society will be a 
combined technology of social, mobile, analytic & 
cloud (SMAC). With SMAC, there is an enthusiasm 
& expectation from business venture for development 
of easy relation with end users & providing integrated 
technologies for ease of users. SMAC will soon 
become the technology attracting the online crowds 
& hence the ecommerce.  
 

 
 
II. AMALGAM OF TECHNOLOGIES  
 
Have a look  
every minute  :  204 million emails are sent. 

  :  6 million Facebook pages  and 20 
million facebook photos are viewed . 
  :   3000 photos are uploaded on 
Flickr. 
 
III. SOCIAL MEDIA 
 
One third of the world can reach the internet, which 
builds the opportunity to reach the remaining two 
third. Social media has redefined the way individuals 
interact, communicate, think and analyze today. Its 
branches have reached e-commerce, healthcare, 
advertisement, investigation and various other 
business functions.  Even the Brand Modi made the 
best use of the Social Media Platform. People are 
connecting, creating, collaborating, confessing, 
commenting, and committing through this social 
media platform. The data which is present in these 
platforms are in massive amount and they represent 
attitude, conception, beliefs, hypothesis , estimation, 
behavior, presence etc.  And in short it is a universal 
application. 
 
IV. MOBILE 
 
Every individual is armed with Mobile Phone these 
days. There are more than hundred countries in the 
world where the number of mobile phones exceeds 
the countries’ populations. And by the end of this 
year number of mobile devices would exceed the 
world population. The explosion of Smart phones has 
altered how people experience information. The 
advances in connectivity has changed the mobility of 
work. According to a research by  Yu-Doo, Il-Young 
, 2013 more people access the internet through smart 
devices rather than desktop computers. 
 
V. ANALYTICS 
 
The huge amount of data found in social media, 
blogs, micro blogs, news articles, and other sources 
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require text analysis tools to glean insight into 
customer opinions and other statistics.  Analytics 
provide insight into customers’ interaction and 
experiences with products and services, which 
support the decision to pivot or persevere.  The 
analytics results are quantitative metrics and 
qualitative themes to support informed decisions.  An 
important method of qualitatively understanding 
consumers’ attitudes and behaviors is sentiment 
analysis. It is decision based on past and present 
observed behavior.   
 
VI. CLOUD 
 
Anywhere, anytime, anything… these are the three 
buzz words which are popularizing Cloud Services. 
Cloud computing is not only good for business by 
reducing costs and increasing business flexibility and 
efficiency, the technology innovation is good for the 
environment.  
 
Computer infrastructure can be outsourced to 
providers, reducing expensive energy consumption 
and carbon emissions.  Rashid (2010) found that 
“cloud computing has the potential to reduce energy 
consumption and carbon emissions by 30 percent or 
more” Imagine the ability to access business critical 
information globally without owning expensive 
computer infrastructure. It is also believed that these 
new capabilities help decrease the carbon footprint of 
information technology much as mass transportation 
contributes to reduce carbon gases in our atmosphere. 
 
Now let me showcase a small example where I am 
using SMAC. I am into reading. I use my Social 
account to check the reviews of my favorite genre 
and then use Analytics to make my decision , 
purchase a book from a site where the book is stored 
in the Cloud and then finally I save it in my Smart 
Phone and read it. 
 
Is SMAC Secure enough to secure our data? 
As an end user, the basic query to ask with rapidly 
changing IT world will be “Is our Data secure over 
organization’s Server or over cloud or with SMAC 
stack? Is your data in danger? Answer might depend 
on time & technology that an end user is using & how 
they are handling the technology. 
 
Despite of many advantages of SMAC, it will be 
having numerous security issues. Reporting or 
resolving those security issues will never be an easy 
task as the domain of Security flaws in SMAC is 
large. Each component of SMAC like Social media, 
mobile, analytic & cloud can have flaws at their level 
as well as there may be flaws in SMAC stack itself.  
Looking at the success of cloud computing or social 
media or mobile, no one can realize until they 
experience the flaws & drawback of those 
technologies.  

 
The security of any technology is not depending only 
on the system & its security but also on the 
awareness/ knowledge of end users & the security of 
every version of the software/application that they are 
using. Installation of software & providing access 
permission to that software by end users may leads to 
the security flaws of entire device, if that application 
is having any vulnerability. There are vulnerabilities 
listed about various technologies, we  have a done a 
simple research on the vulnerabilities. Few of the 
vulnerability of successful technologies & their 
impact are listed below: 
 
I. Android Master Key Exploit  
According to Bluebox Security research team – 
Bluebox Labs, uncovering master key can keep the 
99% of android device vulnerable. The vulnerability 
is such that it can lead to installation of Trojan 
without the knowledge of end users as well as it may 
allow creating the device a mobile botnet.  
II. According to Kaspersky research lab there 
exist Stuxnet malware like cyberweapon 
vulnerability. According to their report, “Kaspersky 
Lab’s detection systems still register millions of 
instances in which malware exploiting vulnerability 
CVE-2010-2568 is detected. Within the research 
period over 19,000,000 users encountered this 
threat”. 
III. Kaspersky research lab on 26th September 
2014 reported newly discovered bug in the Bourne 
again shell, present in almost all *nix-like systems, 
Mac OS X included.  
IV. According to Mozilla, critical vulnerability 
in Network Security Services (NSS) libraries was 
discovered by Antoine Delignat-Lavaud, a security 
researcher at Inria Paris. 
V. Google Drive: In case of cloud storage e.g. 
Google drive, privacy issue has been discovered in 
Google Drive which could have led sensitive and 
personal information stored on the cloud service 
exposed to unauthorized parties 
VI. IBM research team has given a warning that 
the login credentials and other sensitive data can be 
retrieved from one in 10 banking apps of Android 
operating system. 
 
Foundation for a SMACful Journey 
Security Measures: 
In IT world, it’s better to safe then to say sorry as 
prevention is possible but detection may not be easy. 
As the security of SMAC is directly dependent on the 
security of the integrated technology, its success also 
depends on the security of Social, mobile, Analytic & 
Cloud securities.  As we all know the popularity of 
Social media or hand held devices or online storage 
or ecommerce makes the users inclined towards 
technology for each & every things they do in their 
life. Therefore, it was a call of an hour for cyber 
criminals to change their platform of committing 
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crime. So it’s high time for every person to 
understand the pros & cons of technology that they 
are using as it may lead to compromise of SMAC 
security even without the fault at their end.  
Social media:  
Users must implement security at their level & the 
service provider should take an initiative to aware the 
end users in best possible way. 
1. Pattern of password must be as per the rules 
of strong password 
2.  Setting like privacy setting, account settings 
& any other setting provided for security measures 
must be implemented. 
3. Users must take an initiative to understand 
various criminal activities like online fraud, identity 
theft, scam, phishing, malwares, etc.  
4. Service provider must have proper security 
to safeguard users from accessing third party 
software/applications/links like games, puzzles, 
advertisement, etc 
 
Mobile:  
In case of mobile or any other hand held devices, user 
must be aware of the happening/existence of 
malwares, eavesdropping, unauthorized access, theft 
& loss, etc.  Every user must implement: 

1. End protection with firewall or antivirus; 
2. Keep their system updated with latest 

patches available. 
3. Encrypt the critical data with genuine 

software 
4. Enforcing available security features, 

disabling unwanted features, giving only 
required access to device/application may 
safeguard to some extent. 

 
Hosting of any application or software in store like 
Google play, iTunes, etc should be after proper 
security auditing & end users must be alert while 
granting permission or while installing new 
application in their device. The advantage of remote 
wiping facility to avoid data theft in case of device 
loss may become disadvantage if the device got 
compromised without the knowledge of end user. 
 
Cloud: 
In case of cloud storage, the selection of data center 
by end user is very crucial. The selector must check 
the encryption techniques used in encrypting data in 
storage as well as while transferring to avoid 
unauthorized access, web application security, proper 
firewalls in the server, proper implementation of 
Access control list for permissions, etc. 
 
Vulnerability scanning or pen testing should be 
carried out in regular basis with the help of security 
expert both inside and outside cloud. 

CONCLUSION 
 
There is no doubt that facility always become flaws 
but security is always remains top concern for IT 
professional/organizations. There is a huge progress 
made in information security field if we looked at the 
deployment or implementation of Security 
Information and Event Management (SIEM) Systems 
or Web application firewalls (WAF) with hardware 
devices or Industry Security Standards or Registration 
with CSA STAR (Cloud Security Alliance’s Security, 
Trust, & Assurance registry), Cloud Control Matrix 
(CCM), etc in cloud environments or any other field. 
Keeping trust on the capabilities of IT Security 
professional & welcome SMAC Stack with hope that 
it will give new shape & direction to society with 
many new ways for ease of living & learning with 
less & less flaws in future. The IT circle is already 
speaking, discussing, researching and implementing 
SMAC. Hundred percent security in any application 
is myth. SO let’s not lose the security battle and 
embrace SMAC.  Hence let’s get into the higher 
margin and start planning for SMAC.  Information 
about thousands of vulnerability & their patches are 
released by the researcher or security companies but 
the point of concern is that the end users may or may 
not aware of the information. Hence, that security 
flaws can leads to the security flaws of entire system. 
Take an example of application software e.g java, if it 
has flaws in any version & that version was still 
installed in any system then that entire system is 
vulnerable until updated with correct patches. 
Therefore, it should be noted that the security of 
SMAC not only depend on the security of  SMAC 
stack but it directly dependent on the security of the 
Mobile operating system, Social media/social media 
app, independent of malware on analytic comments 
which can be text or photos, cloud computing 
application like Drop Box, Google drive, browser, 
etc.  
Happy SMACing !!! 
 
REFERENCES  
 

[1] Intel's Krystal Temple. 

[2]   Popper 2013 

[3]  Telecommunications Union (ITU) at Mobile World 
Congress 2014 

[4]  https://bluebox.com. 

[5] (http://business.kaspersky.com). 

[6] (http://business.kaspersky.com) 

[7] https://www.mozilla.org/security/announce/2014/mfsa2014-
73.html. 

 


 


