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Abstract- Online data sharing systems and social networks such as FB, twitter etc., provide security through the 
cryptographic solutions using Cipher text Policy Attribute Based Encryption (CP-ABE). This is most suited for distributed 
data sharing systems since the data owner has full control in enforcing access policies and updating the policies. Despite of 
the various advantageous of the CP-ABE, it has a major drawback known as the Key Escrow problem. The Key Generation 
Center could decrypt any message addressed to specific users by generating their private keys. This is not suitable for data 
sharing scenarios where the data owners would like to make their private data only accessible to designated users key. In this 
paper, the key escrow problem is resolved by using a modified Escrow free Key generation Protocol. The modified Escrow 
free Key generation protocol ensures that neither the Key Generation Center (KGC) nor the Data storing center can generate 
the secret keys individually. Instead the Key Generation Center and the Data storing center generate parts of secret key 
which are then integrated by the user. The obtained result has the Escrow free Key issuing protocol that completely 
eliminates Key Escrow problem and is efficient. And also as the data owner would like to make their private data only 
accessible to designated users. Hence to overcome this problem fine-grained data access control provides a way of defining 
access policies based on different attributes of the users or the data object and the security is enhanced in order to send 
private keys by the data owner or the users by adding a special application known as JMA (Java Mail API) that provides E-
mail enhanced security. 
 
Keywords- Access Control, Cipher Text Policy Attribute-Based Encryption (CP-ABE), Data Owner, Data Storing Center, 
Email Enhanced Security by JMA(Java Mail API), Escrow Free Key Issuing Protocol, Key Generation Center, Key 
Revocation. 
 
 
I. INTRODUCTION 
  
In the current environment, a user’s identity must be 
validated by the distributed system; it is a tough task 
to manage several user identities. Development of the 
network and computing technology helps several 
people to easily share their data with others through 
online storage databases. People can share their lives 
with friends by uploading their private data into the 
online social networks such as FB and Twitter. As 
people enjoy the advantages of these new 
technologies and services, their concerns about data 
security and access control also increases. Improper 
use of the data by the storage server or unauthorized 
access by outside users could be potential threats to 
their data. People would like to make their private 
data only accessible to the authorized people with 
credentials or access rights they specified. For this the 
online storage databases or central authority should 
be trust worthy. Hence we face the major issue with 
Key-Escrow problem. 
 
The secret key is generated in a single space which 
can be attacked easily. Here keys are generated 
randomly which is decided by the Key Generation 
Center (KGC) and the user doesn’t have any control 
over deciding the key based on user centric purpose. 
The primary technique is to construct a user’s private 
key as a set of private key components, one for each 
attribute in the user’s identifier. The KGC can 
decrypt every cipher text addressed to specific users 

by generating their attribute keys. This could be a 
potential greater risk to the data confidentiality in the 
data sharing systems. The key revocation of any 
attribute or any single user in an attribute group 
would affect all users in the group. Most of the 
existing ABE schemes are constructed on the 
architecture where a single trusted authority or KGC 
has the power to generate the whole private keys of 
users. Thus, the Key Escrow Problem is inherent such 
that the KGC can decrypt every cipher text addressed 
to users in the system by generating their secret keys 
at any time.  
 
The major drawbacks of the prevailing system is that 
the data sharing is not much secure and any other user 
can easily access the data in data store. In addition to 
it, the system won’t distribute the data based on the 
attributes of the user. Hence the proposed scheme 
delegates the toughest tasks of membership 
management to the data center.  
 
A new module is introduced in the proposed system 
known as JMA (Java Mail API). This concept is said 
to be a part of Digital Signature.  
 
II. RELATED WORK: 
 
Attribute Based Encryption: ABE has two types such 
as key-policy ABE (KPABE) and cipher text-policy 
ABE (CP-ABE). In KPABE, attributes are used to 
describe the encrypted data and policies are built into 
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users’ keys; while in CP-ABE, the attributes are used 
to describe users credentials, and encrypt or that 
determines a policy on who can decrypt the data. 
Between the two approaches, CP-ABE is more 
appropriate to the data sharing system such as 
distributed systems, because it puts the access policy 
decisions in the hands of the data owners and has full 
control over attribute universe. The system is 
comprised of a Key Generation Center (KGC), the 
Data Owner (DO), the data storing center and number 
of users. The KGC generates its master secret key 
(MSK) and a public key. With its MSK, the KGC 
generates the private keys of the users and hence the 
KGC can decrypt all possible data of the users and is 
trust worthy in traditional data sharing systems. In the 
Cipher text-Policy Attribute-Based Encryption (CP-
ABE), a user secret key is associated with a set of 
attributes, and the cipher text is associated with an 
access policy over those attributes. The user can 
decrypt the cipher text only if the attribute set of 
secret key satisfies the access policy specified in the 
cipher text. The user is able to access the data only if 
he possesses a certain set of credentials or attributes 
and the only method for enforcing such policies is to 
employ a trusted server to store the data and get 
access control.    
 
III. PROBLEM STATEMENT: 
 
CP-ABE has a major drawback which is known as a 
key escrow problem. The Key Generation Center can 
decrypt all cipher text addressed to specific users by 
generating their attribute keys.  This could be serious 
threat to the data privacy in the data sharing systems. 
Another challenge is the key revocation. As some 
users may change their associate attributes or private 
keys at some time, key revocation or update for each 
attribute is necessary in order to make systems safe 
and secure. This issue is even more difficult 
especially in ABE, since each attribute must be 
shared by multiple users in the attribute group. 
  
This implies that revocation of any attribute or any 
single user in an attribute group would affect all users 
in the group. It may result in performance bottleneck 
during rekeying procedure or security degradation 
due to the windows of vulnerability. One more 
serious problem is that anyone could send or receive 
data to the other user, faking as the actual registered 
user, once the password or login details of the actual 
user has been revealed  by chance, which may result 
in security issues like sending fake data.  
 
IV. PROPOSED WORK:  
 
In our proposed system, we propose a novel CP-ABE 
scheme for a secure data sharing system. The key 
issuing protocol generates and issues user secret keys 
by performing a secure two-party computation (2PC) 
protocol between the Key Generation Center and the 

data storing centre having their own master secrets. 
The 2PC protocol controls them from obtaining any 
master secret key information of each other such that 
none of them could generate the whole set of user 
keys alone. The data confidentiality and privacy can 
be cryptographically enforced against any KGC or 
data storing centre in the proposed scheme.  
 
A. PROPOSED CP-ABE SCHEME: In this section, 
we develop a variation of the CP-ABE algorithm 
partially based on Bethencourt et al.’s construction in 
order to Enhance the access control policy instead of 
building a new CP-ABE scheme. Its key generation 
procedure is modified for our purpose of removing 
escrow. The proposed scheme is then built on this 
new CP-ABE policy by further integrating it into the 
proxy re-encryption protocol to handle the fine-
grained user revocation. The data storing center must 
obtain the user access (or revocation) list for each 
attribute group due to which it does not violate 
security requirements, because it is only allowed to 
re-encrypt the cipher texts and can by no means 
obtain any information about the attribute keys of 
users. Since the proposed scheme is built on 
Bethencourt et al.’s construction, we recapitulate 
some definitions in it to describe our construction in 
this section, such as encrypt, and decrypt algorithm 
definitions. 
  
B. AN ESCROW FREE KEY ISSUING 
PROTOCOL FOR CP-ABE: Most of the existing 
ABE schemes are constructed on the architecture 
where a single trusted authority i.e. KGC has the 
power to generate the whole private keys of users 
with its master secret information. Thus, the Key 
Escrow is an inherent property in the current 
proposed attribute based encryption. In this paper, the 
scheme removes the key escrow problem and 
maintains some important properties of the ABE. 
Also some cryptosystems are introduced. The KGC 
and the data storing center are involved in the user 
key issuing protocol. In this protocol, a user is 
required to contact the two parties and the user’s 
registered e-mail before getting a set of keys through 
JMA. The KGC is responsible for authenticating a 
user and issuing attribute keys to him if the user is 
related to the attributes. KGC and Data storing Center 
engage in the arithmetic secure 2PC protocol with 
master secret keys and issue independent key 
components to a user. Then, the user is able to 
generate the whole secret keys, with the key 
components separately received from the two 
authorities. The secure 2PC protocol deters them 
from knowing each other’s master secrets so that 
none of them can generate the whole secret keys of a 
user alone.  
 
The data storing center outputs the public and private 
key pair. The value is personalized to the user, which 
should be consistent for any further attribute 
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additions to the user. When one member is 
compromised, the group can still continue with its 
secure communication by excluding the compromised 
member. The final property is the dynamic 
compromised property, which means the group key 
agreement scheme property, retains both accuracy 
and efficiency even if the group key retains 
agreement scheme involves dynamic membership 
events, agreement confidentiality, meaning that the 
communication data among a group of authorized 
members are secure and inaccessible to group 
outsiders. To offer data privacy, an effective 
approach is that all group members must establish a 
common secret group key, which is held only by 
group members, but not outsiders, for encrypting the 
transmitted data. This eliminates the Key Escrow 
problem in attribute based encryption.  
 
C. FINE GRAINED USER REVOCATION: 
Bethencourt et al. and Boldyreva et al. proposed first 
key revocation mechanisms in CP-ABE and KPABE 
settings respectively. These schemes enable an 
attribute key revocation by encrypting the message to 
the attribute set with its validation time. These 
attribute-revocable ABE schemes have the security 
degradation problem in terms of the backward and 
forward secrecy. They revoke attribute itself using 
timed rekeying mechanism, which is realized by 
setting expiration time on each attribute. In ABE 
systems, it is a considerable scenario that membership 
may change frequently in the attribute group. Then, a 
new user might be able to access the previous data 
encrypted before his joining until the data is re-
encrypted with the newly updated attribute keys by 
periodic rekeying (backward secrecy). On the other 
hand, a revoked user would still be able to access the 
encrypted data even if he does not hold the attribute 
any more until the next expiration time (forward 
secrecy). Such   uncontrolled period is called the 
window of vulnerability. In recent times, the 
importance of immediate user revocation (rather than 
attribute revocation) have been taken notice of in 
many practical ABE-based systems. The user 
revocation can be done by using ABE that supports 
negative clauses, proposed by Ostrovsky et al.. To do 
so, one just adds conjunctively the AND of negation 
of revoked user identities (where each is considered 
as an attribute here). One drawback in this scheme is 
that the private key size increases by a multiplicative 
factor of logn, where n is the maximum number of 
attributes. Lewko et al. proposed more efficient 
instantiations of the the Ostrovsky et al.’s framework 
for non monotonic ABE, where public parameters is 
only O(1) group elements, and private keys for access 
structures involving t leaf attributes is of size O(t). 
However, these user-revocable schemes also have a 
limitation with regard to the availability. When a user 
is revoked even from a single attribute group, he loses 
all the access rights to the system, which is not 
desirable in many important scenarios since the other 

attributes may be still valid. Attrapadung et al. 
suggested other user revocable ABE schemes 
addressing this problem by combining broadcast 
encryption schemes with attribute based encryption 
schemes. In this scheme, the data owner should take 
full charge of maintaining all the membership lists for 
each attribute group to enable the direct user 
revocation. It is not applicable to the data sharing 
system, because the data owners will no longer be 
directly in control of data after storing their data to 
the external storage server. Yu et al. also recently 
addressed the user revocation in the ABE based data 
sharing system. In this scheme, the user revocation is 
realized using proxy re-encryption by the data server. 
However, in order to revoke users, the KGC should 
generate all secret keys including the proxy key on 
behalf of the data server. Then, the server would re-
encrypt the cipher text under the proxy key received 
from the KGC to prevent revoked users from 
decrypting the cipher text. Thus, the key escrow 
problem is also inherent in this scheme, since the 
KGC manages all secret keys of users as wells as the 
proxy keys of the data server. 
 
D. SYSTEM DESCRIPTION AND KEY 
MANAGEMENT: The architecture of the data 
sharing system, which consists of the following 
system entities: 
1) Data Owner: 
 Login: 
Login Form module the user needs to enter a valid 
username and password. Then he gets registered in 
the system. If the user enters invalid username and 
password, that user will be considered as 
unauthorized user and he cannot proceed further. 
 Key Generation Center (KGC):  
Key generation is the process of generating keys for 
cryptography. A key is used to encrypt and decrypt 
whatever data is being encrypted / decrypted. It is a 
key authority that generates public and secret 
parameters for CPABE. It is in charge of issuing, 
revoking, and updating attribute keys for users. It 
grants differential access rights to individual users 
based on their attributes.  
 Data owner (set Access Policy, Encrypt 
File): 
The client owns the data, and wishes to upload it into 
the external Data Storing Center for ease of sharing 
or for cost saving. A data owner is responsible for 
defining (attribute based) access policy, and 
enforcing it on its own data by encrypting the data 
under the policy before distributing. Data Owner in 
order to get key from the key generator, it Encrypts 
the file. Encryption is the conversion of data into a 
form, called a Cipher text that cannot be easily 
understood by unauthorized people. Before sending 
or receiving the data, the user needs to get the key for 
decrypting the data. And that key is sent to the user’s 
registered E-mail address and only when the user logs 
into his email correctly, he can get the key. Such a 
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process is a part of digital security through JMA. 
After this it sends the data to data storing center.  
o Java Mail API (JMA): The Java Mail API is 
an optional package (standard extension) for reading, 
composing, and sending electronic messages. We use 
the package to create Mail User Agent (MUA) type 
programs, similar to Eudora, Pine, and Microsoft 
Outlook. Its main purpose is not for transporting, 
delivering, and forwarding messages like sendmail or 
other Mail Transfer Agent (MTA) type programs, 
instead, it is designed to provide protocol-
independent access for sending and receiving 
messages. In other words, users interact with MUA-
type programs to read and write emails. MUAs rely 
on MTAs to handle the actual delivery. JMA is by 
divided into into two parts: 
- How to send and receive messages independent of 
the provider/protocol.  
-The second part speaks the protocol-specific 
languages, like SMTP, POP, IMAP, and NNTP. With 
the Java Mail API, in order to communicate with a 
server, we need a provider for a protocol. In our 
system JMA plays a major role in sending the private 
keys via KGC to the registered E-mail of the user 
after he gets registered in the system. And only when 
he knows the private key which he gets in his 
registered e-mail, the user could send and receive 
data. Hence we can say that JMA adds some more 
security to our application. 
2) Data Storing Center: 
This entity provides a data sharing service and 
controls the accesses from outside users and also 
stores the data and provides corresponding contents 
services. The data storing center is a key authority 
that generates personalized user key along with the 
KGC, and also issues and revokes attribute group 
keys to valid users per each attribute, which are used 
to enforce a fine-grained user access control. 
 
 User: 
o Authentication (Registration /Login): 
New user must enter his details and register in the 
system. In the Login Form module, if the user enters 
a valid username and password he will be granted to 
access the data or else denied and rest all security 
policies followed are same as the data owner by 
following mailing procedure in order to get the secret 
key and receive the data. 
o User Access: 
In this module the user checks attributes and access 
policy. 
3) View Available Files: 
 Files present in data storing center are displayed to 
authorized user based on user access policy and 
through JMA. 
4) User Get File: 
It is an entity where user wants to access the data. If a 
user possesses a set of attributes satisfying the access 
policy of the encrypted data, and is not revoked in 
any of the valid attribute groups, then he will be able 

to decrypt the cipher text and obtain the data. User 
needs to select particular file and get key from Key 
Generation Center which is sent to user’s email 
address through Java Mail API (JMA) as an 
authorization part of Digital Signature. 
5) Decrypt File: 
Decryption is the reverse process to Encryption. 
Frequently, the same Cipher is used for both 
Encryption and Decryption. While Encryption creates 
a Cipher text from a Plain text, Decryption does the 
reverse process. And the particular key decrypts the 
file and is saved by the user. 
. 
E.  IMPROVED SECURITY THROUGH JMA:  
As a part of the Digital Signature JMA (Java Mail 
API) module plays a vital role in our proposed 
system. Every user who gets registered in the system 
must enroll with his actual E-mail id and after getting 
registered, if the user wants to send or receive the 
data he must get the secret key from his mail. This 
secret key is sent to the e-mail id of the user through 
JMA after the Send Key module and only then he 
could send or receive the encrypted data. Every time 
the user desires to get the data, a private key is sent 
by the sender or the   receiver which directly goes to 
the true user’s mail. This concept might look simple, 
but it plays a crucial role in applications security 
issues, as it is a part of the Digital Signature through 
JMA following SMPT protocol. It improves some 
more security to our application and avoids fake user 
from sending fake data. 
 
V. PROPOSED DATA SHARING 

ARCHITECHTURE: 
 

 
Fig: Data Sharing Architecture 
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1)  Algorithm for CP-ABE: 
Applying CP-ABE in the data sharing system, In 
CPABE, the key generation center (KGC) generates 
private keys of users by applying the KGC’s master 
secret keys to users’ associated set of attributes. A 
cipher text policy attribute-based encryption (CP-
ABE) system consists of four fundamental 
algorithms: Setup, Encrypt, KeyGen and Decrypt.  
Setup: Setup takes as input a security parameter and 
returns a public key PK and a master key (Private 
Key) MK. The public key is used for encryption. The 
master key is held by the central authority. 
KeyGen: KeyGen takes as input the public key PK 
and a master key (Private Key) MK. 
SendKey: Send the generated private key to the 
registered e-mail of the user. 
GetKey: Data owner in order to send the message, 
gets the private key from his registered e-mail 
address. And the User gets the private key from the e-
mail he is registered to in order to decrypt the 
message he has got from the data owner. 
Encrypt. Encrypt takes as input the public key PK, a 
message M and an access structure W. It returns a 
cipher text CT such that a private key generated from 
attribute set S can be used decrypt CT. 
Decrypt: Decrypt takes as input a cipher text CT. It 
returns the message M if S satisfies W, where S is the 
attribute set used to get MK. 
 
VI. EXPERIMENTAL RESULT:  
 
The key escrow problem could be solved by escrow-
free key issuing protocol, which is constructed using 
the secure two-party computation between the key 
generation center and the data storing center. Fine-
grained user revocation per each attribute could be 
done by proxy encryption which takes advantage of 
the selective attribute group key distribution on top of 
the ABE. Enhanced security of the system through 
JMA as a part of Digital Signature which provides 
data privacy and confidentiality in the data sharing 
system against any system managers as well as 
adversarial outsiders without corresponding (enough) 
credentials. The below given figures 2a, 2b, 2c and 2d 
briefly illustrates our proposed system. 

 
Fig 2a: Public Key sent to user’s registered E-Mail id 

 

 
Fig 2b: GetKey from user’s registered E-Mail id 

 
Fig 2c: Successful Login and send message types 

 
CONCLUSION AND FUTURE 
ENHANCEMENT: 

 
In our application, the secure key exchange system 
overcomes the security problem by giving the session 
keys and secret keys. The enforcement of access 
policies is a challenging issue in the data sharing 
systems. In this system, we proposed an attribute-
based data sharing scheme to enforce a fine-grained 
data sharing. The proposed scheme features a key 
issuing mechanism that removes key escrow during 
the key generation. The user secret keys are generated 
through a secure two-party computation such that any 
key generation center or data storing center cannot 
derive the private keys individually. Thus, the 
proposed scheme enhances data privacy and 
confidentiality in the data sharing system against any 
system managers as well as adversarial outsiders 
without proper credentials. The proposed scheme can 
do an immediate user revocation on each attribute set 
while taking full advantage of the scalable access 
control provided by the cipher text policy attribute 
based encryption. Other than that a new module is 
introduced which uses Java Mail API to ensure some 
more security to the system by authenticating the 
users through a mailing agent. Therefore, the 
proposed scheme achieves more security in the data 
sharing system. 
 
 In the future, it would be interesting while 
considering attribute based encryption systems, that 
we can apply advanced cryptosystem for data sharing. 
 In future we can encrypt multimedia content 
like audio and video files, we can use multi Data 
Storing Center Proxy servers to update user secret 
key without disclosing user attribute Information. 
 We can use High security cryptographic key 
length that results in higher security, rather than using 
traditional DES and AES algorithms, which are 
smaller in key sizes results in lesser security. 
 Data Integrity Checking mechanism that 
helps to ensure the data owner’s data being stored in 
the cloud is valid or not. 
 In the future, research includes enhancing 
performance of proposed method and minimizing 
computation and communication cost in between data 
owner, storage center and user. 
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