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Abstract- Static Component loading is an important mechanism for computer software development. It enables a program, 
to use its exported functionalities and link a Dll Component. Component loading is a system by which a pc program are able 
to run at run-time, fill a collection into memory, recall the parameters and functions included in the library, and run those 
functions, and link the library from recollection. Static Detection of unsafe component loadings of software component is a 
technique used to achieve flexibility and modularity in software. This paper presents the first static analysis technique aiming 
to detect all possible loading-related errors. The main challenge is how to compute what components may be loaded at 
specific program locations. Our main view is that this information is determined locally from the component loading 
memory locations. In particular, we determine all application and system software running in the system, then we compute 
all specific DLL components and by using static technique, we evaluate specific unsafe DLL components. For evaluation, 
we implemented our technique to detect vulnerable and unsafe component loadings on popular software application on 
Microsoft Windows. 
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I. INTRODUCTION 
 
Dynamic element load is utilized in software 
development to develop modular and adaptable 
software. Java run-time environment generally 
supplies applied method calls to fill dynamic parts. 
The inherent JRE solves the give application once a 
launching system is invoked. Component resolution 
is dependent upon the way the part is specified 
moreover through the planned part’s full path or its 
file-name. Given a complete route, the JAVA 
Runtime Environment just uses it for a quality 
presence. A series of call sites search is managed and 
run at run-time by the special type of directory 
explorer order at that instances of program call 
invoked  The versatility of the typical fashion of 
element loading does include a cost an inherent 
security apprehension which is introduced by this 
technique. For runtime security and protection, and 
request should just fill its planned parts. The 
Components are resolved by the JRE only during its 
name; programming errors may cause the launching 
of an unsafe component with exactly the same name. 
An approach was suggested to find dangerous part 
loadings. It then performs an operation to discover 
two kinds of dangerous unsafe component loading 
which are resolution and resolution failure. When the 
target component are developed, though a resolution 
failure occurs, when other components are looked 
before the Components where a quality failure 
occurs. We implemented the technique using delayed 
loading, an optimized technique to delay the loading 
of rarely used parts until their first use. Since it is 

very hard to activate all failed loadings at runtime, 
delayed loading is tough for static detection. Within 
this document, this is the first static analysis 
technique to find dangerous loadings from program 
binaries and application DLLs.  
 
Each function exported by a DLL is identified by a 
numeric ordinal and a name. Same as, a functions can 
be imported from a DLL either by file path or by 
name. The file path represents the position of the 
function's address pointer in the DLL Export Address 
location table. It is common for internal functions to 
be exported by full path only. For Windows mainly 
API functions only the names are preserved across 
different Windows releases; the ordinals are main 
subject to change. Thus, one cannot import Windows 
API functions by their ordinals. Importing functions 
by ordinal provides only slightly better performance 
than importing them by name: export tables of DLLs 
are represented by name, so that a binary 
search operation can be used to find a specific 
function. The index of the found specific name is then 
used to look up the ordinal in the Export full path 
table. In 16-bit Windows, the name table was not 
sorted, so the name lookup was much more noticed. It 
is also possible to bind an executable to a specific 
version of a DLL, to resolve the addresses of all 
imported functions at compile ling time.  
 
For imported components, the linker saves the 
timestamp and checksum of the DLL to which the 
import is bounded. At running time of an application, 
Windows checks to see if the same version of library 
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is being used or not, and if so, Windows bypasses 
processing of the imports file paths. Otherwise, if the 
library exported is different from the one which was 
bound to, Windows processes the imports of file path. 
There are two main views of our techniques: 
1) All parts which may be loaded at every loading 
call location, and 
2) The security of each potential loading. 
From these findings, we style a two period analysis: 
checking and extraction. The removal stage is very 
important one, which is working backwards from 
every loaded call location to calculate the group of 
potential loadings; the stage establishes the security 
of the loading by analyzing the applicable directory 
explore order in the identify site. 
 

 
Fig. 1. Unsafe Component Loading Framework 

 
 Context-Sensitive Emulation 
We introduce context sensitive emulation, a new way 
of emulation and segmenting, to solve the diffident 
computation of limitation values throughout the 
removal period. For a specified call location, we 
remove its context executable blocks in respect, one 
for every execution context. We copy the blocks to 
calculate the restriction values. And all the specific 
values of component loadings are calculated using all 
specific Dll of the applications. 
 
a) Incremental and Modular Segmenting 
One important obstacle is the way to calculate the 
DLL blocks scalable. Normal segmenting approaches 
are centered on processing a program’s entire system 
dependency graph (SDG) a priori and are 
consequently restricted in scalability. Because we 
have to think more about loading call location as well 
as the execution full file pathways to calculate the 
limitation values to the describes are generally short 
part of the entire SDG is applicable for our 
implementation.  
 
This inspires the  step-by-step execution of modular 
sectioning algorithm incremental because we 
construct the component blocks lazily when needed; 
modular because when we see a perform call 
foo(x,y), we use an specific outline about what  foo’s 

parameters and reevaluate the values have in 
examining bye the caller. 
 

 
Fig. 2. Component Loading Procedure. 

 
b) Emulation of Context-sensitive Slice 
Once author calculated the piece regarding a 
specified loading call location, we must have to 
calculate values for the important components. One 
organic remedy would be to execute all the 
application and represent analysis on the piece to 
calculate the ideals. The chief problem for this 
strategy is the issue in symbolically about method 
calls since the applicable parameters frequently rely 
on, low level system calls.  
 
II. BASIC TERMS 
 
A. Dynamic Link Libraries 
The initial stage of this approach is just determining 
the DLLs of a software application. Dynamic-link 
library or DLL is Microsoft's implementation of 
the shared library concept in the Microsoft 
Windows and OS/2 operating systems. These 
libraries mainly have the file 
extension DLL, OCX (for libraries containing 
ActiveX control), or DRV (for legacy system 
drivers). The file formats and extensions for DLLs 
are the same as for Windows EXE files – that 
is, Portable Executable (PE) for 32-bit and 64-
bit Windows, and New Executable (NE) for 16-
bit Windows. Data files with the same file format as 
DLL component loadings, but with different file 
extensions and containing all resource sections and 
they can be called as resource DLLs. 
Dlls includes icon libraries, sometimes having the 
extension .ICL and font file FON and FOT. 
 
 Features of  DLL 

o Memory Management  
o Import libraries  
o Symbol resolution and binding  
o Explicit runtime linking  
o Delayed loading 
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B. Component Loadings 
The Components which are loaded by static analysis 
are displayed. Components on the other hand are real 
application parts. We have already built a big set of 
components like: raw communication, Client/Server 
framework, database access, Web browser 
interfacing, security, and compression. Neither the 
Core nor the platform requires the presence of any of 
these components.  
 
The Core can perform is task even if no application 
components are present locally because it can be 
extended with components that locate components 
over the network. It depends of course on the 
‘quality’ of the application how dynamic these things 
can happen. Software that can adapt to any situation 
is called Adaptive Software. The Core fully supports 
adaptiveness in such a way that components can by 
dynamically loaded and unloaded while the 
application continues. It is even possible to perform 
an upgrade of a particular component without 
application interruption. 
 
III. OTHER TECHNIQUES FOR 

COMPONENT LOADINGS 
 
A. Dynamic Analysis Technique 
Dynamic loading is a one of the important 
mechanism for software development. It mainly 
allows a software application, to run it and to 
dynamically link a component and use its exported 
functionalities. Dynamic loading of component is a 
process by which a computer program can run, and 
loads a library into a specific memory location, and 
collects the addresses of functions and all the 
variables present in the library, and execute those 
functions and specific variables, and unload the 
library functions from memory location. It is a most 
effective dynamic analysis to detect vulnerable and 
unsafe dynamic component loadings is proposed. 
This work introduces the first automatic technique to 
detect and analyze vulnerabilities and errors related to 
the dynamic component loading.  
 
This analysis has two phases: (1) Online Phase to 
apply dynamic binary instrumentation to collect 
running time information on component loading and 
all the process in system, and (2) Offline Phase to 
analyze the collected information to detect vulnerable 
component loadings. 
 
B. Precise Executable Interprocedural Slices 
The new approach of a program slice, originally 
developed by Professor Mark Weiser, is useful in 
program debugging, program integration, automatic 
parallelization and software maintenance and 
configuration. A slice of a or a part of a program is 
taken with respect to a program point px and a 
variable y; the slice consists of all statements of the 
program that might affect the value of y at point px. 

IV. RELATED WORK 
 
In this survey additional related work besides those 
on detecting unsafe DLL loadings. This divide the 
related work into four categories: safe component 
resolution, safety improvement of browser plug-ins, 
vulnerability analysis and detection, and no control 
data attacks. 
 
Automatic Detection of Unsafe Dynamic Component 
Loadings Taeho Kwon et al. present a mechanism, to 
detect unsafe component loadings on specific 
software applications through dynamic analysis 
technique. 
 
Safe component resolution Chari et al. present a 
mechanism, safe-open, to prevent unsafe component 
resolutions in UNIX by detecting modifications to 
path names by untrusted users on the system. In 
comparison, this proposes a dynamic analysis to 
discover unsafe component loading vulnerabilities in 
the software itself. 
 
Safety improvement of browser plug-in Secure 
browsers have been introduced to mitigate risks 
caused by unsafe usage of third-party plug-ins.  
 
Gazelle browsers adopt OS-level sandboxing 
techniques to reduce damage introduced by an unsafe 
plug-in usage.  
 
Grier et al. propose security policies for secure plug-
in execution. Internet Explorer utilizes a kill-bit to 
prevent malicious ActiveX components from being 
loaded. These techniques aim to provide software 
platforms with secure plug-in usage, while our 
technique aims at detecting unsafe loadings of 
general software components. 
 
Vulnerability analysis and detection Testing and 
analysis techniques for detecting software 
vulnerabilities have been well explored. Most of the 
previous approaches have focused on detecting low-
level, unexpected program behaviors such as memory 
corruption errors, and integer overflows. Although 
these approaches have shown promising results in 
detection of such vulnerabilities, no one has targeted 
the detection of unsafe component loadings; our work 
formulates the problem and introduces the first 
effective automated technique to detect such 
vulnerable components. 
 
Non-control-data attack. Unsafe component loading 
can also be considered an example of non-control-
data attacks because it does not alter the control data 
of the target program. Chen et al. surveyed attack 
techniques that corrupt application data, which 
include host identity data, configuration data, host 
input data, and decision-making data, and presented a 
detailed analysis and defense mechanism.  
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V. IMPLEMENTATION METHODS 
 
In this work, we propose an original approach to 
perform component loading and detecting unsafe 
components for specific software application. We 
start our work from a competitor solution in the 
literature.  
 
The proposed approach can achieve the results related 
to the unsafe component loadings. Extension of the 
work is that managing all the process in the system 
which is running. Our approach presents three main 
contributions that are address as below: 
 
1.  An initial process representation which are 
running in the system. 
 
2. Representation of all the application and system 
DLL for the specific software application. 
 
3. An experimental approach can be used to detect 
unsafe component loadings .The proposed algorithm 
is summarized as follows,  
 
Algorithm: Representation of software process and 
there specific DLL. 
 
Input: Process (Software Application) running in 
System 
 

 
Fig. 3. Application Software Displayed. 

 
Steps:  
 
1. Find out all the process running in the system 
which can be a user application or system application. 
 
2. Select the specific software application from the 
process which is displayed. 
 
3. Represents and load all the application extension 
DLL of the selected process in step 2. 
 
4. Detect Static, Dynamic, Safe and Unsafe DLL 
components from the components which are loaded 
in step 4. 

 
5. Generate the bar graph for all components which 
are loaded to show the generated results. 
 
Output: 
Detected Static, Dynamic, Safe and Unsafe 
Component loadings in specific application software 
 

 
Fig. 4. Result of Detection of Unsafe Component Loadings 
 
All the Components are detected namely Static, 
Dynamic, Safe and Unsafe component. Static 
Component is represented by green color which is the 
system extension Dlls for the specified application. 
Dynamic Dlls are represented by white color which is 
application extension Dlls and the unsafe components 
are displayed by red color specifications. 
 
VI. EXPERIMENTAL RESULTS 
 
In the following, we present the results for 
components loaded by our evaluated procedure. For 
the Specific Software application our technique 
represents all the loaded component that is they can 
be a static component, dynamic, safe or unsafe 
component for software application. Static 
Component is represented by green color which is the 
system extension Dlls for the specified application. 
Dynamic Dlls are represented by white color which is 
application extension Dlls and the unsafe components 
are displayed by red color specifications. 
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TABLE I.  ANALYSIS OF THE STATIC DETECTION 

 
TABLE II.  SCALABILITY OF STATIC DETECTION 

 
 

TABLE III.  STATIC DETECTION VERSES DYANAMIC 

 
 

CONCLUSION AND FUTURE WORK 
 
In this paper, we have described a static binary 
analysis procedure to detect unsafe component 
loadings. The main insight of our analysis is a 
technique to precisely and scalable extract which 
components are loaded at a particular loading call 
location. We have described a procedure context-
sensitive emulation, which combines incremental and 
modular slice construction with the emulation of 
context-sensitive slices.  
 
Our estimation on 9 popular Windows application 
shows the efficiency of our procedure. Because of its 
good scalability, precision, our technique serves as an 
efficient complement to detection unsafe component 
loadings. For future work, we would like to consider 
most interesting directions. That is, because unsafe 
loading is a most general concern and also applicable 
for other operating systems, we plan to expand our 
procedure and examine unsafe component loadings 
on Unix-like systems.  
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