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Abstract- According to the peer-to-peer (P2P) sociality, an expert-driven multi-semantic unauthorized access model for 
peer-to-peer semantic community model is built in this paper to introduce UAMPP to decrease malicious activity in a P2P 
system by establishing trust relations among peers in their proximity. No prior Information or a trusted peer is used to leverage 
trust establishment. Peer do not try to collect trust information from all peer, each peer develops its own local view of trust 
about the peers interacted in the past. In this way, good peers form dynamic trust groups in their proximity and can isolate 
malicious peers. Calculated trust information is not global and does not reflect options of all peer. Classifying peers as either 
trustworthy or untrustworthy is not sufficient in most cases. Metrics should have precision so peers can be ranked according 
to trustworthiness. 
 
Keywords- P2P system, UAMPP, Security 
 
 
I. INTRODUCTION 
 
Now a day P2P is a novel promising computing 
paradigm on the internet. Many applications with P2P 
architecture have been developed rapidly and used 
extensively. Classifying peers as either trustworthy or 
untrustworthy is not sufficient in most cases. Metrics 
should have precision so peers can be ranked 
according to trustworthiness. Interaction and 
feedbacks of peers provide information to measure 
trust among peers. Interactions with a peer provide 
certain information about the peer but feedbacks 
might contain deceptive information. This makes 
assessment of trustworthiness a challenge. However 
the existing system of an authority, a central server is a 
preferred way to store and manage trust information, 
eg., eBay.. A central server securely stores trust 
information and defines trust metrics. Management, 
of trust information is dependent to the structure of 
P2P network. In distributed has table (DHT)-based 
approaches, each peer becomes a trust holder by 
storing feedbacks about other peers. Global trust 
information stored by trust holders can be accessed 
through DHT efficiently. A peer sends trust queries to 
learn trust information of other peers. A trust query is 
either flooded to the network or sent to neighborhood 
of the query initiator. The integration of trust and 
privacy into an extended Attribute-Base Access 
Control (ABAC) model to attributes represents 
various properties of the entities, such as name, role 
type, locations, purpose, etc. The combination of 
Decay-based and Population-based mechanisms 
improved the system performance by reducing the 
latency to achieve a complete adaption of the system, 
offering a more reactive behavior and a lower 
variability in highly dynamic environments. Flexible 

systems incorporating service-user involvement and 
needs-led strategies may help to overcome these issues 
to create a more effective and formalised 
breast-feeding peer support provision within 
maternity services. A clear need for additional work 
on reputation systems for P2P applications which are 
resistant to various threats, we will continue working 
in this direction, and include benchmarking of P2P 
reputation systems as well as engineering of 
credibility requirements in order to use them for 
building credible reputation systems for P2P 
e-community applications. The attributes of dynamic, 
equality, expansibility, collaboration make P2P 
become one important promising paradigm for 
internet applications. But the new issues of the 
difficulty for resource location, resource management 
caused by its attributes, hinder its wider application. 
So exploring new mechanism for P2P resource 
management and utilization is the common attention 
of academic and industry. Implements some enhanced 
P2P security mechanisms to securely support the file 
backup, update, restore and delete operations, while 
fully respecting the user’s privacy firstly, secondly File 
List (FL) fragment, a friendly automatic restoration of 
a group of files can be handled easily by the end user, 
and even new services might emerge simply like the 
content distribution and file sharing and thirdly the 
designed architecture with a supervision node is a 
guarantee for a high quality of service in terms of 
reliability, security, privacy, and performances, and 
thus it permits rightly to consider the charging of the 
Secure Backup service. The performance of the 
proposed P2P DRM framework has been evaluated by 
performing a series of experiments using music files of 
various sizes on a BitTorrent P2P network results have 
confirmed the ability of the frame work to achieve an 
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efficient and robust distribution of MP3 music files 
with no discernible degradation in the quality of the 
music content. A framework for sharing and 
aggregating information provided by distributed 
health centers. 
 
II. RELATED WORK 
 
A. Locating Resource 
Although advanced information technology supports 
more rapid communication rate, it is still a nontrivial 
thing to quickly and accurately locate the proper 
resource in P2P network. S. Marsh states the formal 
model of trust based on sociological foundations and 
defines trust as a metric, the agent use their own 
experiences, when build trust and does not use 
collective information of other agents. 
 
B. Resource Management 
Service and recommendation contexts enable better 
measurement of trustworthiness in providing services 
and giving recommendations, recommendation-based 
attacks were contained except when malicious peers 
are in large numbers, e.g., 50 percent of all peers. 
When a peer wants to get a service and it has no 
acquaintance, it simply chooses to trust any stranger 
that provides the service. If the peer has some 
acquaintances, it may either select an acquaintance or 
a stranger. An acquaintance is always preferred over a 
stranger if they are equally trustworthy. Selection of a 
stranger is based on its reputation. Acquaintances are 
selected according to service trust and reputation 
metric. If many interactions happened with an 
acquaintance, service trust metric is more important 
than reputation metric. Otherwise, reputation of the 
acquaintance is more important during the selection 
process.  
 
a. Trust metrics are defined in service and 
recommendation contests. Two contexts of trust 
distinguish capabilities of peers based on services 
provided and recommendations given. 
b. UAMPP distributed algorithms enable peers make 
autonomous decision without requiring any trusted 
peers. A peer adaptively adjusts the necessary level of 
trust according to its trust relationships. 
c. Simulation experiments on a file sharing 
application verify UAMPP ability in mitigating 
attacks. An evaluation scheme is defined for service 
interactions based on the applications parameters. An 
attacker model is presented including service and 
recommendation based attacks and nine types of 
malicious peers. 
 
A malicious peer who performs collaborative attacks 
rarely but behaves honest in other times is harder to 
deal with. Attacks on recommendations were 
mitigated in all experiments except when a malicious 

peer performs collaborative attacks against a small 
percentage of peers and stays honest with other peers. 
 
III. IMPLEMENTATION MODULES  
 
C. Service Trust Metric 
When evaluating an acquaintance’s trustworthiness in 
the service context, a peer first calculates competence 
and integrity belief values using the information in its 
service history. Competence belief represents how 
well an acquaintance satisfied the needs of past 
interactions .Let friend request denote the competence 
belief of pi about pj in the service context. Average 
behavior in the past interactions is a measure of the 
competence belief. A peer can be competent but may 
present erratic behavior. Consistency is as important 
as competence. Level of confidence in predictability of 
future interactions is called integrity belief. Let I bij 
denote the integrity belief of pi about pj in the service 
context. Deviation from average behavior (cbij) is a 
measure of the integrity belief. A peer first calculates 
competence and integrity belief values using the 
information about service interactions. 
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Average behavior in the past interactions can be 
measure of competence belief. 
 
D. Reputation Metric 
The reputation metric measures a stranger’s trust 
worthiness based on recommendations. In the 
following two sections, we assume that pj is a stranger 
to pi and pk is an acquaintance of pi. If pi wants to 
calculate rij value, it starts a reputation query to collect 
recommendations from its acquaintances. 
Trustworthy acquaintances and requests their 
recommendations. Let _max denote the maximum 
number of recommendations that can be collected in a 
reputation query and jSj denote the size of a set S. In 
the algorithm, pi sets a high threshold for 
recommendation trust values and requests 
recommendations from highly trusted acquaintances 
first. Then, it decreases the threshold and repeats the 
same operations.  

 
Fig.1 System Design 
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E. Recommendation Trust Metric  
Facebook has an incredible audience, 950 million 
strong and counting. This audience is immensely 
attractive to Brands and Marketers around the world. 
We've seen explosive growth in brand pages, types of 
advertising and other fun ways to monetize this 
audience. Don't invent new metrics, use online 
versions of Reach and GRPs to measure success. The 
value of Facebook in "spreading word of mouth," 
"getting your brand in front of friends of fans," and 
"engaging fans with five to seven posts a week on your 
fan page. “They closed with the Facebook Insights tool 
(which is quite nice). This blog post is about the above 
recommendations, and their merit. But first let's 
punch up the value you'll get from this post. Assume 
that pi wants to get a particular service. pj is a stranger 
to pi and a probable service provider. To learn pj’s 
reputation, pi requests recommendations from its 
acquaintances. Assume that pk sends back a 
recommendation to pi. After collecting all 
recommendations, pi calculates rij. Then, pi 
evaluatespk’s recommendation, stores results in RH 
ik, and updatesrtik. Assuming pj is trustworthy 
enough, pi gets the service from pj. Then, pi evaluates 
this interaction and stores the results in SHij, and 
updates stij. 
 

 
Fig.2 Class Diagram 

 
F. Selecting Service Providers 
When pi searches for a particular service, it gets a list 
of service providers. Considering a Facebook 
application, either post share the links to other peer 
.Connecting the all people with recommendation 
multiple peers, checking integrity is a problem since 
any file part downloaded from an uploader might be 
inauthentic. Service provider selection is done based 
on service trust metric, service history size, 
competence belief, and integrity belief values. When 
pi wants to download a file, it selects an uploaded with 
the highest service trust value. System testing ensures 

that the entire integrated software system meets 
requirements. It tests a configuration to ensure known 
and predictable results. An example of system testing 
is the configuration oriented system integration test. 
System testing is based on process descriptions and 
flows, emphasizing pre-driven process links and 
integration points. 

 
Fig.3 Sequence Diagram 

 
G. Integrity Checking 
it is beyond the scope of this research, checking 
integrity of services needs further investigation. 
Downloading file from only one uploader makes 
integrity checking easier since it can be done after the 
download finishers. When multiple uploaders are 
selected, checking integrity is an issue. Some 
uploaders may maliciously provide inauthentic 
content but the downloader cannot easily identify 
them, a naïve approach might be as follows. If a peer 
downloads an inauthentic file, it requests hashes of the 
file segments from all uploaders. Unit testing is 
usually conducted as part of a combined code and unit 
test phase of the software lifecycle, although it is not 
uncommon for coding and unit testing to be conducted 
as two distinct phases. Software integration testing is 
the incremental integration testing of two or more 
integrated software components on a single platform 
to produce failures caused by interface defects. The 
task of the integration test is to check that components 
or software applications, e.g. components in a 
software system or – one step up – software 
applications at the company level – interact without 
error. User Acceptance Testing is a critical phase of 
any project and requires significant participation by 
the end user. It also ensures that the system meets the 
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functional requirements. The feasibility of the project 
is analyzed in this phase and business proposal is put 
forth with a very general plan for the project and some 
cost estimates. During system analysis the feasibility 
study of the proposed system is to be carried out. This 
is to ensure that the proposed system is not a burden to 
the company.  For feasibility analysis, some 
understanding of the major requirements for the 
system is essential. 
 
IV. RESULTS AND DISCUSSIONS 
 
At the start of each cycle, the simulator does the 
following:  
a. For each ongoing download session, the size of file 
segments downloaded in the previous cycle is 
calculated. 
b. Each completed session is recorded as an 
interaction. 
c. Either Online or Offline status of each peer is 
determined for the current cycle. 
d. An online peer may create a new download session; 
it selects a random file and search for an online 
uploaded of the file. 

TABLE 1 
INPUT PARAMETERS USED IN SIMULATION SETUP 

Number of runs 5 
Number of peers 1000 

Number of resources 1000 
Minutes in a cycle 10 
Number of cycles 50000 

Reputation update (cycles) 1000 
Report period (cycles) 1000 

Maximum uploads/downloads 5 
 
Service-based attacks of individual attackers with 
respect to time 
 

 
Fig.4 Naïve attackers   

 
Fig.5 Hypocritical and discriminatory attackers 

Recommendation trust of hypocritical 
&discriminatory collaborators with respect to number 
of downloaders 

 
Fig.6 Hypocritical collaborators 

 

 
Fig.7 Discriminatory collaborators 

 
Recommendation trust of hypocritical & 
discriminatory collaborators with respect to number of 
downloaders 
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Fig.8 Hypocritical collaborators 

 
Fig.9 Discriminatory collaborators 

 
CONCLUSION 
 
An unauthorized access model for P2P networks is 
presented, in which a peer can develop UAMPP 
relations without using a priori information. UAMPP 
metrics defined on service and recommendation trust 

contexts help a peer to reason more precisely about 
capabilities of other peers in providing services and 
giving recommendations. If all peers are behave good, 
reputation of a peer is proportional to its capabilities 
such as network average online period and number of 
shared files. In a malicious network, service and 
recommendation-based attacks affect the reputation of 
a peer. Defining a context of UAMPP trust and its 
related metrics increases a peer’s ability to identify 
and mitigate attacks in the context related tasks. 
Therefore, various contexts of UAMPP trust can be 
defined to enhance security of P2P system on specific 
tasks, ex: a peer might use trust metrics to select better 
peers when routing P2P queries, checking integrity of 
resources, and protecting privacy of peers. 
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