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Abstract: A secure multi owner data sharing scheme, named Mona, for dynamic groups in the cloud. By leveraging group 
signature and dynamic broadcast encryption techniques, any cloud user can anonymously share data with others. Meanwhile, 
the storage overhead and encryption computation cost of our scheme are independent with the number of revoked users. In 
addition, we analyze the security of our scheme with rigorous proofs, and demonstrate the efficiency of our scheme in 
experiments. One of the main efficiency drawbacks of the existing ABE schemes is that d encryption involves expensive 
pairing operations and the number of such operations grows with the complexity of the access policy. Recently, Green et al. 
proposed an ABE system with outsourced decryption that largely eliminates the decryption overhead for users. In such a 
system, a user provides an untrusted server, say a cloud service provider, with a transformation key that allows the cloud to 
translate any ABE ciphertext satisfied by that user’s attributes or access policy into a simple ciphertext, and it only incurs a 
small computational overhead for the user to recover the plaintext from the transformed ciphertext. Security of an ABE 
system with outsourced decryption ensures that an adversary (including a malicious cloud) will not be able to learn anything 
about the encrypted message; however, it does not guarantee the correctness of the transformation done by the cloud. In this 
paper, we consider a new requirement of ABE with outsourced d ecryption: verifiability. Informally, verifiability guarantees 
that a user can efficiently check if the transformation is done correctly. We give the formal model of ABE with verifiable 
outsourced decryption and propose a concrete scheme. We prove that our new scheme is both secure and verifiable, without 
relying on random oracles. Finally, we show an implementation of our scheme and result of performance measurements, 
which indicates asignificant reduction on computing resources imposed on users. 
 
 
I. INTRODUCTION  
 
We proposed a secure provenance scheme based on 
the ciphertext-policy attribute-based encryption 
technique, which allows any member in a group to 
share data with others. However, the issue of user 
revocation is not addressed in their scheme. Yu et al. 
presented a scalable and fine-grained data access 
control scheme in cloud computing based on the key 
policy attribute-based encryption (KP-ABE) 
technique. unhappily, the single owner manner 
hinders the adoption of their scheme into the case, 
where any user is granted to store and share data. Our 
donations.  
 
To solve the challenges presented above, we propose 
Mona, a secure multi-owner data sharing scheme for 
dynamic groups in the cloud. The main charity of this 
paper include: 
 
1. We propose a secure multi-owner data sharing 
scheme. It implies that any user in the group can 
securely share data with others by the untrusted 
cloud. 
 
2. Our proposed scheme is able to support active 
groups efficiently. Specifically, new granted users 
can directly decrypt data files uploaded before their 
sharing without contacting with data owners. User 
revocation can be easily achieved through a novel 
revocation list without updating the secret keys of the  

 
enduring users. The size and subtraction overhead of 
encryption are constant and independent with the 
number of revoke users. 
3. We provide secure and privacy-preserving access 
control to users, which guarantee any member in a 
group to in secret utilize the cloud resource. 
Moreover, the real identities of data owners can be 
revealed by the group executive when dispute occur. 
4. We provide exact security analysis, and perform 
extensive simulations to show the efficiency of our 
scheme in terms of storage and totaling overhead. 
The remainder of this paper is organized as follows: 
In this paper, we first modify the original model of 
ABE with outsourced decryption in to allow for 
verifiability of the transformations. After describing 
the formal definition of verifiability, we propose a 
new ABE model and based on this new model 
construct a concrete ABE scheme with verifiable 
outsourced decryption. Our scheme does not rely on 
random oracles. During the rest of the paper, we only 
focus on CP-ABE with verifiable outsourced 
decryption. The same approach applies to KP-ABE 
with verifiable outsourced decryption, which we will 
omit here in order to keep the paper compact. To 
assess the performance of our ABE scheme with 
verifiable outsourced decryption, we implement the 
CP-ABE scheme with verifiable outsourced 
decryption and conduct experiments on both an 
ARM-based mobile device and an Intel-core personal 
computer to model a mobile user and a proxy, 
respectively. Our software is based on theCP ABE 
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implementation in the libfenc library. Through the 
experiments, we find that it takes almost 50 seconds 
for the mobile device to execute a standard 
decryption on ABE ciphertext with policy consisting 
of 100 attributes. On the other hand, the Intel 
processor takes less than 5 seconds to decrypt the 
same ABE ciphertext. With the outsourced 
decryption, we shift this burdensome task from the 
mobile device to the proxy, which results in a 
significant reduction on computing cost for the 
mobile device. As a consequence, decrypting the 
ciphertext took approximately 180 milliseconds on 
the ARM-based device. 
 
II. MONA 
 
2.1 Overview 
 
To achieve secure data sharing for dynamic groups in 
the cloud, we expect to combine the group name and 
dynamic broadcast encryption techniques. Specially, 
the group signature scheme enables users to 
anonymously use the cloud resources, and the 
dynamic show encryption technique allows data 
owners to securely share their data files with others 
including new joining users. Unfortunately, each user 
has to compute revocation parameters to protect the 
confidentiality from the revoked users in the dynamic 
broadcast encryption scheme, which results in that 
both the calculation overhead of the encryption and 
the size of the ciphertext add to with the number of 
revoked users.  
 
Thus, the heavy overhead and large ciphertext size 
may hinder the adoption of the broadcast encryption 
scheme to capacity-limited users. To tackle this 
demanding issue, we let the group manager compute 
the revocation parameters and make the result public 
available by migrating them into the cloud. Such a 
design can considerably reduce the computation 
overhead of users to encrypt files and the ciphertext 
size. Specially, the computation overhead of users for 
encryption operations and the ciphertext size are 
constant and independent of the revocation users. 
 
2.2 Scheme Description 
 
This section describes the details of Mona including 
system initialization, user registration, user 
revocation, file generation, file deletion, file access 
and traceability. 
 
2.3 System Initialization 
 
The group manager takes charge of system 
initialization as follows: 
 

 Generating a bilinear map group system 
 

 

 
 
2.5 User Registration 
For the registration of user i with identity IDi, the 
group manager randomly selects a number xi 

and computes 
 as the following equation: 

 

 
Then, the group manager adds into the group user list, 
which will b e used in the traceability 
phase. After the registration, user i obtains a private 
key  which will be used for group 
signature generation and file decryption. 
 
2.4 File Generation 
 
To store and share a data file in the cloud, a group 
member perform the following operations: 
1. Getting the revocation list from the cloud. In this 
step, the member sends the group identity IDgroup as 
a request to the cloud. Then, the cloud responds the 
revocation list RL to the member. 
2. Verifying the validity of the received revocation 
list. First, checking whether the marked date is fresh. 
Second, verifying the contained signature  

by the equati .If the 
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revocation list is invalid, the data owner stops this 
scheme. 
3. Encrypting the data file M. This encryption process 
can be divided into two cases according to the 
revocation list. 
 
a. Case 1. There is no revoked user in the revocation 
list: 
i. Selecting a unique data file identity ; 
ii. Choosing a random number  
iii. Computing the parameters as the 
following equation: 
 

 
 
b. Case 2. There are r revoked users in the revocation 
list. 
i. Selecting a unique data file identity ; 

ii. Choosing a random number  
 
iii. Computing the parameters as the 
following equation: 

 
In (4), Zr and Pr are directly obtained from the 
revocation list. 4. Selecting a random number T and 
computing  The hash value will be used for 
data file deletion operation. In addition, the data 
owner adds into his local storage. 5. 
Constructing the uploaded data file as shown in Table 
2, where tdata denotes the current time on the 

 
member, and _ is a group signature on 

computed by the 
data owner through Algorithm 1 with the private key 

. Uploading the data shown in Table 2 into the 
cloud server and adding the ID data into the local 
shared data list maintained by the manager. On 
receiving the data, the cloud first invokes Algorithm 
2 to check its validity. If the algorithm returns true, 
the group signature is valid; otherwise, the cloud 
abandons the data. In addition, if several users have 
been revoked by the group manager, the cloud also 
performs revocation authentication by using 

Algorithm  Finally, the data file will be stored in the 
cloud after thriving group signature and revocation 
verifications. 
2.6 File Deletion 
File stored in the cloud can be deleted by either the 
group boss or the data owner (i.e., the member who 
uploaded the file into the server). To delete a file 

, the group manager computes a signature 
and sends the signature along with 

to the cloud. The cloud will delete the file if 
the     equation  
holds 
Algorithm(1).  
Signature Generation Input: Private key 
system parameter  and data M. 
Output: Generate a valid group signature on M. 

 
End. 
 
Algorithm(2). Signature Verification 
Input:System parameter and a 
signature  
Output: True or False. 
begin 
Compute the following values 
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Return True 
else 
 
Return False 
End 
 
Algorithm(3). Revocation Verification 
Input: System parameter , a group 
signature  and a set of revocation keys 

Output: Valid or Invalid. 
Begin 

 
   Return Valid 
   end if 
   end for 
   Return Invalid 
   End 
 
III. PROPOSED CP-ABE SCHEME WITH 

VERIFIABLE OUTSOURCED 
DECRYPTION 

 
In this section, we first propose a new CP-ABE 
scheme utilizing Waters’ CP-ABE scheme [4], which 
is proven to be selectively CPA-secure. Then, based 
on the scheme, we propose a CP-ABE scheme with 
outsourced decryption and prove that it is selectively 
CPA-secure and verifiable in the standard model. 
Recently, the first CP-ABE scheme that achieved full 
security Was proposed by Lewkoet al..  
 
Since the underlying structure of the CP-ABE scheme 
presented by Lewko et al. [5] is almost identical to 
the underlying Waters’ CP-ABE scheme [4] we use, 
one can adapt our construction techniques to the CP-
ABE scheme proposed in [5] to achieve fully secure 
(i.e., RCCA secure) CP-ABE scheme with verifiable 
outsourced decryption in the standard model. 
 
A. New CP-ABE Scheme 
 
Before presenting our new CP-ABE scheme, we give 
some intuitions of our construction. Based on Waters’ 
CP-ABE scheme [4], we add to the ciphertext the 
encryption of an extra random message and a 
checksum value, which is computed with this random 
message and the actual plaintext.  
 
We regard this checksum value as a commitment of 
the actual plaintext, which can be used to check if the 
transformation is done correctly in our CP-ABE 
Scheme with verifiable outsourced decryption. In 
fact, using our techniques, we can modify unbounded 
ABE schemes to unbounded ABE scheme with 
verifiable outsourced decryption. 
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The first and second parts are encryptions of message 
and a random message respectively, using the 
encryption algorithm of Waters’ CP-ABE scheme [4]. 
In fact, the second and third parts are redundant. 
However, the redundant parts are the point that we 
can construct a CP-ABE with verifiable outsourced 
decryption from the above CP-ABE scheme. 
Theorem 1: Suppose that the construction of Waters 
[4] is a selectively CPA-secure CP-ABE scheme, then 
the above construction of CP-ABE scheme is also 
selectively CPA-secure. 
Proof: To prove the selective CPA security of our 
CP-ABE scheme, we consider the following two 
games. 
• The original selectively CPA-secure game 
of CP-ABE. 

•  Same as except for the way that the 
challenger generates the challenge ciphertext where 

the challenger picks  randomly and the rest 
parts of the challenge ciphertext are generated 
properly as in . 
B. Our CP-ABE Scheme With Verifiable 
Outsourced Decryption 
For notational purposes in the below, we denote the 

above CP-ABE scheme as . Based 

on ,  we present a CP-ABE scheme 
with verifiable outsourced decryption. The and 

algorithms operate exactly as in . 
We now describe the remaining algorithms: 
 

 

 
Obviously, the above CP-ABE scheme with 
outsourced decryption satisfies correctness. In the 
above construction, a user runs the algorithm to 
recover the plaintext from the transformed ciphertext 
and computation cost incurred by the user is about 
three exponentiations, which is far less than the cost 
of running the algorithm to recover the plaintext from 
the original ciphertext directly. The input of 
algorithm includes the original ciphertext and the 
transformed ciphertext. In fact, the user only needs to 
know to verify the correctness of the transformation 
done by the cloud. 

Theorem 2: Assume that  
is selectively CPA- secure. Then the above 
construction of CP-ABE scheme with outsourced 
decryption is selectively CPA-secure. 
Proof: Suppose there exists an adversary that can 
attack the above CP-ABE scheme with outsourced 
decryption in the selectively CPA-secure model with 
nonnegligible advantage. We build an algorithm that 

can attack the CP-ABE scheme  in 
the selectively CPA-secure model with nonnegligible 
advantage. Let be the challenger corresponding to in 
the selectively CPA-secure game of the CP- 
 
ABE scheme runs to execute the following steps. 
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•The adversary A submits two (equal length) 

Messages and an access structure . A,B 

sends  and A to B to obtain the challenge 

ciphertext Then, B sends to the 
adversary A as its challenge ciphertext. 
• continues to adaptively issue private key 
queries as in Query phase 1, and responds the queries 
as in Query phase 1. 
• The adversary outputs a bit . also outputs . So, we 
build an algorithm that can attack in the selectively 
CPA-secure model with nonnegligible advantage, if 
can attack the above CP-ABE scheme with 
outsourced decryption in the selectively CPA-secure 
model with nonnegligible advantage. 
 
IV. PERFORMANCE 
 
In order to evaluate the performance of our CP-ABE 
scheme with verifiable outsourced decryption 
presented in Section,we implement our scheme in 
software based on the libfenc library [18] and using a 
224-bit MNT elliptic curve from the Stanford 
Pairing-Based Crypto library [34]. Although our 
implementation based the MNT curve implies the use 
of asymmetric pairing, only a small change need to be 
made on our scheme of symmetric setting in the 
implementation. Specifically, suppose that an 
asymmetric pairing takes elements from and as 
inputs. Then, according to the description of our 
scheme in Section, we generate two’s, one from 

 

 

and another from , and compute two corresponding’s. 

We further set  as group elements in 
.Asaconsequence, among the ciphertext and private 

key components,  are group 

elements in while  are group 
elements in.The reason why we implement our 
proposed scheme using asymmetric pairing is that: 
compared to symmetric pairings, asymmetric pairings 
are much faster and more compact to implement 
[35]–[37]. We compile our code on two dedicated 
hardware platforms: a 2.53 GHz Intel Core CPU with 
4 GB of RAM running 32-bit Linux Kernel version 
2.6.32, and a 800 MHz ARM-based Samsung GT-
S5830 with 278 MB of RAM running Android OS. 

 

 
 
In our experiments, we do not consider the effect of 
symmetric encryption. Thus, all the datum on 
decryption time and ciphertext size presented in Fig. 
are only associated with the key encapsulation variant 
of our ABE scheme. For each ciphertext policy, we 
repeat our experiment 100 times on the PC and 30 
times on the ARM device and we take the average 
values as the experimental results. In Fig., we show 
the size of standard 
ABE ciphertext and partially-decrypted ciphertext, 
the standard ABE decryption time on the Intel and the 
ARM platforms, the time of generating an 
outsourcing key, the time of transforming the ABE 
ciphertext, and the time of decrypting the transformed 
ciphertext on the Intel and the ARM platforms. 
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Discussion: The ABE ciphertext size and 
decryption/transformation time increase linearly as 
the ciphertext policy’s complexity grows. An 
encryption under a ciphertext policy with 100 
attributes results in an ABE ciphertext of nearly 46 
KB and it takes about 5 seconds for the Intel platform 
to decrypt this ciphertext. On the other hand, 
decryption time degrades considerably on the ARM 
platform: it requires more than 1 second to decrypt a 
ciphertext under a policy with one attribute, 5 
seconds under a policy with ten attributes and almost 
50 seconds under a policy with one hundred 
attributes. As expected, outsourcing substantially 
reduces the computation time required for devices 
with limited computing resource to recover the 
plaintext. The bulk of the decryption operation is now 
handled by the proxy. The transformed ciphertext is 
not only much efficient to decrypt but also much 
smaller in size. In our implementation, each partially-
decrypted ciphertext has a constant size of 392 bytes, 
regardless the complexity of its corresponding 
ciphertext policy. The final decryption and 
verification of the transformed ciphertext requires 
only 13 milliseconds on the Intel platform and 
approximately 180 milliseconds on the ARM 
platform. 

CONCLUSION 
 
In this paper, we considered a new requirement of 
ABE with outsourced decryption: verifiability. We 
modified the original model of ABE with outsourced 
decryption proposed by Green et al. [12] to include 
verifiability. We also proposed a concrete ABE 
scheme with verifiable outsourced decryption and 
proved that it is secure and verifiable. Our scheme 
does not rely on random oracles. To assess the 
practicability of our scheme, we implemented it and 
conducted experiments in a simulated outsourcing 
environment. As expected, the scheme substantially 
reduced the computation time required for resource-
limited devices,to recover plaintexts. 
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