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Abstract- The security approach mainly involves understanding the certain misbehavior of nodes e.g. feasibility of nodes to 
cooperate in a network, feasibility of an attack by malicious nodes in the cluster, etc. The framework also involves detection 
of malicious nodes by the destination node as well as isolation of the malicious node along with the capability of a regular 
node to update the neighborhood clusters about the attack information. An approach of the game theoretic is used for this 
purpose, where the simulation results show a satisfactory result by estimating the probability of cooperation as well as attack. 
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I. INTRODUCTION  
 
Mobile ad hoc networks (MANETs) represent 
complexity of the distributed systems that comprise 
of wireless mobile nodes. These mobile nodes are 
capable of freely and dynamically self-organizing 
into arbitrary and temporary, „„ad-hoc'' networks. 
These networks do not depend on an already existing 
infrastructure; hence people, as well as devices, can 
uninterruptedly internetwork in those areas where the 
communication infrastructure doesn't already exist. 
The network topology might change fastly and in an 
uncertain way and construct themselves in an 
arbitrary fashion, owing to the random and 
independent motion of the nodes. Mobile ad hoc 
networks are infrastructure-less networks. In such 
networks, the nodes are moving and can 
simultaneously communicate with the base station, 
which is not established. Each node is capable of 
communicating directly with any other node residing 
within its transmission range. Each node in any 
network can act as a router and generate its own data. 
So, the network management has to be distributed 
across various nodes, which makes the fraud 
detection a difficult task. Hop by Hop technique is 
used to transmit a message through intermediate 
nodes when communicating with nodes that doesn't 
lie in the range. Ad hoc wireless networks do have 
few problems. Since the nodes can move in a random 
fashion, hence the network topology also keeps on 
changing, and the route change occurs; thus, there is a 
huge probability of packet loss. 
 
II. MISBEHAVING NODES IN MANET  
 
Misbehaving nodes are those nodes, due to which 
other nodes in the network are harmed. Such nodes 
have an abortive effect on the network. They are also 
known as critical nodes. 
Attacks in Mobile and Ad hoc networks (MANETs) 
can be classified as: 

 Passive Attack  

 Active Attack  
In the passive attacks, the attacker only detects the 
data which is exchanged in the network, without 
modifying or amending it, or in other words only 
eavesdropping of data happens. In a passive attack, 
the attacker's motive is just to gather information 
about the network and the communication pattern. 
While in the active attacks, the attacker modifies or 
changes the data which is transmitted in a given 
network. The attacker has full control on the packet 
and can even inject or drop the packet. Malicious or 
compromised nodes are those nodes in the network 
which are responsible for the active attacks, 
damaging the other nodes. Selfish nodes are the ones 
which do not send the packets they have received; 
instead they use them to store their battery lifespan, 
which they would be using for their own 
communications. Such nodes have a negative impact 
on the network operations, since they do not send the 
packets they have received. A Malicious node may 
make the use of the routing protocols to reveal that it 
has the shortest path to the destination node in order 
to send the packet. Now, this node will receive the 
packets and won’t transmit them. This action is 
known as “black hole" attack. When malicious nodes 
end the routing protocol operation by altering or 
composing false routing information; the operation is 
called the "wormhole" attack. A wormhole tunnel is 
created by the two malicious nodes which are linked 
to each other through a private or separate link, it can 
thus be inferred that there exists a deviating route 
within the network. Hence an artificial route within 
the network is builtd which would shorten the normal 
currency of the routing messages and the entire 
network is then managed by the two attackers. 
 
The efficiency of the network is greatly reduced by 
the selfish nodes since they do not readily participate 
in the transmission of packets in any network 
operation or function. Malicious nodes can easily 
perform attacks by altering the information in the 
protocol field, to destroy the transfer of the packets, 
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to deny access among the legal nodes. A special kind 
of integrity attacks in which a malicious node copies 
the identity of a legal node is known as spoofing. 
Spoofing occurs due to lack of verification of 
identity. Due to the lack of proper identity 
verification of the special routing protocols, the 
malicious nodes forge the identity of a legal node. 
Hence as a result forgery of the network topology 
takes place creating loops in the network or a 
partition. It all happens due to lack of authentication 
and verification of the identity. 
 
III. EXISTING SYSTEM AND ITS EFFECT  
 
One of the biggest issues in mobile ad hoc network is 
that the topologies change dynamically because of 
node movement. Not only this, even the nodes 
usually have no predefined trust factor between each 
other. Another biggest issue is certain technical 
properties of regular nodes itself, where due to less 
energy; it might not cooperate, or it might deny 
joining the other neighbor nodes for data 
communication. This property is most critical as 
some malicious nodes will try to copy this and make 
it difficult to distinguish between regular node and 
malicious node. The utility of a malicious node 
comes from the behavior that disturbs the operation 
of the network and wastes the resources of regular 
nodes. However, certain intelligent malicious nodes 
would elaborately choose a frequency at which they 
cooperate to deceive regular nodes. Moreover, 
malicious nodes have the strategy of fleeing to avoid 
punishment in MANETs. Therefore, a malicious node 
can start its malicious behavior all again with a clean 
history in a new location by fleeing before being 
caught. Some recent works have studied the 
incentives for malicious nodes and modeled their 
behavior more rationally. In certain research, an 
application was designed which presents a general 
incentive-based method to model the attackers 
intents, objectives, and strategies. Certain researcher 
has also conducted further study on the payoff of the 
malicious nodes and identifies the influence of the 
network topology. However, the good nodes behavior 
is simple, and it is unsuccessful in considering the 
chances of an attacker might choose different attack 
frequencies toward different opponents. It was 
considered more “intelligent” malicious nodes, 
making the regular and malicious nodes‟  game in 
this paper more realistic. Certain researcher has 
introduced Game theory as a strong tool in modeling 
communication among self-interested nodes and 
predicting their choice of strategies. Therefore, 
wireless ad hoc networks are generally studied 
applying game theory. The results of the analysis 
show that network collapse does not always happen 
due to the selfish node and may help the network to 
operate at an efficient Nash equilibrium. In certain 
researches, mixed-strategy equilibrium is studied to 
counter the jamming attack. A Bayesian game is 

studied to save energy in distributed intrusion 
detection systems. In some paper, the researchers 
have utilized game theory to analyze the typical 
wrestling scenario between regular and malicious 
nodes in MANETs. A monitoring and reputation 
system was used as the basic setting for regular 
nodes. Many related works also use reputation 
systems and game theory model to analyze the 
problem. It was also analyzed about a modified tit-
for-tat strategy, where each node compares its own 
frequency to the aggregate frequency of cooperation 
of the network. Some researchers propose a scheme 
for punishing users whose frequency of cooperation 
is below the level dictated by the Nash equilibrium. 
 
IV. PROPOSED METHODOLOGY 
 
The proposed system will use a dynamic Bayesian 
game framework to analyze the wrestling between 
regular and malicious nodes in mobile networks. The 
application will model the wrestling between the 
regular and malicious node as a dynamic Bayesian 
game and will provide solutions to various security 
attacks created by malicious node. The framework 
will be designed with defined sets of regular and 
malicious node, which will be distributed randomly. 
The components or nodes in the network will be 
mobile in nature and will be designed to analyze the 
behavior of both regular, as well as malicious node. 
The application will be empowered to understand the 
strategy employed by the malicious node, and finally 
this information will be used by the regular node for 
restricting the flee strategy of the malicious node. The 
project work will formulate a Bayesian game 
framework to analyze the strategy of malicious and 
regular nodes in MANETs. In order to report and 
malicious nodes to flee, which comply with the 
sequential rationality requirement, the proposed work 
will highlight the extensive and smart use of decision 
rules for regular nodes. The application will also 
study the equilibrium strategy profiles for both 
regular as well as malicious nodes based on the belief 
and expected payoff and reveal the connection 
between nodes‟  best response and the cost and gain 
of each individual strategy and finally the proposed 
work will also present several countermeasures to 
restrict the flee strategy. 
 
V. MISBEHAVIOR ON DATA  
 
Different types of misbehavior out of different 
purposes have been created by the misbehaving nodes 
in an ad hoc network. The types of misbehavior on 
data related to the work are discussed here. 
 
A.  Data Dropping 
This is also known as the denial of service (DoS) 
attack. In this attack, the selfish or malicious 
intermediate nodes decline to move the data packets 
forward. In this paper, two adverse environments are 
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inspected. They represent the types of data dropping 
misbehavior formed by individual and cooperating 
misbehaving nodes respectively. 
 
B. Individual Dropping 
This is a relatively simple type of misbehavior. The 
misbehaving nodes drop all or a certain percent of the 
received data packets because of unlike intentions. 
Most schemes detecting misbehavior on data have 
expected to deal with this kind of misbehavior. 
 
C.  Colluded Dropping  
This is an advanced type of misbehavior formed by 
two cooperating malicious nodes.  It is difficult to 
detect and defend this attack. It is assumed that two 
malicious intermediate nodes N1 and N2 are 
connected on a data transmission path. N1 forwards 
received data packets to N2, and N2 drops all or part 
of them. N1 tries to cover the data droppings at N2 by 
ignoring it or generating / forwarding fake 
acknowledgements in the system. As N1 would not 
report the misbehavior of N2 to the system, the 
overhearing schemes fail to detect such colluded 
misbehavior. Since N1 could forward fake 2ACK 
generated by N2 or generate faked 2ACK for N2, 
neither of the protocols proposed in could detect such 
fabricated packets and this colluded dropping. The 
schemes discussed in tackle such colluded 
misbehavior  
 
D.  Data Modifying  
During their transmission, the malicious nodes alter 
the received data packets. One malicious node is 
assumed to form the data modifying misbehavior 
independently along the data transmission path. 
Whereas the schemes in can successfully detect such 
misbehavior, the schemes in] cannot detect such kind 
of misbehavior.  
 
VI. SIMULATION SETUP 
 
All proposed strategies have been implemented on 
Standard Matlab Platform. All simulations are 
conducted in randomly generated MANETs. The 
regular node can track its neighbor's outgoing packets 
by neighbor monitoring. The proposed system has 
considered a wide range of policies of intrusion in 
dynamically generated mobile ad hoc network in 
Matlab platform. The normal node is considered to 
follow its respective neighboring transmitted message 
by neighbor monitoring. A simulation framework of 
1000 x 1000 m is designed with 200 mobile randomly 
positioned with a transmission range of 300 meters. A 
mobility model is designed, and any two nodes in the 
same cluster are considered as neighboring nodes. 
Neighboring nodes are those nodes that lie in the 
same cluster. The nodes follow the model based on 
cluster-based mobility. Fig. 1 (a) (b) shows how the 
regular node (green) and selfish node (red) are 
distributed in the dynamic environment of MANET. 

The link between then is also shown using random 
waypoint techniques for faster simulation to 
understand the simulation result in much clarity. 
 

 
Fig. 1(a) Simulat ion design of MANET for regular and selfish 

node in t1 sec 
 

 
Fig. 1(b) Simulation design of MANET for regular and selfish 

node in t2 sec 
 

 
Fig. 2 Unit Cluster showing 7 normal node and 2 intruder 

node. 
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Fig. 3 Four clusters region with 28 regular nodes and 8 

intruder nodes with an attempt of detouring (Red lines). 
 
Fig. 2 represents an instance of simulation where 200 
mobile nodes are randomly distributed in nine logical 
regions. The red colored line shows the 
communication between two mobile nodes in the 
same logical region.  
 
The blue colored line represents probable 
communication link between two mobile nodes in the 
same logical region. In fig. 4, the green colored line 
represents the process of decamping from region of 
attack to a new logical region.  
  
The performance analysis is done by checking the 
outcomes of various phases of the virtual competition 
to understand the abnormal behavior of the mobile 
nodes. Fig. 5 shows the graphical representation of 
the normal node movement with respect to the 
simulation time. A polynomial trend line is used to 
explain the graphical representation. 

 

 
Fig. 4 Analysis of Normal node movement Vs Time 

 
Fig 5 Analysis of Attack node movement Vs Time 

  
In Fig. 4 and 5, the trend line is almost similar, but a 
slight deviation on average speed at 5, 6, 7 seconds, 
represents that almost all the normal node and 
intruder node poses the same behavior with respect to 
mobility in mobile ad hoc network topology, which 
will provoke the application very difficult situation to 
distinguish between the normal and attack nodes. 
 

 
 

 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-11, Nov.-2014 

Semantic Representation to Analyze  Misbehavior Approach of Nodes in MANET 
 

65 

 
 
Fig. 6 represents encounter of attack nodes with 
normal nodes. The graph represents very uneven 
variation proving difficult to predict the encountering 
strategy of attack nodes in the MANET environment. 
Fig.7 and 8 represents cooperation instances of attack 
nodes and normal nodes. Comparison proves that 
intruder nodes try to duplicate the similar behavior of 
the normal node. The observation is carried out in 60 
second interval. In the case of continuing for another 
cycle of observation, it can be observed that attack 
nodes have a higher tendency of cooperation at the 
end of each simulation, which indirectly confirms the 
detrimental approach of infection by the intruder 
nodes.  
  
The simulation result also highlights the various 
cooperation probabilities of the nodes in the MANET 
as shown in Fig.9. 
 
 

 
 
The simulation result also emphasizes that when the 
simulation has been conducted in various stages with 
respect to every individual cluster defined, the 
cooperation factor decrease down which is an 
indication of advent of either selfish or intruder node. 
Once the attack has been created by any intruder node 
in a specific cluster, when it attempts to jump to 
another cluster, the proposed methodology also 
makes sure that any such attempt information will be 
instantly updated to all other clusters in the 
neighborhood for providing security against intrusion 
from such intruder nodes. With every 
communication, the belief system and the reputation 
opinion is gathered for estimating this information. 

 
 
Fig. 10 represents that with every attempt of attack, 
the countermeasures provided to update  the attack 
information to the other cluster increase, which shows 
the robustness of the proposed methodology. 
 

 
 
One of the main attempts of the proposed system is to  
understand the misbehavior of the nodes in the ANET 
environment. In real-time scenario, it is almost 
difficult task to estimate the time of an attack 
probability, which pose a great threat to the existing 
cluster, as well as neighborhood clusters. So the fig. 
11 represents that with every node-to-node 
communication, there is a peak seen representing 
highest attack probability. It also represents that it is 
highly possible to understand the attack strategy if the 
simulation parameters are kept on changes based on 
multi-stages according to game theory. 
 
CONCLUSIONS 
 
Ad hoc networks are an increasingly upcoming field 
of research with constructive and practical 
applications. However, Mobile and ad hoc networks 
(MANET) are highly prone to attacks mainly due to 
the lack of regular security infrastructures. They are 
also prone to attack due to their changing network 
topology and open medium of communication, which 
are not totally secured. Some of the techniques such 
as cryptography and verification are not sufficient. 
An intrusion detection system (IDS) detects attacks 
on the nodes or any intrusion in the network. Well 
designed IDS can be very helpful by identifying the 
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conspicuous or misbehaving activities in the system 
and by offering apt protection. Hence IDS now play a 
very crucial role in providing in-depth-security 
structure to the MANETs.  
 
Our future work will focus on multi attacker collusion 
or fraud in the regular or malicious node game. We 
are particularly interested in the scenario where 
attackers can come together in a locality to conduct 
sophisticated attacks. 
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