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Abstract- Mobile ad hoc networks (MANETs) have been proposed to support dynamic situations wherever no infrastructure 
exists. Every node within the network acts as a host similarly as a router and, forwards traffic to other nodes. Efficient and 
secure routing is the heart of any network and particularly difficult in an infrastructure-less network where participating 
nodes are portable and mobile. Routing in MANETs is vulnerable to threats since communication in ad hoc networks is 
relies upon the cooperation of nodes for forwarding packets. Therefore, it is a challenge for researchers to infix solutions to a 
Black Hole attacks in existing routing protocols. This research work contributes towards mitigating attacks on routing 
protocols in ad hoc networks and provides solutions to handle Black Hole attack. However in existing DSR, there is no 
security provision against a well-known “Black Hole” attack. Black Hole nodes which can be referred malicious nodes that 
conform to forward packet to destination however do not forward packet deliberately. These Black Hole nodes participate in 
the network actively and degrade the performance of network. In this paper proposed a solution for detecting the malicious 
node in DSR protocol suffering from Black Hole attack.  
 
 
I. INTRODUCTION 
 
The mobile ad hoc network is a new model of 
wireless communication and has gained increasing 
attention from industry. As in an exceedingly general 
networks environment, mobile ad-hoc networks have 
to deal with various security threats. Because of its 
nature of dynamic network topology, routing plays a 
significant role in mobile ad-hoc network for the 
performance of the networks. It is understandable that 
almost all security threats target routing protocols – 
the weakest point of the mobile ad-hoc network. 
Standard routing protocols in MANETs such as DSR 
and ad hoc demand routing protocol (AODV) were 
designed without considering any security constraints 
in MANETs. Thus, DSR-based MANETs  or AODV-
based MANETs may also vulnerable to many distinct 
types of attacks, for example black hole attacks, 
wormhole attacks, Sybil attacks, to name a few.  
 
In this paper, our focus is to investigate black hole & 
detection methods within the scope of DSR routing 
protocol. A Blackhole attack is an attack where all the 
packets in the network are redirected to a selected 
node (referred to as blackhole node). Once the 
packets reach this malicious node, they simply 
disappear, as a matter of reality, they are said to have 
been disappeared into a blackhole in universe. In fact, 
the blackhole node impersonates the destination node 
by sending a spoofed route reply packet to the source 
node that have initiated the route discovery, therefore 
deprive the packets from the source node. A 
blackholenode has two properties. First, the node 
takes advantage of the ad-hoc routing protocol, like 
DSR, to advertise itself as having a valid route to the 
destination node, despite the fact that the route is 
spurious, with the intention to intercept packets. 

Second, the node consumes the intercepted packets. 
This type of attack is dangerous and will cause 
immense harm to the network. 
 
The rest of this paper is organized as follows. In 
Section 2, provides the related work in MANET and 
section 3, describe an overview of DSR protocol and 
black hole attack on DSR routing protocol. In Section 
4, the proposed method is presented and simulation 
results are given in Section 5. Conclude the paper in 
Section 6. 
     
II. RELATED WORKS  

 
Black hole attack is one of the most dangerous 
attacks. Many researchers did their work on thisattack 
and try to provide the solution for thisattack. The 
researchers provide a lot of solutions based on 
different techniques and different routing protocols. 
Some important approaches are described below 
Latha Tamilselvan, Dr. V Sankaranarayanan 
proposed a solution with the enhancement of the 
AODV protocol, which avoids multiple black holes in 
the group. A technique is given to identify multiple 
black holes cooperating with each other and discover 
the safe route by avoiding the attacks. It was assumed 
in the solution that nodes are already authenticated 
and therefore can participate in the communication. It 
uses Fidelity table where every node that is 
participating is given a fidelity level that will provide 
reliability to that node. Any node having zero value is 
considered as malicious node and is eliminated. 
 
Dadhania et al investigated the performance of 
AODV and DSR in presence of black hole attack 
(malicious node) and without black hole attack with 
CBR (Constant Bit Rate) traffic under different 
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scalable network mobility. Simulation was conducted 
to evaluate the effect and compare it with standard 
protocol in terms of throughput, Packet delivery ratio 
and End to End Delay. Extensive experiments using 
the network simulator-2 for 50 node ad hoc network 
was conducted. Results show that the AODV is more 
vulnerable to Black Hole attack than DSR. 
 
Rutvij, Sankitaet., al. explored on a proportion of the 
current methodologies for black hole and gray hole 
strike and exhibited a novel result against these 
attacks which can discover sufficiently short and 
secure routes to destinations. Their assumed 
dissection showed that this methodology 
appropriately can build the packet delivery ratio 
(PDR) with irrelevant distinction in routing overhead. 
The initiators accepted that this calculation could be 
utilized for the other reactive protocol and likewise 
discovers and destroys malicious nodes inside the 
route discovering stage. Nodes accepting a RREP 
sustain reality of routing data; source node shows an 
arrangement of malicious nodes when sending 
RREQ. Nodes redesign route tables when they get 
any data of malicious nodes from getting routing 
packets. No extra control packet might be specified as 
a profit of this calculation and there is a minor 
contrast in routing overhead, which is the degree of 
the amount of routing related transmissions to the 
amount of information related transmissions. 
Furthermore, the malicious nodes might be separated 
and packet delivery proportion (PDR) will 
enormously be progressed.  
 
Bhalaji et al. analysed the black hole and cooperative 
black hole attack which is one of the new and 
possible attack in ad hoc networks. In this attack a 
malicious node advertises itself as having the shortest 
path to the node whose packets it wants to intercept. 
To reduce the probability it is proposed to wait and 
check the replies from all the neighbouring nodes to 
find a safe route. If these malicious nodes work 
together as a group then the damage will be very 
serious. This type of attack is called cooperative 
black hole attack. Our solution discovers the secure 
route between source and destination by identifying 
and isolating black hole nodes. In this paper, via 
simulation, the proposed solution are evaluated and 
compared it with standard DSR protocol in terms of 
throughput, Packet delivery ratio and latency. 
 
III. PRELIMINARIES 
 
A Overview on Dynamic Source Routing Protocol 
The Dynamic Source Routing protocol (DSR) is a 
basic and effective routing protocol outlined 
particularly for utilization in multihop remote ad hoc 
networks of portable mobile nodes. DSR permits the 
system to be totally dealing with toward self-
organizing and self-configuring, without the 
requirement for any current system base or 

administration. DSR maintains a route cache, which 
leads to memory overhead. And maintains a routing 
table, which stores the each node information and the 
next hop information/address. There are two 
important mechanisms in DSR: Route discovery 
mechanism and Route maintenance mechanism, 
which discover and maintains a source route to 
random destinations in the ad hoc network route to 
the destination. DSR protocol is popular reactive 
routing protocols.  

 
Fig 1 Route Recovery Process 

 
The Route discovery mechanism is used to find the 
route between the sender and the receiver. In this 
mechanism, consider the Fig 1, a node S longing to 
send a packet  to a destination node D gets a source 
route to D. Route Discovery is utilized just when S 
activities to send a packet to destination node D and it 
doesn't know a route to D. S will acquire a suitable 
source route via looking its Route Cache of routes 
beforehand adapted, however in the event that no 
route is found in its cache, it will launch the Route 
Discovery convention to rapidly discover a new route 
to D. 
 
To initiate the Route Discovery the source transmits a 
ROUTE REQUEST (RREQ) message to all nodes 
within wireless transmission range of source. Each 
RREQ also holds a record posting the location of 
each one moderate node through which this specific 
duplicate of the RREQ message has been sent. At the 
point when an alternate node gets a RREQ, on the off 
chance that it is the focus of the Route Discovery, it 
gives back a ROUTE REPLY (RREP) message to the 
initiator of the Route Discovery. At the point when 
the initiator gets this ROUTE REPLY, it reserves this 
route in its Route Cache for utilization in sending 
resulting packets to this goal. On the off chance that it 
observes that its own particular location is as of now 
recorded in the route record in the RREQ message, it 
tosses the REQUEST.  
 
Route Maintenance is the system by which node S 
can recognize, while utilizing a source route to D, if 
the system topology has changed such that it can no 
more utilize its route to D in light of the fact that a 
connection along the route no more meets 
expectations. At the point when Route Maintenance 
demonstrates a source route is broken, S canendeavor 
to utilize whatever available route it happens to know 
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to D, or can conjure Route Discovery again to 
discover another route. Route Maintenance is utilized 
just when S is really sending packets to D. Route 
Discovery and Route. When all nodes are 
approximately stationary with respect to each other 
and all routes needed for current communication have 
already been discovered. As nodes start to move more 
or as correspondence examples change, the routing 
bundle overhead of DSR naturally scales to just that 
required to track the courses at present being used. In 
response to a single Route Discovery, a node may 
learn and cache multiple routes to any destination. 
This caching of multiple routes also keeps away from 
the overhead of expecting to perform another Route 
Discovery each one time a course being used breaks. 
The DSR protocol is a secure, efficient approach for 
the detection of the Black hole attack in the Mobile 
Ad-hoc Networks. 
 
B. Black hole attack on DSR protocol 
In black hole attack, a malicious node waits for the 
neighbors to initiate a RREQ packet. As the node 
receives the RREQ packet, it will immediately send a 
false RREP packet with a modified higher sequence 
number. So, that the source node assumes that the 
node is having the fresh route towards the destination. 
The source node ignores the RREP packet received 
from other nodes and begins to send the data packets 
over malicious node. A malicious node takes all the 
routes towards itself. It does not allow forwarding 
any packet anywhere. This attack is called a Black 
Hole Attack. And then the attacker will decide 
whether the data may be forwarded or to be 
discarded. 
 
For example, in Fig. 2, consider a source node S, 
destination node D and intermediate node A, B. Here 
the source node S sends packets to the destination D 
through the intermediate nodes A, B. The source node 
S, first send the RREQ to the node A and wait for the 
RREP message from A. And then A sends the RREQ 
to the next hop and receive the RREP from B node. 
Intermediate node B is the malicious node, it does not 
allow any packets to anywhere, and it holds the 
packet information. Node Finally the malicious node 
sends fake or false routing information to the source 
node. So the destination could not receive any data 
packets from the source node. 
 

 
Fig. 2 Black Hole Attack in DSR 

IV. PROPOSED APPROACH 
 
In a mobile ad-hoc network, the Black hole attack is 
one of the issue, while communication between 
source and destination. In this black hole attack, a 
malicious node hold the packet information from the 
neighboring nodes, while forwarding the packets 
from the source to the destination. To overcome this 
problem, the proposed algorithm called Earlier 
Behavior Monitoring Dynamic Source Routing 
(EBM-DSR). In this algorithmonly modifies the 
working of the source node without altering 
intermediate and destination nodes by using a method 
called Prior_ReceiveReply. In this method we add the 
two things, a new routing table RR-Table (Request 
Reply), a timer WT (Waiting Time) to the data 
structures in the DSR Protocol. 
 
V. EARLIER BEHAVIOR MONITORING 

DYNAMIC SOURCE ROUTING 
ALGORITHM 

 
DSN – Destination Sequence Number, NID – Node 
ID, and MN-ID – Malicious Node ID 
 
Step 1: Retrieve the current time and add this current 
time with waiting time. Waiting time is the half of the 
RREP wait time. 
Step 2: Store all the Route Replies DSN and NID in 
RR-Table. Repeat the above process until time 
exceeds. 
Step 3: Retrieve the first entry from the RR-Table, If 
DSN is much greater than SSN then the discard entry 
from the RR-Table and store its NID in MN-ID 
Step 4: Sort the contents of RR-Table entries 
according to the DSN. Select the NID having highest 
DSN among RR-table entries 
Step 5: Call ReceiveReply method of default DSR 
Protocol 
 
The above algorithms first set the waiting time for the 
source node to receive the RREQ coming from other 
nodes and then add the current time with waiting 
time. In the storing process, it stores all the RREQ 
Destination Sequence Number (DSN) and its Node Id 
in the RR_Table until the time expires. Generally the 
first route reply will be from the malicious node with 
high destination sequence number, which is stored as 
the first entry in the RR-Table. 
 
Then it compares the first destination sequence 
number with the source node sequence number, if 
there exist more difference between them, and then 
the node is malicious node. So remove that entry 
from the RR-Table. This is how the malicious node is 
identified and removed from the RR-Table. The final 
step is to choose the next id node that having the 
higher DSN, is obtained by sorting the RR-Table 
according to the Destination Sequence Number 
column and this packet is sent to the Receive Reply 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-11, Nov.-2014 

Earlier Behaviours Monitoring Dynamic Source Routing (EBM-DSR) Based Detection of Black hole Attack In MANET 
 

52 

method to continue the default operation of DSR 
protocol. The control messages from the malicious 
nodes are not forwarded into the network. In order to 
maintain the freshness, the RR-Table is flushed once 
a route is chosen from it. The operation of the 
proposed algorithm is same as the original DSR, once 
the malicious node has been detected.  
 
The main benefits for modifying DSR protocol is 
a) The malicious node is identified at the initial stage 
itself and immediately removed so that it cannot take 
part in further process.  
b) With no delay the malicious node are easily 
identified. Generally the malicious node having the 
highest DSN and its RREP is first to arrive. 
c) No modification is made in the default operation of 
DSR. 
d) Better performance produced in little modification. 
e) Less memory overhead. 
 
VI. PERFORMANCE EVALUATION 
 
Simulation model was carried out using the NS-2 
simulator. It is a useful research tool for achieving 
good simulation results. Mobility scenarios are 
generated by using a Random waypoint model by 50 
nodes moving in a terrain area of 1340 x 640 . Each 
node independently repeats this behavior and 
mobility is changed by making each node stationary 
for a short period. The simulation parameters are 
summarized in Table 1. 

 
Table 1.Simulation Parameters 

Simulation and Network Parameters 

Network Area 1340 x 640 

Protocol DSR 

No. of Mobile Nodes 50 

Network Topology Flat Grid 

IEEE Standard 802.11 

Broadcasting Range 550mts 

Application Type CBR/ FTP 

Application rate 1.0mb 

No. of Packets 1500 

Simulation Time 10s 

 
VII. RESULT ANALYSIS 
 
The simulation results could be used to analyze the 
performance metrics of the network. The metrics are: 
1) Packet Delivery Ratio: It depends upon the number 
of data packets that have been received successfully 
at the destination among the N number of data 
packets generated at the source. 

2) Average End-to-End delay: Delay is the time taken 
for a packet to reach the destination after it has been 
relieved from the source. It includes all end hop time, 
wait time, queuing time, regeneration time and 
segmentation time between source and destination. 
 
In the Fig. 3 it is clear that PDR of DSR is heavily 
affected by the malicious nodes whereas the PDR of 
Proposed DSR is immune to it. 
 

 
Fig. 3 Packet delivery ratio 

 
In Fig. 4 shows the packet loss for the each UDP 
connection in the simulation. We use total 9 UDP 
connections in the simulation. The graph concludes 
that there is very less packet lost percentile in the 
proposed DSR as compared to the DSR.  
 

 
Fig. 4 packet loss 

 
CONCLUSION 
 
Black hole attack is the most important attacks in 
MANET, while communication between a source 
node and a destination node. In this paper, effect of 
these attacks on the network was analysed on the 
basis of average end-to-end delay and packet delivery 
ratio.  
 
In addition, the proposed solution may be used to 
maintain the identity of the malicious node as MN-Id, 
so that in future, it can discard any control messages 
coming from that node. Now malicious node is 
identified, the routing table and the control messages 
from the malicious node, too, are not forwarded in the 
network. As future work, we aims to  develop 
simulations to analyse the performance of the 
proposed solution based on the various security 
parameters like  mean delay time, packet overhead, 
memory usage, increasing number of malicious node, 
increasing number of nodes and scope of the black 
hole nodes and also focusing on resolving the 
problem of multiple attacks against DSR. 
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