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Abstract- India is a democratic country, here people plays a major role in electing the right person through elections. Now a 
day’s elections are conducted exclusively through electronic voting machines developed by the government based 
companies. And these devices are nothing but the India’s EVM’S which are famous for the characteristics like simple 
design, ease of use, reliability, fast accessing but recently they are criticized for the following widespread election 
irregularities reports. Despite of these irregularities the design of the EVM is not disclosed publically so that they prone into 
many attacks by the intruders and the evaluation of the independent security are not subjected to rigorous. Many of the 
researchers made a survey on the EVM’s inorder to provide the security but they are tend to fail in the aspect of the valid 
voter i.e. we have the system that the voter with an identity card can exercise the vote but lack of the photo clarity or any 
other reason invalid votes have been exercised by the invalid voters. In this paper we made an attempt for finding the 
solution theoretically to the above problem by introducing the biometric system for providing  authentication whether the 
voter is valid or not. This paper helps to reduce the crime rate and fraud rate and helps to keep our country in the top most 
position. 
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I. INTRODUCTION 
 
Elections are conducted to elect the right person and 
rule our country. This is an important aspect in every 
citizen life to exercise the vote and electing the right 
person for development of our country. RIGHT TO 
VOTE is an right of every citizen who have been 
crossed 18 years can vote to the person independently 
without anyone force. India is the largest democratic 
country in the world and in the survey of past national 
elections the researches came to the conclusion that 
more votes are casted to India than the combined 
population United states and Canada. And at this 
election many of the voters used the paperless DRE’S 
(Direct Recording Electronic) voting machines. For 
example, the Election Commission of India, the 
country’s highest election authority, asserted in an 
August 2009 press statement: “Today, the 
Commission once again completely reaffirms its faith 
in the infallibility of the EVMs. These are fully 
tamper-proof, as ever”. And on April 26, 2010, Chief 
Election Commissioner Navin B. Chawla was quoted 
in the media as saying the machines were “perfect” 
with no need for “technological improvement”. The 
design of the EVM’s is as simple as the DRE’s which 
are widely used and it also provides the number of 
procedural safeguards. And the design of EVM’S are 
enclosed secretly and up till now it never have been 
subjected to a rigorous independent security review. 
 
Though it provides the security by the EVM machine 
and it also provide the ease of access but it was failed 
in analyzing whether the vote is casted by the valid 
user or not. The dishonest election insiders or 
criminals are making a fraud by replacing the 
authorized voter who is unable to cast the vote due to 

some reasons with an unauthorized voter and tend to 
cast the vote to their respective party. In traditional 
days voting process is done manually by the voters 
and with the ballot boxes this method leads to many 
problems like If any water or ink has fallen into the 
box this may leads to damage of all the votes. Due to 
this mechanism the crime rate can be increased in a 
way there is a possibility, an unauthorized voter can 
made an attempt to cast so many votes at a time by 
stamping the vote on the ballot paper. And there will 
be a difficulty arise at counting time there is a chance 
of crime. Due to these many reasons EVM machine 
play an prominent role in eradicating the above 
problems caused by the ballot voting. 
 
E- voting process helps in reducing the problems of 
ballot voting by automatically counting the number of 
casted votes to the particular party and due to simple 
design it is easy to portable to many places and this 
leads to many profits like reducing the time while 
counting as it is a simple design it also reduces the 
cost and unauthorized voter cannot attempt to make 
any fraud by casting invalid votes it provides the 
security and safeguards our India’s voting 
methodology. 
 
In fact there are many advantages through this E-
voting and this fallen into different vulnerabilities 
like Hardware problems caused by the environment 
and by the dishonest election committee members 
and the security attacks caused by the invalid or 
unauthorized voters etc. 
 
In this paper may concentrates on the security 
problems during the voting process through 
biometrics and find whether the voter is an authorized 
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voter or not. In this paper, we first analyzed the 
problems associated with EVM machine, current 
election process, and proposed election process 
through biometrics which helps in achieving high 
security by recording the biometric data i.e template 
of the person trait like finger etc and get stored into 
the database in the enrollment process and  during the 
voting time the person trait get verified and 
authenticated if he/she is an valid person then ballot 
paper get generated and forward to cast the vote. We 
will design an example for proposed voting process 
with help of finger print recognition system later the 
proposed scheme can be applicable to the palm, iris, 
face or other kinds of biometric recognition systems. 
The rest of the paper is organized as follows. Section 
2 analyzes the problem associated with EVM and 
problem with current election process. Section 3 
detail description of biometrics. Section 4 Shows an 
example for achieving the security through the help 
of biometrics and finally Section 5 concludes the 
paper. 
 

1. Challenges and problems associated with 
electronic voting: 

 
Indian voting mechanisms should be designed as it 
must function under different challenges and security 
problems and other operational constraints. These 
made an impact on the simple design and the security 
analysis. The challenges are 
 
2. Cost: As many EVM’S are being used through 

out the country there is in need large scale so it 
must be designed with low price parts each 
EVM set cost $200. 

3. Power: Many of the polling stations are situated 
at the lack of current but there will be no 
problem as EVM are worked entirely on the 
battery power rather than merely using a battery 
as a backup. 

4. Natural Hazards: EVM must be designed in way 
that it must get restricted from all the natural 
hazards like dust and pollution etc. These 
machines get operated in the adverse conditions 
and must be stored for longer periods . It also 
safeguard from rats, fungus, attack by vermin 
and the malfunction. 

5. Illiteracy:  In our country most of the people are 
educated and many of the people are illiterate . 
While designing the machine we must keep in 
mind that all categories of people are situated in 
our country and must easily understand by 
keeping the graphical party symbols and 
participant name without any written hand. 

6. Unfamiliarity with technology: Many of the 
people are unfamiliar with the technology 
instead of that voting process can be carried out 
successfully with out any disturbance the only 
thing is that the voter must press the single 
button. 

7. Booth capture: It is the serious threat before the 
introducing the EVM. The party members will 
forcibly take that particular booth and cast the 
votes to their particular party but this was 
reduced through EVM’s by keeping the 
limitations as 5votes per a minute. 

 
II. PROBLEMS ASSOCIATED WITH EVM: 
 
As the EVM machine is constructed with the control 
unit main board , control unit ballot board , ballot unit 
communication, control unit display board, and the 
software. There are many issues arise with EVM are 
Hardware and software problems and dishonest 
attacks leads to security problems. 
 
2.1.1.  Hardware and software problems: 
By misplacing or replacing the original parts with the 
other fraud parts leads to hardware problems. And the 
EVM software can have hundreds and thousands of 
lines of code. Attacks can be occurred even if the 
code is error free. 
 
1. Tampering the software before CPU 
manufacture: 
The EVM firmware is stored in the read only memory 
inside microcontroller chips and there is no provision 
for extracting and verifying it. This means that the 
software will get modified before it is embedded in to 
the CPU it leads to many changes which are difficult 
to detect. 
 
As the engineer is responsible for changing the 
software before built into the CPU after built in to the 
CPU it is highly difficult to notice where went wrong. 
There is only a chance through a back door . And the 
employees of the chip makers there is a possibility 
that modifying the compiled program image before 
burning into the chips. Reverse engineering of 
firmware is being possible with low complexity with 
the other voting systems in context of academic 
research. 
 
2. Substituting look –alike CPUS’s: 
After burning the chips into CPU it send to another 
place for assembling these CPU’s into control unit 
main boards. The attackers substitute look-alike 
CPU’s which counts the votes dishonestly. Inorder to 
eradicate this problem EVM designers must have to 
built cryptographic mechanism for identifying the 
original CPU’s which act as challenge-response 
protocol based on the secret contained in the original 
firmware. As EVM’s design is the simple design it is 
very to the attacker to build software which is 
identical to the original one. The chips get swapped 
with the dishonest chips by the assembler, or by the 
chip maker or by the courier. Custom officials have a 
chance to swap the chips while exporting to the other 
countries. 
 

3. Substituting look-alike circuit boards:  
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Replacing the CPU is an easy task for an attacker, he 
can replace it with in 10 min because EVM design is 
simple. In the same way it is very easy for an attacker 
to construct the board and replace it with an original 
one. Just opening the control board and replacing 
with an malfunction board and connected to the 
display through the cable then it will consider all 
inputs and outputs as a trusted system.  
 
This helps the attacker to stole the votes by replacing 
the circuit boards in the ballot unit and key press 
events. And by replacing the display boards also it 
results in incorrect total of votes. And there is another 
possibility that an attacker can place the another unit 
between the control unit and display unit this leads to 
replace the votes for another person. 
 
4. Substituting look-alike units: 
Voters and poll workers cannot know the EVM with 
their working is an authenticated or not. Researchers 
made many trails but they are not fully successful. 
This strives or encourage the attacker to build the 
dishonest unit and replacing them with an original 
units. This leads to replacement of original result with 
the dishonest results. 
 
It is easy of replace but difficult to duplicating the 
plastic house so attacker that tampering the machine 
is quiet easy than duplication. 
 
5. Tampering with machine state:  
If the system is built with honestly but there is a 
chance for attacker to modify the machine state by 
substituting another hardware part or anything else. 
This may results in malfunctioning of the system this 
leads to dishonest vote count or replacing the votes 
with the another person etc. 
 
2.1.2 Security attacks: 
Security attacks like loss of authentication this is due 
to corrupted voters. The corrupted voters taking 
money from dishonest parties and casts two or three 
votes. Suppose if the original voter is not available to 
vote then the corrupted voter will take chance to cast 
the vote in the place of original voter these all due to 
lack of photo clarity and other details or may due to 
time bound or due to carelessness of the polling 
people. 
 
2.2. Problem in present voting process: 
Presently the voting process can be done in two 
phases 1. Enrollment phase and 2. Voting phase. 
 
1. Enrollment phase: 
In the enrollment phase the personal details of the 
voters get recorded and if they valid voterid get 
generated and with in short period we will receive the 
voter card which is used for the identification 
purpose. And at the election time the officials who 
are appointed by the government will come to our 

respective residences and verify whether the members 
are available to vote or not. And then after few days 
voter slip get generated and send to our home with 
the photo identity and with voter id and polling 
station number, voters serial number  and with other 
respective details of the voter. 
 
2. Voting phase: 
During the voting phase the voter has to take the 
voting slip and an identity card to the polling station 
inorder to cast the vote.  
 
When the voter enters into the room he will get 
verified with polling station number and with the 
serial number and if are valid he will sign and polling 
officials put indelible  ink on the right hand fore 
finger for the proof that the respective person has 
been casted the vote and then ballot paper is given to 
the voter and the voter has to give the paper to the 
polling officer who is taking care of the EVM control 
box and then he will operate the EVM control unit at 
that particular moment only voter has to cast his/her 
respective vote. 
The main problem is that authentication is missing in 
this process if the valid voter who is unable to come 
to the polling booth and cast vote can be replaced by 
the  dishonest voter is being casting vote this is due to 
the lack of photo clarity, or due to time bound or due 
to carelessness of the polling officials this situation is 
mainly taking place in rural areas and some areas in 
cities also. By using the biometrics the above 
problem has been rectified. 
 
3. Biometrics: 
The word “biometrics” comes from the Greek 
language and is derived from the words bio (life) and 
metric (to measure).  
 
It is an automated method of recognizing a person 
based on physiological or behavioral characteristics. 
Biometrics offers authentication which helps avoid 
the problems associated with conventional methods. 
In fact, it now became more popular in civilian 
applications such as access control, financial security 
etc.  
 
To make a personal recognition, biometrics relies on 
who you are or what you do as opposed to what you 
know.  
 

It offers new perspectives in high-security 
applications while supporting natural, user-friendly 
and fast authentication. Biometric authentication is 
highly reliable, because physical human 
characteristics are much more difficult to forge then 
security codes, passwords and hardware keys. 
 
4. Proposed voting process: 
In the proposed system the voting process can be 
carried out in two phases 1. Enrollment phase and 2. 
Voting phase. 
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1. Enrollment phase: 
 In this phase while enrolling the details of the voter 
then only the biometric finger print must get enrolled 
and features get extracted and stored into the database 
in the form of biometric template. 
 
If the details are valid then the voterid is generated 
and with in a couple of days votercard get issued to 
the particular voter and from now as usual 
verification process will be carried and the details are 
valid with in few days voter slip is given to the 
particular voter and the process is as usual. 
 

2. Voting phase: 
In this voting phase when the voter is entered in to 
the polling station then person is first authenticated 
with his biometric details and with personal details. 
Suppose if we consider the finger print recognition 
system show in the below figure1 as the finger print 
biometric trait is enrolled and stored into the database 
and now when the voter get authenticated by keeping 
his finger and features get extracted and get verified 
with biometric template stored in the database if he is 
a valid voter then he is allowed to continue with 
further process i.e ballot paper get generated and 
he/she will casts the vote. 

 

 
Fig 1: Proposed Voting Process 

 
CONCLUSION 
 
Voting is very important in the current society. 
People who have crossed 18 years must actively take 
part in casting the vote. As India is a largest 
democratic country  but we are in still developing 
stage. By electing the right person only our India will 
be developed that is in our hands. Putting dishonest 
votes and allowing crime for money sake leads to 
future disaster. This paper proposed solution for the 
all vulnerabilities like dishonest votes etc by the help 
of biometric authentication by enrolling the details of 
voter and storing it into the database and at get 
authenticated at voting phase by performing the 
matching process with the stored biometric template 

if he/she a valid user then ballot paper get generated 
and cast the vote. This approach theoretically presents 
in reduction of corruption rate with the voter 
cooperation. 
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