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Abstract- Secured Cryptography is the combination of Cryptography and Steganography for information security to prevent 
unauthorised access or unwanted interventions. Cryptography is the art of hiding confidential or secret data via encryption 
algorithms to maintain the secrecy of information. Steganography on the other hand is the art of hiding a piece of data in 
another piece of data or media to hide the existence of information. Cryptography and Steganography combine to ensure a 
double layer of information security by both converting data in some other form and hiding its existence. This paper attempts 
to propose a dual security method for combining the RC6 enhanced algorithm for cryptography and Jpeg LSB Coding for 
steganography ensuring a highly secure communication. 
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I. INTRODUCTION 

 
The “Secured Cryptography” is the art or science that 
can protect our data or useful information from the 
outside world. As we know that in this modern era of 
Internet, the interventions, disruptions and unwanted 
or malicious behaviours are highly prevalent. This 
poses a high threat as far as our information security 
is concerned. This serious issue has motivated us to 
propose a suitable method. 
 
Cryptography is derived from the Greek words: 
“kryptós” meaning "hidden" and “gráphein” meaning 
"to write" - or "hidden writing". It refers to the art of 
maintaining the secrecy of data by converting it to 
some other form. Many Cryptographic Algorithms 
for encryption of data have been proposed in the past 
such as RSA, Diffie-Hellman, DSA etc but all of 
them have had severe drawbacks or have been 
intervened thus, posing a need for an enhanced 
algorithm that can take care of the same. 
 
On the other hand, Steganography is derived from 
Greek words steganosmeaning "covered or protected" 
and “gráphein” meaning "writing" – or “covered 
writing”. Many Steganographic Algorithms to hide 
the existence of data have been proposed in the past 
such as LSB Encoding, F5 etc via different medias 
like text, images, audio, video etc out of which 
Images are considered best considering overall 
properties like descent file size, enough capacity for 
easy encoding and rare or no changes after the 
process. 
 
But if Cryptography alone is used, it creates doubt 
that there is definitely something confidential 
involved whereas, if Steganography alone is used, 
once the file involved is known – the game is over. 
So, this system proposes combining of the 

Cryptography and Steganography methods combining 
the RC6 enhanced Algorithm and LSB Coding in 
Images Algorithm respectively thus, ensuring a 
higher level of information security via the dual 
security system.    
 
This paper is organised into six sections. 
Section I is the Introduction which describes about 
cryptography and steganography and also why should 
both be combined. 
Section II is the Related Work which describes the 
previous works and advancements in this field. 
Section III is the Proposed Work which elucidates the 
combination of the available cryptographic 
&steganographic algorithms for dual security. 
Section IV is the Proposed System which describes 
the system & process used via the figures. 
Section V is the Conclusion which gives an overview 
of the system. 
Section VI is the Future Scope which provides the 
advancements or changes that can be further done in 
the this paper.   
 
Related Work: The field of Cryptography is in use 
since many decades. In earlier years of cryptography, 
methods like rearrangement, substitution of text etc 
had been used but many algorithms have been 
designed and advancements have been followed in 
this field, years after years whenever any algorithm 
has been exposed or required certain modification 
with time. Considerable work has been done in this 
field mainly the RC Algorithms.  
 
The RC Algorithms were invented by Ron Rivest. 
"RC" refers to Rivest's cipher or Ron's code. Though 
names look similar, the algorithms are not much 
related. Ron [1] has proposed 6 RC algorithms till 
date: 

 RC1 which was never published. 
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 RC2 a 64-bit block cipher was developed in 
1987. 

 RC3 got broken before ever being used. 
 RC4 the stream cipher world's most widely 

used. 
 RC5 developed in 1994 was a 32/64/128-bit 

block cipher. 
 RC6 is a 128-bit block cipher based heavily 

on RC5 and AES finalist developed in 1997. 
 
RC6 is a popular algorithm but Verma H.K. and 
Singh R.K proposed the “RC6 Enhanced” algorithm 
which uses eight 32-bit registers rather than four 64-
bit registers considering 256 input/output blocks 
along with integer multiplication increasing 
efficiency. 
 
Similar to the Cryptography, Steganography has also 
been in use since many decades. In earlier times of 
Steganography,methods like using wax tablets, 
couriers with invisible inks etc had been used. But, 
the advent of Computers resulted in Digital 
Steganography which includes blog steganography, 
tempered executable files, tempered audio signals 
etc. 
 
Jain M., Mahajan S., and many authors proposed that 
Various Image Steganographictechniques include 
JSTEG, F5 and LSB which are the most common 
using media like: 
 

 Text Steganography 
 Audio Steganography 
 Video Steganography 
 Animation Steganography 
 Image Steganography 

 
Text Steganography involves hiding in the text i.e 
‘text’ is used as the cover but, the problem concerned 
with same is that very less information can be 
covered. 
 
Audio Steganography involves hiding in the 
audio/sound exposing Human Auditory System i.e 
‘audio’ is used as the cover but, the problem is that 
this method can be difficult. 
 
Video and Animation Steganographyinvolves hiding 
in both audio and images and have high capacity to 
hide data but, file size is a big problem. 
 
Image Steganography involves hiding in the images 
exposing Human Visual System i.e ‘image’ is used 
as the cover. This is the best and commonly used 
method because of high frequency of images on the 
internet, good capacity, descent file size etc. 
 
Morkael T., Condell J. Proposed use of Image 
Steganography more popular in nature. 
 

Raphael A. Proposed combining the Cryptography 
and Steganography to enhance security of useful 
information. 
Rajyaguru M. Proposed the combination of 
Cryptography & Audio Steganography. Hence, we 
have proposed combining the latest RC6 Enhanced 
Algorithm with the JPEG Image Steganography to 
provide an efficient system with dual security to 
improve performance and security. 

 
Proposed Work: The proposed Dual Security System 
using both cryptography and steganography 
combines the RC6 Enhanced Algorithm for 
encryption and Image Steganography via LSB 
Coding respectively. 
 
The RC6 Enhanced Algorithm for cryptography uses 
eight 32-bit registers rather than four 64-bit registers 
considering 256 input/output blocks increasing 
efficiency. It was developed as an enhancement 
extension of RC6 Block Cipher with the aim of 
increasing security and improving performance. 
Along with eight 32-bit registers, the inclusion of 
integer multiplication in this algorithm makes it 
significant as it increases greatly the diffusion 
achieved per round thus, providing greater security, 
less rounds and increase in throughput. 
 
As far as steganography is concerned, Image 
Steganography is considered the best due to its 
overall properties like high frequency of images in 
transfer, good capacity, descent file size etc. So, we 
suggest the Least Significant Bit i.e LSB Insertion 
Coding according to which the least significant bit of 
every Byte is altered to form the bit-string 
representing the embedded or hidden file.  
 
Altering the LSB only causes minor changes in color 
and thus is usually not noticeable to the human eye. 
 
These algorithms when combine as we suggest 
provide dual benefits as mentioned and make it very 
difficult for the outside world to intervene or disrupt 
thus, making it an appropriate choice for information 
security. 
 
As far as the working is concerned, on the sender’s 
side as represented in figure 1, the text file 
containing the useful information or data to be 
hidden is encrypted using the public key RC6 
Enhanced Algorithm to maintain the secrecy of 
information.  
 
The encrypted file obtained is steganographed via the 
LSB Coding image steganography algorithm thus, 
hiding the existence of file in the image chosen. 
 
On the receiver’s side as represented in figure 2, this 
steganographed image is chosen and steganalysed to 
obtain the encrypted file.  
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This encrypted file is finally decrypted to obtain the 
original file containing the useful content. 
Sender: 
 

 
FIG 1: SENDER 

 
Receiver: 
 

 
FIG 2: RECEIVER 

 
CONCLUSION 

 
The proposed system is an efficient system for 
secure communication as it ensures dual security of 
useful information or data. This system uses 
appropriate algorithms which can prevent 
interventions and unwanted access or malicious 
behaviours. 
 
The cryptographic algorithm used improves 
performance, increases the diffusion achieved per 
round, providing greater security, less rounds and 
increase in throughput thus, appropriate in 
maintaining the secrecy of communication. 
 
The steganographic algorithm used on the other hand 
exposes properties like high frequency of images in 
transfer, good capacity and descent file size thus, 

appropriate in hiding the existence of 
information.Thus, these two combine to provide the 
best choice for minimal transparency and ensuring 
dual protection for information security. 
 
FUTURE SCOPE 

 
The Future Scope of this paper is exploring new 
advancements in the field of Cryptography and 
Steganography and looking forward to finding more 
combinations of algorithms to ensure safe and secure 
communication of useful information or data. Also to 
explore a way that a random image is chosen for 
steganography and the process has an option of mail 
attached to it for direct transfer via internet. 
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