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Abstract: We know that, Intrusion Detection System (IDS) has become an integral part of any network. They became easy 
way to detect anomalies. What is required now is to have an efficient system having high accuracy and detection rate as well 
as low false alarm rate. Most of the previously proposed methods suffer from the drawback of k-means method with low 
detection rate and high false alarm rate. In this paper, we are considering one scenario of false positive. The false positive is 
the case in which the normal data is detected as attack. We are focusing on this problem with one example & proposing one 
solution for the same problem. The KDD CUP 1999 data set is used. Experimental results show that the class consider as an 
anomaly class if it have high number of count. But if the true person is crossing the threshold value of count it will be count 
as anomaly. So, to detect the true person & to remove false positive, we have proposed one solution.  
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I. INTRODUCTION 
 
In the present world, the numbers of attack have been 
increases exponentially. So, security of the network 
became an important issue. Now, it is very important 
to secure our sensitive data stored on any network. In 
the present world, we are having traditional security 
such as data encryption, firewall & VPN. They are 
good within them. Still they are lacking to detect the 
attacks by crackers. The most challenging threats are 
intruders. According to Anderson  identified three 
classes of intruders: (1) Masquerader: An 
unauthorized person who penetrates the system’s 
access control, (2) Misfeasor: Legitimate user who 
accesses unauthorized data & misuse his or her 
privileges & (3) Clandestine user: An individual who 
seizes supervisory control of the system. The 
masquerader is likely to be outsider, the misfeasor 
generally is an insider & the clandestine user can be 
either an outsider or an insider.     
Intrusions are controlled by intrusion detection 
systems. An Intrusion Detection System IDS  secure 
the network & protect it. It has the ability to detect 
anomalous activity automatically. The techniques for 
the detection of the anomalous activity are classified 
into two groups:-  
 
A. Predefined intrusion behavior 
It first store the pattern of malicious behavior which 
are related to intrusion & then judge the intrusion 
according to the obtain pattern. It has the higher 
detection accuracy & having low false alarm rate. 
The main disadvantage of it is that it can only find 
predefined patterns intrusions. 
 
B. Predefined normal behavior 
It first stores the pattern of user’s normal behavior 
into the database & then judges the normal behavior 

according to the stored pattern. If the deviation is 
huge enough, we can say that there is anomalous 
activity.  
An Intrusion Detection System (IDS) requires high 
accuracy and detection rate as well as low false alarm 
rate. In general, the performance of IDS is evaluated 
in term of accuracy (AC), detection rate (DR), and 
false alarm rate (FAR) as in the following formula:  
(1)Accuracy = (TP+TN) / (TP+TN+FP+FN)  
(2) Detection Rate = (TP) / (TP+FP) 
(3) False Alarm Rate = (FP) / (FP+TN) 
 
TABLE 1: General Behavior of Intrusion Detection Data 

 
I. True positive (TP) means attack data detected as 

attack.  
II. True negative (TN) means normal data detected 

as normal.  
III. False positive (FP) means normal data detected 

as attack.  
IV. False negative (FN) means attack data detected 

as normal.  
 

II. PROBLEM IDENTIFICATION 
 
Now, my problem is related to false positive. In 
which the normal data is detected as intrusion. For 
that we have to understand how data is considered as 
normal or anomaly. For that we will take data of 
KDD Cup 1999 data. The 1998 DARPA Intrusion 
Detection Evaluation Program was prepared and 
managed by MIT Lincoln Labs. The objective was to 
survey and evaluate research in intrusion detection. A 
standard set of data to be audited, which includes a 
wide variety of intrusions simulated in a military 
network environment, was provided. The 1999 KDD 
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intrusion detection contest uses a version of this 
dataset. When I observe this data & compare the 
normal classes & anomaly classes. I found that it 
takes 41 attributes to check whether the input is of 
normal class or of anomaly class. The attributes are as 
follow:- 
 
1) Duration 
2) protocol_type  
3) service  
4) flag 
5) src_bytes 
6) dst_bytes 
7) land 
8) wrong_fragment 
9) urgent 
10) hot 
11) num_failed_logins 
12) logged_in 
13) num_compromised 
14) root_shell 
15) su_attempted 
16) num_root 
17) num_file_creations 
18) num_shells 
19) num_access_files 
20) num_outbound_cmds 
21) is_host_login 
22) is_guest_login 
23) ‘count’  
24) srv_count 
25) serror_rate 
26) srv_serror_rate 
27) rerror_rate 
28) srv_rerror_rate 
29) same_srv_rate 
30) diff_srv_rate 
31) srv_diff_host_rate 
32) dst_host_count 
33) dst_host_srv_count 
34) dst_host_same_srv_rate 
35) dst_host_diff_srv_rate 
36) dst_host_same_src_port_rate 
37) dst_host_srv_diff_host_rate 
38) dst_host_serror_rate 
39) dst_host_srv_serror_rate 
40) dst_host_rerror_rate 
41) dst_host_srv_rerror_rate 
42) 'class' {'normal', 'anomaly'} 
43)  
Now, these 41 attributes are the one who decides 
whether the data in normal or anomaly. For example: 
Let us consider four data of KDD Cup 1999 dataset. 
Example 2.1 
0,udp,other,SF,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1
3,1,0.00,0.00,0.00,0.00,0.08,0.15,0.00,255,1,0.00,0.6
0,0.88,0.00,0.00,0.00,0.00,0.00, normal 
Example 2.2 
0,tcp,http,SF,232,8153,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,

5,5,0.20,0.20,0.00,0.00,1.00,0.00,0.00,30,255,1.00,0.
00,0.03,0.04,0.03,0.01,0.00,0.01, normal 
Example 2.3   
0,tcp,finger,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,24,1
2,1.00,1.00,0.00,0.00,0.50,0.08,0.00,255,59,0.23,0.04
,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 
Example 2.4 
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,48,
16,1.00,1.00,0.00,0.00,0.14,0.06,0.00,255,15,0.06,0.0
7,0.00,0.00,1.00,1.00,0.00,0.00, anomaly 
 
Now, our problem is related to the false positive. In 
this case, the definition is given as, if the attribute 
count is crossing certain threshold value say 20. It 
will call that class as anomaly. The normal class can 
be considered as anomaly class in other case. Our 
problem is related to internet banking. Consider the 
case of bank account of a person. Now, if person is 
trying to open in two or three attempts he or she can 
be login easily. But, if the number of count is 
increasing they are consider as intrusion in the 
network & the person is blocked to access that 
account for a day. This can be the case of false 
positive. By taking an example, we can understand 
the problem of it. Suppose any person “A” is having 
“50” Bank accounts & they have different password 
for that. Person “A” remembers the passwords but he 
or she is not able to map it properly i.e. say password 
of account 1 is “ABC!@#”, password of account 2 is 
“BCD!@#”,password of account 3 is “EFG!@#” & 
so on up to password of account no. 50. In terms of 
login, person “A” is not able to map the password & 
he or she tries it 50 times maximum to open the 
account. Here, person remembers 50 passwords in his 
memory but he or she is unable to map it. So, every 
time Person “A” tries one of its 50 passwords to 
login. As the person is trying to login every failed 
password is increasing the counts & making them 
close to anomaly class. In the above example 2.1 & 
example 2.2, the value of attribute “count” is 13 & 5 
respectively. It is considered as normal class. But in 
example 2.3 & example 2.4, the value of attribute 
“count” is 24 & 48 respectively. It is considered as 
anomaly class. So, because of the number of count it 
is consider as anomaly. The problem is that if person 
“A” is trying to login & if he or she exceeds the 
threshold value of attribute “count”. It is considered 
as intrusion. But according to the scenario person “A” 
is true person & it is making the case of false 
positive.  
 
III. SOLUTION 
 
One of the solutions is to increase the threshold value 
of attribute count. But it is not feasible. Increasing the 
threshold value of count gives more chance for the 
intruders to enter in the network. So we have to find 
the right way by which we can satisfy the problem 
without changing the system definition. We can solve 
this problem with help of messages. The message is 
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the reliable source to authenticate the person. If 
person is crossing certain value of attribute count. 
The system automatically has to send one message to 
his or her handset to confirm his or her authentication 
& giving more number of chances to them to enter 
password. Finally, giving them sufficient amount of 
chances can solve the problem of the user to use that 
network facility. 
So, when person “A” is trying to enter his or her 
password & crossing certain value of count, say 10. 
Then the system automatically generates one message 
& passes it to the handset of person “A”. Person “A” 
enters that message into the system & authenticates 
itself as a right person. After authentication system 
gave him more chances to enter password. We can 
define that system in such a manner that, after every 
10 wrong password entry, person has to authenticate 
itself with the help of a message. We can make these 
happen infinite times to the users because the user is 
authenticating itself with the help of message.    
 
CONCLUSION 
 
In the present day, every customer is facing this type 
of problem in which after five attempts the person’s 
internet banking is blocked for that particular day. I 
also suffer from this when I have to pay bill with the 
help of internet banking & because of having more 
account I have more password in my memory. Due of 

this I tried my first five passwords five times 
respectively & after the fifth attempt I was blocked 
by that bank’s website for next 24 hours. The 
consequence of it was that, it was the last date of that 
bill payment & I was charged with fine on next day. 
In this paper, we have given the solution of that 
particular problem. So if this solution is followed by 
internet banking websites it will decrease the false 
positive problems as well as it will be good for 
customers of that particular bank.  
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