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Abstract- The objective of this paper is to focus on secure and efficient routing over wireless sensor networks which 
comprises of a number of spatially dispersed autonomous nodes interfaced with sensors. From health to defense, WSN’s 
play a vital role in monitoring physical and environmental conditions. Since these nodes are often deployed in hostile 
environments, they are vulnerable to various attacks urging to the need of more secure and sophisticated mechanism to 
tackle these threats. In this paper Energy Efficient Clustering Scheme (EECS) is deployed to enhance efficiency over a 
cluster based multipath routing environment and improvise security which is a prime concern of WSN. We have focused to 
provide a feasible but not optimal solution to selective forwarding attack through Elgamal public key cryptosystem. First we 
choose a cluster head based on few parameters considering their energy level and distance that a node has to the base station 
and second, depending on the scalability of the node, public key encryption (PKC) scheme is used to provide an elucidation 
to the selective forwarding attack over WSN. 
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I. INTRODUCTION 
 
WSN consists of a collection of spatially distributed 
autonomous sensor devices called nodes which 
cooperatively pass their data through the network to a 
main location usually a base station. Each node 
consists of a radio transceiver for communication, a 
microwave controller and a battery which is the 
energy source. Normally these sensor nodes are 
grouped into clusters in order to achieve scalability 
and increased efficiency. Clustering involves 
grouping of sensor nodes into clusters and electing 
cluster heads for all the clusters. Cluster head collects 
the data from respective cluster’s nodes and forwards 
the aggregated data to base station. WSN's find 
variety of applications in domains like defense, 
health care, industrial monitoring, etc. Since WSN's 
have limited battery power and lack in robustness, 
they are susceptible to innumerable threats. In this 
paper we use EECS (Energy Efficient Clustering 
Scheme) algorithm in which the node with higher 
residual energy is elected as the cluster head via radio 
communication resulting in higher efficiency and 
balanced load. We have also focused on providing a 
solution to selective forwarding attack using Elgamal 
public cryptosystem - an asymmetric key encryption 
algorithm for public-key cryptography which is based 
on the Diffie–Hellman key exchange. The nodes that 
are involved in communication have to exchange the 
key for encrypting the message. The data is encrypted 
with receivers public key and decrypted with 
receivers own private key which is unique and not 
known to unauthorized users. As elgamal was the 
found to be the best algorithm when compared to 
other algorithm like RSA. The later comprises of 
computing with large prime numbers. Even though 

RSA was found to be best encryption algorithm it 
was also subject to attacks like mathematical, brute 
force and timing attacks. 
 
In section I we have discussed about the comparison 
of few clustering algorithms with EECS. Followed by 
section II describes about the few among many 
attacks in WSN. Section III gives a detail view of 
elgamal algorithm. Even though all the algorithms 
have been currently in use we have just tried to 
provide a feasible solution for selective forwarding 
attack. 
 
II. CLUSTERING SCHEMES: 
 

 
 
A. Need Of EECS: 
In order to overcome the drawbacks of the above 
stated algorithms, EECS (Energy Efficient Clustering 
Scheme) was proposed. EECS outperforms all the 
other clustering schemes with comparatively higher 
throughput. Alike LEACH, EECS also has two 
phases. (i) Cluster head selection (ii) Cluster 
formation.  
B. Cluster head selection: 
Initially, after deployment of nodes a number of 
cluster heads are selected. In this phase, every node 
broadcasts a COMPETE_MSG with the intention of 
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becoming the cluster head.  However, only the node 
with higher residual energy is selected as the cluster 
head whereas the other nodes are dropped out of the 
race. These dropped out nodes are called as PLAIN 
nodes. 
 
C. Cluster formation: 
In this phase all elected header nodes broadcasts an 
ADD_MSG to all the plain nodes inviting them to 
join its cluster. The plain nodes on receiving the 
message decide on which cluster to join. Usually, the 
nodes select the cluster that is nearest to them so as to 
reduce the overhead of communication. The cluster 
head will be such that it can reach the base station in 
one single hop whereas the other nodes make use of 
multi hop routing algorithm to reach the cluster head. 
After successful completion of these phases, all the 
nodes will have a routing table with parameters such 
as next hop, distance to destination, cost. The first 
phase ensures the prolonged life time of the cluster 
and the second phase improvises the scalability and 
stability of the network. 
  
As WSN works only with battery powers, energy 
plays a vital role. EECS algorithm comparatively 
provides better solution in selecting clustering heads 
based on various parameters like, the energy capacity 
of a node, its last communication with other nodes 
and the distance it has from the base station.  
 
II. ATTACKS IN WSN'S:  
 

 
 
Although all attacks have their own impact ,selective 
forwarding attack is the deadliest attack compared to 
the rest. Hence, in our study we have focused 
primarily on providing a feasible solution to this 
attack. Selective forwarding attack may lead to (i) 
low packet transfer ratio (ii) low scalability (iii) less 
throughput. 
 
III. SELECTIVE FORWARDING ATTACK: 
 
Selective forwarding attack is characterized by a 
malicious node refusing to forward certain messages 
and dropping them unconditionally. Here, the 
malicious node will act as a black hole i.e. it drops 
almost every packet that arrives to it. Such nodes 
have a risk that the neighboring nodes may consider 

it as a dead node and may not send packets to it. But 
these nodes cleverly forward certain messages in 
order to earn the trust of the other nodes and will 
drop other messages. Falling prey to this, the 
neighboring nodes cannot conclude that these nodes 
are dead and keeps on sending packets through them. 
Selective forwarding can happen in any fashion, the 
malicious node can drop the packets in regular 
intervals of time or it may target a node and drop all 
the packets originating from the target node or it may 
drop a random packet at random time which cannot 
be easily detected. Selective forwarding attacks can 
also be implemented by jamming or causing collision 
on transmitting the information.   
 
Fig III.1 depicts the selective forwarding attack of 
how far a node participating in forwarding packets 
just hesitate in doing so acting selfishly in order to 
sustain its energy power. In such a situation the nodes 
involved in communication cannot further 
communicate with the intended node which results in 
data packet loss. Hence an alternate solution has to be 
provided to overcome such a situation.  
 

 
Fig III.1Selective Forwarding Attack 

 
IV. ELGAMAL PUBLIC KEY 

ENCRYPTION ALGORITHM: 
 
ElGamal encryption proposed by Tahir ElGamal is 
one of the most powerful encryption algorithm till 
date. It provides an alternative to RSA encryption 
Algorithm .It uses a public key for encryption and a 
private key for decryption. Even in case if the 
attacker gets to know the encryption key, the process 
of deducing the decryption key from the encryption 
should be infeasible .This depends on the strength of 
mathematical relationship between the encryption 
and decryption keys. Elgamal has the advantage that 
the same plain text gives a different cipher text each 
time it is encrypted. Consider a communication 
between A and B in which user B sends an encrypted 
message to A. 
User 'A': 
 
(i)  A selects a large prime number PA. 
(ii) A   calculates a primitive element   αA modulo PA. 
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(iii) An integer dA is chosen as private key. 
(iv) 'A' computes BA Ξ  αA

dA   
       User A's public key is  given as(PA, αA , BA). 
 
User ‘B’: 
 
'B' encrypts a short message M (M<PA) and sends it 
to 'A'. 
(i) 'B' chooses a random integer K. 
(ii) 'B' computes r Ξ αA

K(mod PA) and  t Ξ BA
K 

M(mod PA) and discards K. 
(iii) Encrypted message (r,t) is sent  to user 'A'. 
 
User 'A' decrypts the message by using the following 
mathematical relation                               
tr

-d
A Ξ  BA

KM(αA
K)-d

A mod PA . 
 
 
 
 
IV. A Solution to selective forwarding attack. 
In this paper we assume that nodes transmit messages 
using AODV(Ad-hoc On Demand Routing Vector) 
protocol. In AODV, the network remains dormant 
unless or until there is a need to transmit data  (i.e.) 
routing is done only on demand.  The node that needs 
to communicate, broadcasts a connection request in 
the network .When the other nodes receive this 
message and if there exists a route in between these 
two nodes, it sends a message back to the requesting 
node .Thus the requesting node receives a number of 
responses from which it chooses an optimal route 
involving minimum hops to the destination. After 
selection of path, the node sends an RTS (Request To 
Send) message to the next node through which the 
packet is to be transmitted and waits for a CTS(Clear 
To Send) message from the next node  to establish a 
communication link. The packet consists of source 
address, destination address, time to live, checksum 
and body of the message.  
 
Before transmission, the nodes share their public key 
and the sender encrypts the message using ElGamal 
public key cryptosystem assigning a sequence 
number which gets incremented as the number of 
hops increases. The sender also sets a threshold time 
limit within which the acknowledgement to the 
forwarded packet should arrive. If the 
acknowledgement does not arrive in time the sender 
understands that the other node is malicious and 
sends the packet through another alternative path by 

rerouting. Any efforts by the malicious node to 
decrypt the message will go in vain since the private 
key can be derived only by the intended receiver 
thereby preserving confidentiality. 
 
Consider a hectic scenario in which the cluster head 
itself drops the packet subjecting the network to 
selective forwarding attack while transmitting the 
packet to a node in different cluster which has to 
certainly pass through the cluster head. Given this 
situation, the node that last passed the packet to the 
cluster head identifies that the cluster head is 
malicious after the expiry of threshold time limit and 
demands for re-clustering. The new cluster head is 
elected using EECS and the packet is retransmitted 
through the re-clustered network. Thus EECS along 
with ElGamal encryption provide a more secure and 
reliable communication reducing the impact of 
selective forwarding. 
 
CONCLUSION AND FUTUREWORK: 
 
In summary, techniques for efficient clustering and 
secure transmission have been studied and analyzed. 
Our main objective is establish a secure multipath 
routing over homogeneous environment and to 
provide a counter measure for selective forwarding 
attack in wireless sensor networks hence we did not 
concentrate much on the routing protocol and have 
used the basic AODV( Ad-hoc On Demand Vector 
routing) protocol for communication. In our future 
work we would include the latest routing protocols 
thereby enhancing our current research. 
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