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Abstract- Cross-site scripting (XSS) attacks are a network security attack that poses vulnerability in millions of websites 
where client activity turns into malicious one due to attack vectors adopted by the attacker. XSS intend to embed malicious 
scripts in web applications. Whenever the user visits any of such website or application in their browser, the client system 
becomes victim of XSS attack because the unaware client is responsible for triggering the action on behalf of attacker. The 
most common way to take advantage of XSS is through the use of social engineering techniques to lure users into performing 
actions that execute malicious scripts. In this paper an approach of cookie stealing and shell exploitation has been proposed 
to demonstrate proof of concept of XSS scripts on client machine. Clients become victim of these attacks so easily because they 
are not aware of vulnerability that is caused due to scripting content execution. Therefore it is necessary to let people know 
about the variety of harms caused by XSS scripts. So as to show the hazardous effects caused with the execution of XSS 
scripts, this paper illustrates two different attacks that have been launched using XSS, one of them being potentially leakage 
to cookie information and other one giving away a client shell to the attacker. Main purpose of this paper is to make users 
aware about the consequences caused by XSS attacks. 
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I. INTRODUCTION 
 
The demand of sharing information over network 
through internet has been increasing day by day with 
overwhelming speeds. In past the data and 
information was stored on hardware and was accessed 
through hardware but with developing technology the 
people had changed their way. Now the information is 
sent through web servers by networks. As the 
information is available over web server so it needs 
more security. In past, attacks on server-side were 
more successful, because servers were not well secured 
at that time. But as with increasing threat of 
server-side attacks developers become aware of such 
attacks. Now the researchers had designed lots of tools 
which can track most of the attacks at server-side. 
Since the server-side attacks were protected so the 
attackers moved to another option for their purposes. 
Hackers started attacking web applications those are 
designed on client system and later deployed on web 
servers. The advent of first generation web application 
includes static HTML as a tool to display pictures and 
inserting information. As long as with the increased 
demand of web based application more conveniences 
were added to web applications like downloading, 
uploading, searching etc. Common gateway interface 
has been applied to web based applications to get data 
from user side. Later on more and more advanced 
features have been added to the development era of 
web application. But as with the increasing 
conveniences it has become important to provide 
security to user’s information. Web based attacks are 
considerable threat to the security of web applications. 

Web based attacks are the most risky factors related to 
privacy, availability and confidentiality of 
information. According to a survey 70% of attacks are 
on the application layer of a network. Numerous 
method of attacking a web application, are devised till 
now. Some of these attacks are SQL injection, Blind 
SQL injection, Server-side includes, Cross-site 
scripting (XSS), etc.  
 
Cross-site scripting is a type of web based attack in 
which attacks are performed by injecting a script file 
say JavaScript file into web page which are being 
viewed by other users. XSS allows users to bypass 
access controls, to gain higher-level rights, to deface 
web pages, getting sensitive data, etc. It is most widely 
used because of the scripts executing at client-side and 
the unfiltered contents submitted by users. XSS 
attacks are most common attacks because web 
developers do not consider it seriously. A very 
common behavior of cross-site scripting attack is to 
gather cookies. Cookie is a technology which was 
designed initially to overcome the problem of stateless 
protocols in HTML. Cookies are used to store 
persistent information during a browser session such 
as session ID, user preferences or login information. 
XSS is basically done when developer has blind faith 
in the users. It allows malicious users to by-pass access 
control. 
 
The contribution of this paper is to demonstrate the 
vulnerability caused through XSS script in MERAK 
8.9.1 mail server and IE7 by showing proof of concept 
of cookie stealing and shell hijacking from client’s 
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account. HaneWIN DNS server is used to get mail 
exchanger (MX) records. Paros proxy server had used 
to trap the requests and responses of victim’s machine. 
Shell exploitation has been performed using 
metasploit framework console. The whole 
experimentation has been done in real time 
environment between connecting machines.  
 
The rest of the paper is organized as follows. In section 
II we briefly introduce XSS and previously done 
researches related to XSS attack. Section III includes 
solution methodology of proposed approach. In 
section IV countermeasures of XSS attacks are 
discussed. Finally in section V conclusion and future 
scope of proposed methodology has been introduced.  
 
II. LITERATURE REVIEW 
 
A. Background 
The main security issue with the introduction of client 
side scripts is to prohibit the access of a page in 
another window and second one is the access to 
cookies. However it is impossible to get information 
from one page to another but the art of finding a way 
that allows bypassing the security mechanism is XSS. 
The malicious XSS scripts can be injected through 
client inputs, URL’s sent by victim, pages which are 
referred from other pages or can be through emails or 
SMS etc.  
 
XSS attacks are classified in 3 types: 
1) DOM based Attacks: DOM is document object 
model which defines a structure for construct of 
HTML and XML documents. DOM based attacks are 
document based attacks. In these attacks vulnerable 
pages use data from document. In such kind of attacks 
payload is located in the URL not in HTML page. 
DOM attacks are used with social engineering attacks. 
Document based attacks works only with the browsers 
that do not modify URL. 
 
2) Non-Persistent XSS: These kinds of attacks are 
also used in collaboration with social engineering 
attacks. In reflected attacks payload is present within 
the URL. Such attacks are used where the data 
provided by web client is to be immediately used by 
server. For example non persistent vulnerabilities in 
Google could allow malicious sites to attack Google 
who visit them while logged in. Non-persistent XSS is 
usually used with phishing attacks.  
 
3) Persistent or second order: These attacks may or 
may not include social engineering. In these payload is 
inserted into the vulnerable web pages and then stored 
on the server. The payload may be executed on other 
web pages when users browsing the data. In these 
cases payload executes, victim need not to click on the 
malicious link. Due to this reason these are also called 

stored attacks. It is less frequent than non-persistent 
but its effect is more devastating than non-persistent 
because it has only two requests: one injecting the 
malicious code and store on the server, and the other 
execute payload when HTML pages are loaded by 
victim. For example: MySpace vulnerability. The best 
way to defend such attacks is to make sure that before 
saving on the server, input must be sanitized properly. 
On client side user can disable JavaScript within their 
browser that may decrease the chances of being 
attacked. 
 
B. Related Work 
XSS can cause many dangerous activities on web 
applications. There are so many risks on web 
application which may be caused by cross site 
scripting. Some of these attacks had been described 
below:  
 
Session Hijacking: Session hijack hack into a 
connection and inject some code in the network. 
Session hijack uses TCP/IP to attack a network. In 
session hijacking basically attacks hacks the session of 
a particular user. A session hijacking attack forces an 
attacker to terminate their session to an access point. 
The attacker masks the users MAC address and 
acquire user’s session. Session hijacking is generally 
performed on the users which are indulged into a large 
network. 
Cookie theft: The cookie theft and account hijacking is 
a severe attack caused through XSS attacks. A cookie 
is a kind of informatory document which is sent from a 
website and is stored on browser. Cookies can be read 
by server whenever required. Cookie is a technology 
which enables session management over HTTP 
protocol. There are six attributes which are stored in a 
cookie: Name of cookie, Value of cookie, Deadline of 
cookie, Path of server, domain of server, Demand for a 
secure connection between browser and server.  
 
Denial of service: In an organization availability of a 
network is must all the time. DoS attacks are the attack 
that prevents legitimate users from accessing 
resources such as network, website, and web server or 
computer system.  
The spread of XSS worm on MySpace is one of the 
examples of DoS attack. The main targets of DoS 
attacks are web applications, operating system, router, 
ongoing communication, links, infrastructure, 
firewalls and IDS etc. 
 
All these are threats of XSS attacks. In proposed 
methodology demonstration of dangerous effects of 
cookie stealing and session hijacking through running 
XSS scripts on victim’s machine. Proposed 
methodology also shows proof of concept to exploit 
vulnerability of IE7 by acquiring victim’s shell using 
XSS scripts. 
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III. PROPOSED METHODOLOGY  
 
Solution methodology of proposed system shows 
Non-persistent XSS scripting. Proposed methodology 
works by sending XSS scripts to victim through mail. 
The Fig. 1 shown below gives a brief idea about how 
XSS scripts are running in proposed system and 
stealing information from victim’s machine. 

 
Fig. 1. XSS approach of proposed solution. 

 
Proposed system has been implemented in real time 
environment between connecting machines. 
Vulnerability of Merak mail server and IE7 has been 
exploited in proposed technique. Proposed 
methodology works on demonstrating proof of concept 
for cookie stealing and shell hijacking using XSS 
scripts. Methodology that has been adopted for the 
system has been given below: 
 
1) Cookie theft using XSS: An XSS script has been 
written to exploit vulnerability of Merak mail server. 
Script is sent to the user through email. Whenever the 
client clicks on received script, an onload event will be 
fired and allow the script to be executed on client’s 
machine. Running of this script will not show any 
kind of activities on client machine but the attacker 
receives a file automatically containing victim’s 
cookie and URL as shown in Fig. 2. 
 

 
Fig. 2. Cookie stolen through XSS script. 

 
Cookie received by attacker from the stolen 
information is:  
“js_cipher=0;%20IceWarpWebMailSessID=50cac73f
e38e6a947674fa05b577a195” 
 The URL of the victim is: 
“http://192.168.201.129:32000/mail/blankskin.html?
id=1c1fdd36451c608665534737a1e43d8c” 

After that to grab user’s session, request and responses 
sent from victim’s machine has been trapped using 
paros proxy server and will embed the already stolen 
cookie in it. Paros proxy server has been used here to 
hijack victim’s session. After hijacking victim’s 
session attacker now have full access to victim’s 
account. 
 
Here is a problem that if the session expires then 
attacker will lose the control. So to keep the control 
even when session expires, attacker needs some 
additional mechanism to grab victim’s username and 
password. 
 
So to get the password add the alternate email id of 
attacker’s account. For acquiring the tampered data 
attacker can get the parameters by allowing tamper 
data in browser window. When the attacker clicks on 
forgot password option and fills the email id of victim 
and password verification. The password will be sent 
to both client and attacker’s accounts. After the 
password sent confirmation, there will be mail in 
attacker’s inbox showing the password of victim’s 
account. This is a way of cookie stealing in which the 
attacker can access victim’s account even if the 
session expires. A complete flow of cookie theft has 
been given in Fig below. 
 

 
Fig. 3. Control flow of cookie stealing using XSS. 

 
2) Shell exploitation using XSS: Here the 
uninitialized Memory Corruption vulnerability has 
been addressed. This happens when Internet Explorer 
(IE-7) tries to access an object or a page which has 
been deleted (from browser’s history too). A XSS 
script file has been prepared for performing this attack 
which will delete currently opened page from 
browser’s history and will replace the document’s 
location with the attacker’s server URL. 
 
For acquiring victim’s shell metasploit framework has 
been used. In proposed approach vulnerability in 
package “ms09_002 memory corruption” of internet 
explorer 7 has been used. It has been done to gain 
access on victim’s machine via a payload i.e. 
Meterpreter. For having access to victim’s shell, an 
email has been sent to victim that contains some 
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JavaScript which will notify attacker’s server and 
using Metasploit session id of Meterpreter has fetched 
and this id has been used to view information about 
Meterpreter session. And with this, the victim’s 
machine shell is within attacker’s control i.e. the 
attacker can view victim’s machine information. The 
Fig. 4 shows the result of XSS script execution for 
acquiring shell. 
 

 
Fig.4. XSS exploited Shell. 

 
A Complete flow of shell exploitation has been given 
below: 
 

 
Fig.5. Control flow of Shell exploitationusing XSS. 

 
IV. COUNTERMEASURES 
 
However it is not easy to counteract such attacks to 
level of completeness, but their effect can be largely 
minimized using measures that can be taken by client 
and server. Key considerations to handle cross site 
scripting are input validation and output escaping. 
Server must ensure input to be pre-processed before 
execution, for format and content while client browser 
may provide security by disabling JavaScript. Web 
developers may apply filters to improve performance 
with respect to input validation. Few other measures 
that can be adopted for a better level of security are 
limiting privileges for execution on server by clients, 
disabling HTTP TRACE on server, using appropriate 
attributes for session management such as IP 
addresses etc. 

CONCLUSION AND FUTURE SCOPE 
 
Network security has become a major issue in today’s 
internet oriented world. Attackers are exploiting the 
network anonymously. Server side attacks on network 
security are however reduced to an extent. But attacks 
using client side are now days, on increase, with a 
higher rate. Reason for this rapid increase is due to 
lack of awareness of clients towards the loss that they 
can initiate with vaguely directed activities over 
Internet. Information leakage and compromised 
systems through XSS based attacks are most 
prominent among such losses. Victims to incur these 
losses include many popular Internet giants like 
Yahoo, Google, Facebook, etc. Catering to the need of 
awareness, proof of concept has been established to 
depict how information processing plays a crucial role 
in security. In this paper, it has been demonstrated that 
improper structure of session management leads to 
cookie stealing and its reuse. Another aspect of 
improper information handling, covered in the paper 
relates to unfiltered loading by unsecure browsers. In 
proposed methodology, technique for cookie stealing 
and acquiring client shell using XSS has been 
demonstrated. It can be extended to provide a 
technique for detecting attacks which involve client 
participation, as depicted in XSS based attacks. 
Extension of this work may include some effective 
measures to detect these attacks with proper recovery 
procedures and alarm generating mechanisms. Work 
may be extended on to devise some prevention 
mechanisms too. 
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