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Abstract— Cloud computing is an emerging technology which provides various types of facilities to the users. Cloud 
computing is based on the concept of storage, virtualization, and connectivity and processing power to store resources and 
these resources are shared between different computers and other devices via the internet. To ensure the security of cloud 
computing is the challenging issue in the cloud environments.  By using cloud computing, it becomes easier to access and use 
personal information in the Cloud. In order to provide the security to the cloud network, homomorphic encryption technique 
is applied at the virtual machine for the verification and encryption/decryption of the user. But due to the lack of key sharing 
and key management feature, we apply Diffie-Hellman algorithm at the virtual machine for the authentication of the user. 
Diffie Hellman algorithm allows two parties to communicate with each other and also exchange their secret keys over an 
unprotected communication channel without meeting in advance.  
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I. INTRODUCTION 
 
Cloud Computing: 
Cloud computing is a model of information 
processing, storage, and delivery in which physical 
resources are provided to clients on demand. It can 
also be defined as “management of resources, 
applications and information as services over the 
cloud (internet) on demand”. 

 
Fig.1 Cloud Computing 

 
Cloud computing builds on established trends for 
driving the cost out of the delivery of services while 
increasing the speed and agility with which services 
are deployed. 
 
In cloud computing, there are many vendors who offer 
different cloud services with different pricing models 
like Amazon, Google and Microsoft. Every vendor has 
their own policies and agreement. Cloud computing 
provides the facility to store their data over the cloud. 
Then it is the responsibility of the cloud service 

provider to prevent the data from un authorized 
access. To secure the data various types of security 
mechanism are used. In the next part, section II 
represents literature review, section III represents 
proposed architecture, section IV represents problem 
statement, section V represents research methodology, 
section VI represents results, section VII represents 
conclusion and last section VIII represents future 
work. 
 
II. LITERATURE REVIEW 
 
Cloud deployment models: 
In cloud computing, there are different models used 
for cloud storage that allow users to maintain control 
over their data. These deployment models are: private, 
public or hybrid. 
 
A private cloud means using their own resources and 
own data centers making organization in control. The 
resources used in private cloud are not shared with 
other customers. “The cloud infrastructure is operated 
solely for an organization. It may be managed by the 
organization or a third party. Resources are dedicated 
only to the customer.” While in public cloud, 
organization will be relieved from the management 
but the organization have less control.  
 
Architectural layers of Cloud Computing: 
a) Software as a service (SaaS): This features a 
complete application offered as a service on demand. 
 
b) Platform as a service (PaaS):The goal of this layer 
is to enable the developers to build their own 
applications.  
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c) Infrastructure as a service (IaaS): Infrastructure 
as a service delivers basic storage and compute 
capabilities as standardized services over the network. 
Security issues in Cloud Computing: 
According to NIST’s definition, information security 
is the practice of maintaining the integrity, 
confidentiality and availability of data from malicious 
access, system failure and etc. 
 
 Integrity: It means the information provided is 
authentic, complete and trustworthy. The data over the 
cloud shall not be changed or altered by any 
unauthorized user or by any malicious activities. 
 
 Confidentiality: Confidentiality means 
information is accessed only by an authorized person 
or shared among authorized groups. An 
authentication method includes credential verification 
that can be applied to protect data against malicious 
attack. 
 
 Availability: It refers to the availability of the 
requested data resource. Data should be available 
under authorized operation including read, write and 
etc. 
 
Since cloud computing is utility available on internet, 
so various issues like user privacy, data theft and 
leakage and unauthenticated accesses are raised. To 
solve this problem concept of cryptography issued. 
Cryptography is the science of securely transmitting 
and retrieving information using an insecure channel.  
 
Cryptography involves two processes: encryption and 
decryption. Encryption is a process in which sender 
converts data in form of an un recognized string or 
cipher text for transmission, so that an eavesdropper 
could not know about the data. Decryption is just the 
reverse of encryption. The receiver transforms 
sender’s cipher text into a meaningful text known as 
plaintext. 
 
Homomorphic Encryption 
Homomorphic Encryption systems are used to perform 
various operations on the encrypted data without 
knowing the private key (without decryption), the 
client is the only holder of the secret key. 
For Example: RSA Cryptosystem 
 
In general, if n number of persons wants to 
communicate then they requires n * (n-1) / 2 number 
of keys. To solve this problem, the Diffie-Hellman key 
exchange protocol is used. This protocol provides a 
one-time session key for two parties. 
 
Diffie-Hellman Algorithm 
One of the major issue of public-key encryption is to 
address the problem of key distribution. The 

motivation for running the Diffie-Hellman protocol is 
to implement a secure session over an insecure 
network connection. 
 
III. PROPOSED ARCHITECTURE 
 

 
Fig.2: Security model for cloud computing 

The following steps shows how the proposed 
architecture works: 
 
1. In the first step, the users send the request to the 
virtual machine for verification. 
2. After verification, if the user is authorized then the 
virtual machine send the request to the cloud server for 
the data. 
3. The data is send to the virtual machine in the 
encrypted form to protect it from an un- authorized 
user. 
4. Then the secure path is established between the user 
and the virtual machine and the data is send to the 
user. 
5. At user’s end, the data is decrypted by using user’s 
private key. 
6. To create a secure communication path 
Diffie-Hellman algorithm is used at the virtual 
machine. 
7. For encryption and decryption of data, basic 
homomorphic encryption scheme is used. 
8. If the user is not authorized then no connection is 
made between user and virtual machine. 
 
IV. PROBLEM STATEMENT 
 
Our research focus on various threats that are the 
major issue for anyone when they want to adopt the 
cloud services for their work. To resolve this problem, 
a framework should be designed for the execution of 
data and information securely in the cloud 
environment. It will protect users’ data, messages, 
information from an unauthorized access.  
 
V. RESEARCH METHODOLOGY 

 
This study is mainly focused on to develop a model for 
fully homomorphic disk encryption schemes. The new 
scheme will provide reliable key storage and key 
management services. In this new model, secure 
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channel establishment algorithm i.e. Diffie-Hellman 
algorithm will used for key management and key 
sharing. The Diffie- Hellman algorithm is most secure 
and reliable algorithm. 
 
We have embedded the Diffie Hellman key exchange 
algorithm for authentication procedure. In cloud 
network, it defines the source node and destination 
node. To establish secure channel between 
communicating parties, each party select a random 
prime number g and n, selected numbers become 
public keys of both parties. 
The source node become master and destination node 
become slave, master and slave select their private 
keys ‘a’, ‘b’ respectively. The master calculates new 
value “M” from their selected public and private 
numbers. 
1. M= ga mod n 
The Slave calculates new value “S” from their selected 
public and private numbers 
2. S= gb mod n 
The Master and slave exchange their calculated “M” 
and “S” values through intermediate nodes. 
3. When Slave receives “M” and Master receives "S” 
both parties will calculate mode inverse value. When 
master receive value “S” from slave and calculate new 
value “K1” from the received “S” value. 
4. K1=Sa mod n 
Slave receives value “M” from master and calculates 
new value”K2” from the received “M” 
5. K2=Mb mod n  
After calculating “K1” and “K2”, both parties 
establish secure channel, by calculated new key “K”. If 
both communicating parties have same “K1” and 
“K2” values, secure channel is established between 
Master and Slave. 
K=K1+K2 
When secure channel is established between master 
and slave, communication starts between both parties. 
The communication between Master and Slave is 
encrypted with public keys. Each parties use their own 
private keys to decrypt the communication. 
 
In our work, we are using Diffie-Hellman algorithm 
for secure channel establishment and for mutual 
authentication. In our proposed scheme only two 
messages are needed to exchange between two devices 
and a secure channel will be established. It is more 
secure than the existing authentication procedure. It 
takes less time to authenticate the users and it 
enhances the performance of the mobile devices in the 
network. 
 
VI. RESULTS 
 
In this paper, we apply Diffie- Hellman algorithm at 
the virtual machine for the authentication of the 
appropriate user. 

 
Fig3. Placement of various nodes 

Fig3. shows the placement of various nodes, virtual 
machine and cloud service provider. In this Fig3. five 
nodes are used where data is received by the user. 

 
Fig4. Scenario with Diffie-Hellman Algorithm 

Fig 4. shows the steps performed in Diffie-Hellman algorithm for 
authentication 

 
Fig5. Working of Proposed Architecture 

Fig5. shows complete working of our proposed architecture 
 
In this the green line shows that connection is made 
between  
1. The virtual node and the cloud node 
2. In the second step the connection is made between 
the user node and the virtual node. 
 

 
Fig6. Time comparison between Diffie-Hellman and without 

Diffie-Hellman 
Fig6. shows the time comparison between two methods used for 
encryption/decryption  of the data by using Diffie-Hellman or 

without using it 
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Fig7. Energy comparison between Diffie-Hellman and without 

Diffie-HellmanThe above 
 
Fig7. shows number of joules taken by both the 
methods to encrypt or decrypt the data. The above 
comparison shows that amount of energy consumed by 
Diffie-Hellman is less as compared to basic 
homomorphic encryption scheme. 

 
Fig.8 Efficiency comparison between Diffie-Hellman and without 

Diffie-Hellman 
The efficiency comparison is done on the basis of number of 

resources used in both the scenarios. 
 
CONCLUSION 
 
In this thesis, we study about cloud computing its 
advantages and disadvantages. Users can store their 
data over the cloud. So the main issue in cloud 
environment is to provide security to the data so that 
an unauthorized user cannot use or modify the data 
stored in the cloud server. In order to provide the 
security homomorphic encryption scheme is used with 
Diffie -Hellman algorithm. The Diffie-Hellman 
algorithm is used for secure channel establishment 
and for mutual authentication. Diffie Hellman key 

exchange algorithm provides the safety against attack. 
In Diffie -Hellman algorithm, there is no provision for 
the storage or exchange of the private key. So it 
protects network devices from attacks. To implement 
this architecture of cloud computing MATLAB is 
used. 
 
FUTURE WORK 
 
This paper mainly focuses on the authentication of two 
parties so that data should be protected from various 
unauthorized users. According to this thesis a secure 
channel should be established two users to transfer the 
data. Only authorized users can encrypt or decrypt the 
data. For encryption and decryption of data, basic 
homomorphic encryption scheme is used along with 
Diffie- Hellman algorithm.  
In our architecture, we only work on the security of the 
data. So in future we emphasize on the 
implementation of this proposed architecture along 
with the protocol which is used to ensure the integrity 
of the stored data in the cloud. To provide the integrity 
to the data HMAC protocol is used with existing 
techniques. 
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