
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-9, Sept.-2014 

Conflict Management Model Using Functional Reactive Programming In Software Defined Networking 
 

80 

CONFLICT MANAGEMENT MODEL USING FUNCTIONAL 
REACTIVE PROGRAMMING IN SOFTWARE DEFINED 

NETWORKING 
 

1CHANDRASEKARAN SUBRAMANIAM, 2VIKNESHKUMAR T, 3VIGNESH R 
 

1SRM University, 2,3Anna University Chennai, India 
E-mail: Chandrasekaran_s@msn.com, vikneshkumar@live.com, vignesh.6v@gmail.com 

 
 
Abstract- The objective of the research paper is to propose a conflict management model using functional reactive 
programming technique in Conflict Aware Software Defined Networking (CA-SDN). The OpenFlow architecture of 
software defined network has many serious limitations in the number of devices connected to the network over a given 
period of time and also on the limited number of packet flow during any interval of time. A Functional Reactive 
Programming (FRP) technique is proposed to handle such conflict situations where more number of devices requesting for 
the same data within the same period. The various compliances are checked towards solving the network management 
problems and challenges using a Conflict Solving Server. This model focuses on local and global software solutions to the 
various critical types of conflicts using the proposed Conflict Aware Propositional Directed Acyclic Graph (CAP-DAG) 
method. The scalability and reliability of the proposed compliance aware network can be validated through the software 
management policies. 
 
Keywords- Conflict Aware, Network compliance, Conflict server, CAP-DAG, Reactive Programming, Management 
policies 
 
 
I. INTRODUCTION 
 
Communication networks are growing in size and 
complexity at an ever-increasing rate, with the 
convention a infrastructure, network systems, and 
protocol stack, which hardly provide adequate 
solutions to the contemporary networking demands. 
This triggered the emergence of different approach to 
network systems architecture, called Software-
Defined Networking (SDN). The computing and 
communication networks face reliability issues due to 
many conflicts that are to be managed by its design 
while transferring the information packets between 
the source and destination through many intermediate 
nodes. The time in processing the incoming parallel 
conflicts necessitate isolation between control and 
data packets. The methodology of separation of 
control plane and data plane provides greater 
flexibility and scalability to the networks. The earlier 
OpenFlow Architecture used for segregating the 
control and data plane through which the 
performance of the network under conflicts were 
studied in terms of an estimate for the sojourn time of 
a packet and the probability of packet loss. The 
serious limitation regarding the Open Flow 
architecture is that the model does not capture the fact 
that the incoming traffic at the switch is queued first 
per line card, i.e., one queue per port and also it will 
not allow more number of switches to connect with 
the controller where there is a possibility of resulting 
in a conflict situation when number of devices request 
for the same data [3] thus at the data plane level, 
Open Flow introduces a drop of performance of about 
11% regarding latency and throughput.The other 
proposed model encompasses a Mini-net; a new 
network prototyping environment uses the light 

weight virtualization where the users can implement a 
new network feature. At the same time, light weight 
virtualization enhanced the scalability with 
interactivity and at the same time it has a limitation 
due to lack of performance fidelity during the transfer 
of high loads of different OS kernels simultaneously. 
The SDN emphasizes the separation of the control 
plane from the data plane in forwarding data packets 
and the functionality of the network is defined using 
software after it has been deployed, which is under 
the control of the network owner and the operator. 
Thus SDN enables a better form of approaches to 
state management and the network reliability 
management strategies with respect to various 
security risks due to the conflicts between any two 
nodes. These conflicts can be managed using the 
well-established strategy, directed acyclic graphic 
(DAG) representation of the network. The extended 
model of DAG namely, a PDAG (Propositional 
Directed Acyclic Graph) technique through which a 
transformation into cd-PDAG which satisfies 
decomposition and determinism gives the exact 
values of the underlying network structure. The issues 
and challenges in network management demand a 
reactive programming strategy that supports the use 
of streams, first-class functions and higher – order 
operation. In SDN, the signals are the first- class 
values which enables us to use the higher-order 
functions and signal-valued signals. It also permits us 
for writing the programs which dynamically grows 
and alters the dataflow network. The Functional 
Reactive programming (FRP) is used for combining 
the data and the demand-driven evaluations, in which 
values are recomputed only when necessary. Here, 
the reactions are instantaneous rather than the actions 
that have already happened or for the reactions that 
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are yet to happen. In the case of event occurrences, a 
reactive behavior follows a non-reactive function of 
time. The focus of the paper is to apply theSDN 
strategy with conflict awareness so as to solve the 
issues with the help of a dedicated server. 
 
The rest of the paper is outlined as follows: Section 
IIdefines basic concepts of SDN its architecture. 
Then, Section III presentsthe actual research and 
experimentation. Next, Section IVanalyses the SDN 
challenges.Section V explains the methodology of 
solving the different conflicts using Haskell.Finally, 
Section V concludeswith the discussion and 
conclusions with inferences and the limitations of the 
present work. 
 
II. SOFTWARE DEFINED NETWORKING – 

AN INTEGRATED APPROACH 
 
Software-Defined Networking has been touted as an 
approach to bring high programmability to network 
components by disintegrating the forwarding function 
of a network into an efficient fast path and a 
programmable slow path. An ordinary network 
comprises of hardware which performs fixed net 
operations and multiple tasks like routing, access 
control, and traffic monitoring. Decoupling all these 
tasks is difficult and thus implementation of these 
tasks independently in separate modules is effectively 
impossible.  In switches from high level networking 
functions to a set of  low level hardware rules are to 
be correctly implemented in hardware otherwise 
cannot be forwarded or acted upon. While in 
Software defined networking (SDN), an emerging 
architecture for computer networking separates the 
control plane from the data planein the network 
entities, and control is directly programmable in a 
centralized manner. SDN is also a programmable 
network infrastructure that supports in-bound 
software driven features which can be instantiated on-
demand based on the changing requirements and 
resource constraints. Features include for example, 
the utilization of shared and integrated connectivity, 
storage and processing resources and a qualified 
access mechanism to a set of network embedded 
resource-facing services. Other features of SDN 
include functional programmability and elasticity as 
well as integrated content and data access. The issues 
are due to the receiving of packets by 
theinterconnection devices; the controller takes 
forwarding decisions solely based on a set of multi-
criteria policy rules defined by external applications, 
but switches don’t know to react according to events 
or triggers. At the same time, too many switches raise 
race problems due to late or early arrival of packets 
before the installed rule gets executed. SDN allows 
programmable central control of network traffic 
without requiring physical access to the network's 
hardware devices.SDN has centralized point of 
management and a control to provide global network 

orchestration from a single point of management. The 
network gets split into network elements and data 
packets where network elements contain routers and 
switches, the data packets contain data and control 
information. The data is the information which is 
present in the server which is transmitted in the form 
of packets to the network switches. The control plane 
is implemented as software in servers separated from 
network equipment. Data plane is implemented in 
commodity network equipment.The flow of data 
packets that constitute communication between any 
two devices connected over the network has been 
largely controlled by standard protocols defined for 
the different abstraction layers. These abstraction 
layers and their standard interfaces has been the root 
cause of highly successful scaling of the Internet. 
With this model, whenever a data packet arrives at a 
network device, the packets are switched based on 
standard forwarding rules which neither the network 
operator nor application have full control over. The 
Software defined networking enables the network 
operators and application service providers to add 
their own processing in order to control and program 
the network slices through open network interfaces. 
The Fig.1 shows the basic architecture of the SDN in 
which the control plane is separated from the data 
plane. The administrators can have network 
abstraction in their networks so that they can control 
and manage the slicing and virtualization of the 
networks. By using SDN, the service custom ability, 
operability and the performance factors are enhanced.  

 
Fig.1: SDN Architecture and APIs 

 
III. CONFLICT AWARE PROPOSITIONAL 

–DAG 
 
A network conflict is a state or situation arising due 
to certain circumstances where there is an occurrence 
of disagreement between two nodes in which both the 
nodes  try to send or receive the same packet at the 
same time. This leads to poor synchronization in the 
communication between nodes and loss in the 
performance over the transmission of packets. The 
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well-known Directed Acyclic Graph (DAG) and 
Propositional Directed Acyclic Graphs (P-DAG) are 
formed in order to eradicate the network reliability 
issues that arise in a network and to represent the 
Boolean form of the graph [9].  The proposed 
technique is used to configure such situation as a 
Conflict Aware Propositional Directed Acyclic Graph 
(CAP-DAG) through which the conflicts can be 
solved. It is known that DAG is a directed graph 
which doesn’t follow any cycles and it is used to 
represent the simple form of a network as a graph 
representing a conflict free network. The nodes act as 
the switches and the edges are used for the 
connectivity and transfer of packets between the 
switches.  

 
Fig.2: A Conflict Free Network (DAG) 

 
Let Vn = {A, B, C, D} be the set of nodes (Switches), 
En = {e1, e2, e3, e4, e5} be the set of edges, G = (V, E) 
be the graph representing a network where  s  V 
source node, t  V terminal node, T ⊆ V where T 
represents set of terminal nodes, |T| = k. The other 
representations are, ei=<u,v>, edge connecting u and 
v, where u, v  V, i  {1,…,m} and S = (s1,….,sm) a 
network state, where si  {0,1}, i= 1,…..m. Let Ф     
Ω {0, 1} be the structure function and C(Ф) be the 
conflict in the structure function, pi be theprobability 
p(ei)of edge ei with conflict and qi = 1-pi probability 
p(ei) of edge ei without conflict. The TableI indicate 
whether there is a path between two nodes or not.  
 

Table I: Connectivity Matrix 

 
 
The symbol ‘⊥’ is used to denote that there is no path 
between the switches, λnindicate there is no 
connectivity within a same node. ‘en’ implies the 
path/edge between the switches. The CAP-DAG is 
designed so as to overcome the conflicts that arise 
during the transfer of packets between the nodes. 
Fig.3 represents the conflict aware propositional 
directed acyclic graph in which the controller is 
assigned to handle the conflicts in a network. 
Whenever there is a conflict in the packet delivery the 
controller takes the full control of the network to 
detect the type of conflict that has interrupted the 
packet delivery. After detecting the type of conflict, 
the controller takes the necessary action with the help 

of Functional Reactive Programming (FRP) module 
running in that server as per the request from the 
source or destination.  
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Fig.3: Conflict Aware Propositional Directed Acyclic Graph 

(CAP-DAG) 
 
The packets in the data paths are not affected in the 
above said scenario, thereby increasing the overall 
performance of the network. 

 
IV. ROLE OF REACTIVE PROGRAMMING 

IN SDN 
 
Functional reactive programming (FRP) is an elegant 
approach to declaratively specify reactive 
systems[6].Haskell is taken as a platform for 
removing the conflicts in a network. Functional 
Reactive Programming is taken into account because 
the applications designed using General Purpose 
Programming like object orientation and procedural 
orientation practices do not typically interact via 
structure overflow such as loops or direct procedure 
calls. They won’t be able to handle the conflicts as 
reactive systems. FRP possess simple and most 
powerful semantics that makes the program simpler 
and compatible than the general purpose computer 
programming languages [7]. FRP is mainly used to 
work and capture the notion of time varying 
values.Haskell is a functional reactive programming 
language suitable for variety of applications. It is a 
wide-spectrum language used particularly in 
programs that are needed to be highly maintainable 
and modifiable. It provides substantially increased 
programmer productivity. The functions, first class 
objects and reactions are to be studied in designing a 
conflict aware SDN.  
 
V. CONFLICT SOLVING SERVER 

(CONTROLLER) 
 
There are various reasons for a conflict to occur 
which includes missing of the data packets, energy of 
the switch gets minimized in certain circumstances 
and lack of network resource availability. A node 
may also failif the high speeddata transfer occurs 
beyond the accepted limit which results in a timing 
conflict. The Fig.4 represents the formal working of 
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the CSS, which shows the transferring of packets 
from the switches to the controller.  

 
Fig.4: Formal representation of Conflict Solving Server 

 
Once a conflict occurred during the transmission of 
the packets over the network, the switch sends the 
conflict occurred packet (COP) to the conflict solving 
server (CSS). The packets are sent to CSS in 
accordance with the priority in the form of a queue in 
which the packets are arranged based on the conflict 
priority or impact. Therefore whenever the CSS 
receives the conflicted packet from the switch, it 
obtains the port address, data, packet header and also 
routing table information from the switch. 
  

Table II: Conflict occurrence and its solution 

 
 
From the Table II, the reasons for the occurrence of 
the conflict and the solution to solve are elucidated in 
detail. In the conflict solving server with the help of 
the data obtained from the switch and packet it tries 
to find the type of the conflict and the solution from 
the conflict occurred. In case of a node conflict, the 
CSS finds the alternative path to the destination node 
with the help of the routing table and header position 
in the packet. If there is an occurrence of packet 
conflict, the CSS compares the packet with the 

original packet obtained from the server and if it 
doesn’t match, it informs the server to resend the 
packet and the switch to drop the packet. For of an 
edge conflict, CSS find the alternative route from the 
switch. There is also a chance for resource conflict 
occurs when there is lack of resources. 
The CSS checks with the resource limit and if it 
exceeds the specified limit then the CSS informs the 
server to split the packet and send it again as given in 
the Table II. Thus by solving the conflict, the CSS 
send the updated information of the packet to the 
switch along with the updated routing table. The 
pseudo code illustrates the possibilities of conflicts 
and their detections. 
 
 
Pseudo code 1 Conflict detection 

 
Conflict_detect :: IO () -> string 
Conflict _detect = 
 def_packet = css_server (Snt_here) 
 comparepacket :: string -> string -> ordering 
 comparepacket = comparing (packet 
&&def_packet) 
 ifcomparepacket != EQ 
 thenpacket_conflict() 
 else 

z = sizeof(Packet) 
 if z > = limit_of_switch 
 thenresource_conflict() 
 else if (succ_node != nxt_node) 
 thennode_conflict() 
 elseif (new_path = = “ ”) 

edge_conflict() 
 

 
Fig.5: Packets in the queue 

 
When a conflict occurs, those packets are arranged in 
a queue and the priority values are assigned. As given 
in Fig.5, if the queue is full, packets are sorted based 
on the priority and the packet with the highest priority 
is sent to the conflict solving server (CSS). In Fig.6, 
the occurrence of packet conflict is detected by 
comparing the received packet with the default packet 
sent from the server and based on the size of the 
packet the resource conflict is detected. If the 
information about the successive node is not present 
in the routing table, then a node conflict is detected 
and if there is no path availability between two nodes, 
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then packet cannot be sent which will result in an 
edge conflict. 
 
Pseudo code 2 Solution for the conflict

 
Packet_conflict :: string -> I/O 
Packet_conflict = 
 Css_server(resend_packet) 
 Css_switch(drop_packet) 
Resource_conflict :: string -> I/O 
Resource_conflict = 
 Css_server(split_packet_snd) 
 Css_switch(drop_packet) 
Node_conflict :: string ->I/O 
Node_conflict = 
 Route= new_route(routing_table) 
 Path = new_path(path) 
 if route = = ” ” || path = = ” “ 
 thencss_switch (route, path, packet) 
 elsecss_server (Cant_sen) 
Edge_conflict :: string -> I/O 
Edge_conflict = 
 Route= new_route(routing_table) 
 Path = new_path(path) 
 if route = = ” ” || path = = ” “ 
 thencss_switch (route, path, packet) 
 elsecss_server (Cant_sen) 
 
The reactions that are taken for every event occurred 
in the network are shown in the Table III. Initially 
whenever there is an occurrence of conflict the 
packets are arranged in the form of queue. The 
respective functions are triggered whenever the 
particular event occurred. 
 

 
Fig.6: Packet conflicts in Haskell 

Table III:Events, Functions and Reactions of CSS 
 

 
 

DISSCUSSION AND CONCLUSION 
 

This paper presents the state-of-the-art, the evolution 
andthe challenges of Software Defined Networking in 
the last fewyears. Below, there is an exposition of 
some final commentsand conclusions. 
 
The software defined networking concept is used to 
solve many types of conflicts like disagreement, 
misbehavior and incompatibilities. In such 
circumstances, the network in the context of routing 
disintegrates the packets and isolate from others and 
send them to the server. The Haskell programming 
supports the reactive programming technique through 
which the conflicts are solved and thereby enhances 
the reliability of the network management.This 
evolution could offer new services, for example onthe 
fly encryption, transcoding, or traffic classification. 
The limitations of the work are in the node coverage, 
that is the virtual nodes and virtual networks are not 
considered.  
 
The second limitation is the discrimination between 
conflict and constraint. These limitations will 
definitely be considered in the future work with ‘n’ 
number of node clusters and virtual private networks. 
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