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Abstract- This Paper discusses about the vulnerabilities happening in a Web based environment. Initially we present an 
overview about the current stage of the Intrusion Detection Techniques. Then we propose four new approaches (techniques) 
to overcome the difficulties in existing system. The technique named SOL – IDS is meant to ensure Windows and SQL 
authentication called Mixed Mode Authentication. The second technique FTP – IDS is to provide special login / logout wizard 
by means of FTP session management. In the third Technique ROLE BASED IDS the user can be defined with Roles to access 
the resources. In the last technique Fingerprint Authentication, we propose a new Pattern Matching Algorithm named 
“WriteGIF Encoder” and “WriteGIF Pattern Matcher” to encode pictures in image based on the density. These techniques are 
to be used in various project management activities involved in IT field applicable to all Web Domain. 
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I. INTRODUCTION 
 
Intrusion detection is a process used to identify 
abnormal activities in a computer system. Traditional 
intrusion detection relies on the extensive knowledge 
of security experts, in particular, on their familiarity 
with the computer system to be protected. Intrusion is 
a nuance in Information security, as it aims to detect 
exploitation of system vulnerabilities by known 
legitimate users or unknown illegitimate users of 
society. Ever since computers exist, computer 
networks have not ceased to grow and evolve. It is a 
known fact that computer networks have become 
essential tools in the development process of most 
enterprises and organizations in several fields such as 
bank, insurance, military etc. The increase in 
interconnection between these several systems and the 
networks has made them accessible by a vast and 
diversified user population that keeps on growing. The 
users, known or not, do not always carry good 
intentions when accessing these networks. They try to 
read, modify or destroy critical information or just 
attack and disturb the system. Since these networks 
can be potential targets of attacks, making them safe is 
an important aspect that cannot be ignored. 
 
Intrusions can be divided into eight basic categories: 
Eves Dropping and Packet Sniffing, Snooping and 
Downloading, Tampering or Data Diddling, 
Spoofing, Jamming, Flooding, Masquerading, 
Exploiting Vulnerabilities, Password Cracking and 
Keys. Many techniques have been to test for these 
intrusions. One was developed by Matthias Schonlau, 
who collected Unix command data from 50 users and 
this is used as a benchmark in evaluating IDS using 

command sequences. The results of 6 methods that 
were followed from this benchmark, viz., Uniqueness, 
Bayes One-step Markov, Hybrid Multi-step Markov, 
Compression, Sequence-match and Incremental 
Probabilistic Action Modeling showed very low false 
negatives. The missing alarms fell in the range of 30 – 
60%. Ray A Maxicon extended Schonlau’s work by 
testing the hypothesis of enriched command lines and 
achieved a detection level of 82%. Intrusion detection 
systems (IDS) are important components of defensive 
measures protecting computer networks from abuse1. 
Network based intrusion detection system and host 
based intrusion detection system are the two primary 
intrusion detection models. A network intrusion 
detection system (NIDS) monitors traffic on the 
network wire and attempts to discover if a 
hacker/cracker is attempting to break into a system or 
cause a denial of service attack2. A host based 
intrusion detection system audits data from a single 
host to detect intrusion. Functions of NIDS include 
monitoring and analysis of network traffic, 
recognition of activity patterns and statistical analysis 
for abnormal activity patterns and generating security 
alerts. 
 
Figure 1 illustrates the various components of a 
network intrusion detection system in general. A 
network packet capturer called sensor collects data 
from the network and provides them to the rule engine 
and the activity normalizer. The rules engine searches 
the data for patterns from the known malicious 
activity database. The activity normalizer performs 
analysis (usually statistical) of the data1. 
 
Intrusion detection techniques can be categorized into 
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misuse detection and anomaly detection, based on the 
strategy for detection. Misuse detection finds 
intrusions by looking for activity corresponding to 
known techniques for intrusions2. This involves the 
monitoring of network traffic in search of direct 
matches to known patterns of attack called signatures. 
This is a rule based approach. The disadvantage of this 
approach is that it can only detect intrusions that 
follow pre-defined patterns2. In anomaly detection, the 
system defines the expected behavior of the network or 
profile in advance. Any significant deviations from 
this expected behavior are then reported as possible 
attacks. Such deviations (false alarms) are not 
necessarily attacks. Intrusion detection systems based 
on misuse detection lack the ability to detect attacks 
that do not fit a pre-defined signature. 
 

 
Fig. 1. Components of an intrusion detection system 

 
A critical issue for anomaly detection is the need to 
reduce false alarms, since any activity outside a known 
profile raises an alarm2. Data mining is a major 
approach to anomaly detection. This helps in 
identifying the anomalous pattern from the audit data. 
Data mining techniques determine which 
characteristics of previously identified attack activity 
distinguish the pattern from normal network usage3. 
In this work, a Web-based intrusion detection system 
that makes use of data mining techniques is presented. 
The data mining techniques used with this system are 
clustering, sequence analysis, visualization, and drill 
down4. This system offers a common platform to 
analyze host-based traffic features, time-based traffic 
features, protocol-based traffic features, port-based 
traffic features, and the associated intrusions.  
 
II. OVERVIEW OF IDS 
 
Intrusion detection (ID) is defined as “the problem of 
identifying individuals who are using a computer 
system without authorization (i.e., “crackers”) and 
those who have legitimate access to the system but are 
abusing their privileges (i.e., the “insider threat”).” 
We also consider the broad categorization of models of 
intrusion detection described in: 
 
Misuse detection model: Detection is performed by 
looking for the exploitation of known weak points in 
the system, which can be described by a specific 

pattern or sequence of events or data. Anomaly 
detection model: Detection is performed by detecting 
changes in the patterns of utilization or behavior of the 
system. This is the type of intrusion detection. It is 
performed by building a model that contains metrics 
derived from system operation and flagging as 
intrusive any observations that have a significant 
deviation from the model. 
 
An Intrusion Detection System (IDS) is a computer 
program that attempts to perform ID by either misuse 
or anomaly detection, or a combination of techniques. 
An IDS should preferably perform its task in real time. 
IDS’s are usually classified as host-based or 
network-based. Host-based systems base their 
decisions on information obtained from a single host 
(usually audit trails), while network-based systems 
obtain data by monitoring the traffic of information in 
the network to which the hosts are connected. Notice 
that the definition of IDS does not include preventing 
the intrusion from occurring, only detecting it and 
reporting the intrusion to an operator.  
 

A. Desirable Characteristics of IDS 
 It must run continually with minimal human 

supervision. 
 It must be fault tolerant in the sense that it must be 

able to recover from system crashes and re- 
initializations. 

 It must resist subversion. The IDS must be able to 
monitor itself and detect if it has been modified by 
an attacker. 

 It must impose a minimal overhead on the system 
where it is running. 

 It must be able to configure the security policies of 
the system that is being monitored. 

 It must be able to adapt to changes in system and 
user behavior over time. 

 
As the number of systems to be monitored increases 
and the chances of attacks increase, we also consider 
the following characteristics as desirable: 
 
 It must be able to get scaled to monitor a large 

number of hosts. 
 It must provide graceful degradation of service in 

the sense that if some components of the IDS stop 
working for any reason, the rest of them should be 
affected as little as possible. 

 
It must allow dynamic reconfiguration, this is, the 
ability to reconfigure the IDS without having to restart 
it.  
 

B. The need of IDS 
A Computer system should provide confidentiality, 
integrity and assurance against denial of service. 
However, due to increased connectivity more and 
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more systems are subject to attack by intruders. There 
are two ways to handle subversion attempts. One way 
is to prevent subversion itself by building a completely 
secure system. We could, for example, require all 
users to identify and authenticate themselves; we 
could protect data by various cryptographic methods 
and very tight access control mechanisms. However 
this is not feasible because:  
 In practice, it is not possible to build a completely 

secure system. There occurs a report on bugs in 
popular programs and operating systems that 
seems to indicate that.  

(a) Highly secured system is still a dream. 
(b) The effort to develop such software is 

considerably difficult. 
 
Apart from the fact that we do not seem to be getting 
our money’s worth when we buy software, there are 
security implications that the software can be attacked. 
Designing and implementing a totally   secured   
system   is   thus   an   extremely difficult task. 
 
 The vast installed base of systems worldwide 

guarantees that any transition to a secure system 
will be long in coming. 

 Cryptographic methods have their own problems. 
Passwords can be cracked, users can loss their 
passwords and entire crypto systems can be 
broken. 

 Even a truly secured system is vulnerable to abuse 
by insiders who abuse their privileges. 

 It has been seen that the relationship between the 
level of access control and user efficiency is an 
inverse one, which means that the stricter the 
mechanism, the lower the efficiency becomes. 

 
The most popular way to detect intrusions has been by 
using the audit data generated by the operating system. 
An audit trial is a record of activities on a system that 
are logged to a file in chronologically stored order. 
Since almost all activities are logged on a system, it is 
possible that a manual inspection of these logs would 
allow intrusions to be detected. Audit trails are 
particularly useful because they can be used to 
establish guilt of attackers, and they are often an attack 
has occurred, it is important to analyze the audit data 
so that the extent of damage can be determined, the 
tracking down of the attackers is facilitated,  and  steps  
may be  taken  to  prevent such attacks in future. This 
makes IDS’s valuable as real time as well as post 
mortem analysis tools.  
 

C. Limitations of IDS 
Many of the existing network- and host-based IDSs 
perform data collection and analysis centrally using a 
monolithic architecture. By this we mean that the data 
is collected by a single host, either from audit trails or 

by monitoring packets in a network, and analyzed by a 
single module using different techniques. Other IDSs 
perform distributed data collection (and some 
preprocessing) by using modules distributed in the 
hosts that are being monitored, but the collected data. 
III. SYSTEM ARCHITECTURE  
 
The system is designed to run on any Web browser 
such as Internet Explorer or Netscape Navigator. Any 
communication between a browser and the server is 
secured through HTTPS (Hyper Text Transfer 
Protocol, Secured) protocol. MySQL database system 
running under the Linux operating system is used as 
the back-end to house all database tables and to answer 
queries from the tables. The Hypertext Markup 
Language (HTML) is used to generate all front-end 
documents. JavaScript is used to validate user input on 
the Web browser at client’s end. PHP Hypertext 
preprocessor (PHP), a server-side scripting language 
is used to access the MySQL database. PHP is mainly 
used in server-side scripting for collecting information 
from the user, generating dynamic pages, and sending 
and receiving cookies5. For visualization, JpGraph, an 
object oriented library for PHP is used. Structured 
Query Language (SQL) is used for querying the 
database. Snort, an open source and freely available 
intrusion detection system is used for data collection 
from ongoing network traffic. Figure 2 shows the 
architecture of the system with all software 
components. 
 

 
Fig. 2. System Architecture 

 
IV. PROPOSED IDS 
 
In order to overcome the inconsistencies in the 
existing system here we are proposing 4 intrusion 
detection techniques namely SQL – IDS, FTP – IDS, 
Role-based IDS, Fingerprint Authentication. 
 

D. SQL – IDS. 
The main objective of the SQL Based IDS is to provide 
the isolated and integrated security. Because the 
existing IDS technology such as the Signature- based 
IDS, Anomaly-based detectors have the Database 
server, File Server, and web-server and it provides 
only the Atomic security as a part of the system, not as 
an integrated one. 
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A good review of systems that take both approaches is 
presented in. There   are   a   number   of   problems   
with   these architectures: 
  In central analyzer, if an intruder can somehow 

prevent it from working, the whole network is 
without protection. 

  Scalability is limited. Processing all the 
information at a single host implies a limit on the 
size of the network that can be monitored. After 
that limit the central analyzer becomes unable to 
keep up with the flow of information. Distributed 
data collection can also cause problems with 
excessive data traffic in the network. 

  It is difficult to reconfigure or add capabilities to 
the IDS. Changes and additions are usually done 
by editing a configuration file, adding an entry to 
a table or installing a new module. 

  Analysis of network data can be flawed. 
Performing collection of network data in a host 
other than the one to which the data is destined 
can provide the attacker the possibility of 
performing Insertion and Evasion attacks. 

 
In the existing system, once the authorized user gets 
into the Operating System with his own username and 
Password. Then he can have the ability to get the 
Database Server, Web Server and File Server with its 
Unique Password and the Username, but this is not the 
more secured one. This is because; once the authorized 
user entered into the operating system and he leaves 
the system as such, then any user even the 
unauthorized user can enter into the Database Server. 
This can be avoided in our proposed system by means 
of maintaining separate log records for each of the 
user in the audit records. The objective is to ensure 
Windows and SQL authentication. That is, this 
module provides a mixed mode authentication. This 
can be done by SQL server user group maintenance in 
both Windows and SQL. It checks whether the 
database operations are done securely. These systems 
can provide a comprehensive Database audit trail in 
addition to the intrusion detection (and potentially 
protection) mechanisms.  
 

B. FTP – IDS 
The objective of this technique is to provide 
authentication by providing proper session-out. 
Usually in FTP there is no log-out facility. So there 
can be a chance for intruders. If any of the users enter 
into the FTP session for the purpose of uploading and 
downloading the files, then the session will not end 
until the system is switched off. Meantime an intruder 
can attack the files. To avoid this, a login wizard can 
be created for proper login and logout entries, 
automatic logout can also be performed by session 
time management. The main goal is to provide 
authentication by providing proper file uploading. A 
trusted file uploading wizard can be created for proper 

operations. Customized file upload can also be 
performed by using this technique. It indicates that we 
can create or delete folder to place the uploaded file in 
the server path. This system provides profile or log 
maintenance for both successful file upload and 
invalid file upload. The profile consist of information 
like: Date and time of file upload, IP Address of the 
system that uploads the file, User ID of the uploading 
system, Name of the file uploaded, and User 
comments on file upload.  
 

C. Role-based IDS 
The objective of this technique is to provide some 
intelligence to the system to handle the intruders and 
to provide a Role Based Access. It is a knowledge 
based IDS to react with an intruder by maintaining a 
profile. In the existing misuse detection and anomaly 
detection systems, the IDS analyze the information it 
gathers and compares it to a large database of attack 
signatures. Essentially, the IDS look for a specific 
attack that has already been documented. Like a virus 
detection system, misuse detection software is only as 
good as the database of attack signatures that it uses to 
compare packets against. In anomaly detection, the 
system administrator defines the base line, or normal, 
state of the network’s traffic load, break down, 
protocol   and   typical   packet   size. Here we develop 
an Intruder Identification Engine which is a Rule 
based Access by providing privileges on the Web 
Service. If a new user is entering into the system, then 
the resources that are accessed by the user are 
specified during the user creation itself. Based on the 
preferences given by the user the access to the 
resources is restricted. The system maintains a 
knowledge base which has the profile of all the users. 
The intruder can be identified by the Intruder 
Identification Engine. Here IDS is done with a 
reactive system, where the IDS respond to the 
suspicious activity by logging off a user from the 
suspected malicious source. 
 

D. Finger Print Authentication 
Fingerprint authentication refers to the automated 
method of verifying a match between two human 
fingerprints. Fingerprints are one of many forms of 
biometrics used to identify an individual and verify 
their identity. The analysis of Fingerprints for 
matching purposes generally requires the comparisons 
of several features of the print pattern. These include 
patterns, which are aggregate characteristics of 
ridges, and minutia points, which are unique features 
found within the patterns. It is also necessary to know 
the structure and properties of human skin in order to 
successfully employ some of the imaging 
technologies. In the existing technique, fingerprint 
matching is done by bit matching and pixel matching 
algorithm. But here we are going to store and compare 
the image by means of the density of that image. In 
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this technique, we propose two different algorithms 
called “WriteGIF Encoder” and “WriteGIF Pattern 
Matcher” algorithm. The “WriteGIF Encoder” 
algorithm is used to encode the pictures in the image 
and to store it in Database and the next algorithm 
“WriteGIF Pattern matcher” is proposed to compare 
the dynamic encoded image and the image stored in 
Database. 
CONCLUSION 
 
A Web-based system for intrusion detection has been 
developed. The system can be used to identify 
anomalies in the network traffic, create rules to detect 
intrusion based on the analysis, and to distinguish 
false alarms from positive alarms. The observations 
and rules mined from audit data with the help of this 
tool are merged and added into an aggregate rule set to 
detect intrusion. This makes the existing intrusion 
detection system robust.  In addition, the proposed 
scheme extends the usability of Snort by deploying 
Snort-based sensors at various locations in a large 
network and merging all data in one database for data 
mining analysis. Users can use the system from 
anywhere, anytime on the Internet. All these features 
make the system very useful for teaching computer 
networking and security courses. Many class projects 
can be assigned to students to deploy sensors in a 
network, produce artificial intrusion traffic, write 
rules to filter traffic data, and detect intrusions in the 
network. Collected data in the database can be mined 
by the students for intrusion detection. Other data 
mining techniques could be added to further extend 
and enhance the system.   
 
Two of them are listed here: 
  A source host is vulnerable to attacks because of 

the services running on it. So it will be a good idea 
to cluster the data based on the services a host is 
running. 

  Another data mining technique, classification, 

can be used to classify the intrusion into one of the 
known intrusion categories. 

 
The present system collects audit data from a 
particular network and then analyzes that data. This 
can be generalized by providing an option to upload 
data collected over a different network. The uploaded 
data can be analyzed remotely.       
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