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Abstract- Implementation of secure point to point wireless network by integrating public key distribution system (PKDS) 
and secret key is one method to encrypt the messages to cipher texts. There are already many methods which are used to 
encrypt the plain texts, but how much safely, securely and confidentially they are encrypted is the most crucial challenge that 
we are facing. As the technology is developing in wireless communication, different ways of hacking are also increasing. 
Here we are proposing a Diffie-Hellman PKDS, an asymmetric key algorithm which adopts a stream cipher technique which 
is also asymmetric key algorithm to encode the data with the help of a pseudo random number sequence. We also use two 
other secret key algorithms called blowfish and triple Data Encryption Standard (DES) with the stream ciphering technique 
RC4, and compare all the three encryption technique. Implementation is done using cloud computing.  
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I. INTRODUCTION 
 
Recently wireless communication is one of the fastest 
growing segments in the communication industry and  
has become one of the most important 
communication methods in our everyday life, due to 
its rapid hardware cost reduction and portability. 
From privacy viewpoint, since messages are 
delivered to their destinations through the air, 
wireless security becomes a crucial challenge as 
hackers can maliciously intercept and decrypt the 
messages. [1] 
 
The confidentiality and accuracy of any information 
should be protected at an appropriate level. Any 
unauthorized disclosure or alteration of the 
information could result in a negative impact on an 
individual or organization; therefore the same should 
be secured. There are a number of mechanisms which 
are commonly employed to secure the messages, the 
most fundamental of which is cryptography. 
 
The fundamental approach for data security is 
cryptography. In cryptography the message called the 
plain text is encrypted, called the cipher text, which is 
transported to the desired receiver, who will decrypt 
the cipher text into the plain text.   
 
The main objective here is to provide security basis in 
wireless communication, and to develop the Public 
Key Distribution System (PKDS) which adopts a 
stream cipher technique to encode plain text with the 
help of pseudo random number sequence. This 
system will ensure that the message can be sent 
confidently, accurately and at a faster amount of time.   
In this paper we have proposed a Diffie-Hellman 
based Public Key Distribution System (DH-PKDS) 
which adopts a stream cipher technique to encode 
plaintext with a pseudo random number sequence 

(PRNS). Secure point-to-point encryption method for 
a wireless communication environment is proposed 
which integrates the Diffie-Hellman PKDS and a 
stream cipher technique without increasing required 
information exchange frequencies and burdens. It 
uses a seed as input to trigger a pseudo random 
number generator which invokes the increasing-
doublingable sequence ladder algorithm. 
 
We also use three different types of cipher algorithms 
and compare the timings and length used by each 
technique while encrypting the data. 
              
II. BACKGROUND 
 
A.  Public Key Distribution System (PKDS) Public-
Key Cryptography is a cryptographic system where 
two separate keys are used, one for encryption of the 
plaintext and the other for decryption of the cipher 
text. In the two keys used one is a public key and the 
other is a private key. Neither of the key will do both 
the function, if the encryption key is published then 
the decryption key is kept as a private key and vice 
versa. The public key cryptography is also called as 
the “asymmetric key cryptography” as it uses 
asymmetric key algorithms. The public key is used to 
transform a message into an unreadable form, 
decryptable only by using the private key. 
Participants in such a system must create a 
mathematically linked key pair (i.e., a public and a 
private key). By publishing the public key, the key 
producer empowers anyone who gets a copy of the 
public key to produce messages only he can read, 
because only the key producer has a copy of the 
private key. When someone wants to send a secure 
message to the creator of those keys, the sender 
encrypts it using the intended recipient's public key; 
to decrypt the message, the recipient uses the private 
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key. No one else, including the sender can do so. The 
two main branches of public key cryptography are: 
1. Public key encryption: a message encrypted 

with a recipient's public key cannot be 
decrypted by anyone except a possessor of the 
matching private key presumably, this will be 
the owner of that key and the person associated 
with the public key used. This is used for 
confidentiality. 

2. Digital signatures: a message signed with a 
sender's private key can be verified by anyone 
who has access to the sender's public key, 
thereby proving that the sender had access to 
the private key and the part of the message that 
has not been tampered with.  
 
The application of a public key encryption 
system is confidentiality; a message which a 
sender encrypts using the recipient's public key 
can be decrypted only by the recipient's paired 
private.  
 
Another application in public-key cryptography 
is that of digital signature schemes. Digital 
signature schemes can be used for sender 
authentication and non-repudiation. In such a 
scheme a user who wants to send a message 
computes a digital signature of this message and 
then sends this digital signature together with 
the message to the intended receiver. 

 
Some of the Examples of public key cryptography 
are: 
 
 Diffie–Hellman key exchange protocol 
 DSS (Digital Signature Standard). 
 Various elliptic curve technique 
 Various password-authenticated key agreement 

techniques 
 Paillier cryptosystem 
 RSA encryption algorithm  
 Cramer–Shoup cryptosystem 

 
B. Diffie Hellman Public Key Distribution System 
 In this paper we have used Diffie-Hellman public 
key distribution system. The scheme was first 
published by Whitfield Diffie and Martin Hellman in 
1976.  Diffie-Hellman is one of the methods of 
exchanging the keys.  
 
The Diffie–Hellman key exchange method allows 
two parties that have no prior knowledge of each 
other to jointly establish a shared secret key over an 
insecure communications channel as shown in the 
figure 1, here Alice and Bob will share the secret key 
by sharing their public keys.   
 
The Diffie-Hellman algorithm was the first system to 
utilize "public-key" or "asymmetric" cryptographic 
keys. 

 
Fig 1: Diffie-Hellman public key exchange 

 
 To establish a communication between two parties 

in a network say A and B, 
1. The Diffie-Hellman public key exchange will 

exchange two integers means it makes public 
two integers P and G, where P (prime) is the big 
prime and G(generator) is the primitive root of 
P ,G  should be less than P. 

2.  Party A generates a random number Xa and 
produces its public key Ya , where  

Ya = GX
a(mod 

P)..........................................................(1) 
3. Party B generates a random number Xb and 

produces its public key Yb, where              
Yb = GX

b(mod P).…….………………..…….(2) 
4.  The two parties mutually exchange their pubic 

keys        Ya and Yb through a public 
communication channel without telling each 
other its own private key. 

5. Then party A computes the secret key Ka , 
where 

Ka= Yb 
X

a  mod  P = (GX
a)x

bmod P = GX
a
X

bmod 
p………(3) 

Party B computes the secret key Kb , where 
Kb = Ya

X
b  mod  P = (GX

a)X
b  mod P = GX

a
X

b mod 
p.…..(4) 

 
Therefore Ka=Kb  is called the common secret key. 
 
 Here the hackers can only find out the public keys Ya 
and Yb, without the knowledge of G and P. Therefore, 
it is very difficult for the hackers to reversely 
calculate Xa and Xb. Even if both P and G are known 
to the hackers beforehand, it is still very difficult to 
calculate values of Xa (Xb) from Ya (Yb) since solving 
equation Ya=GX

a (mod P) is a problem because it is of 
a discrete exponential logarithm. But whatever, today 
many supercomputers or Grid systems can help to 
decrypt possible Xa (Xb) from Ya (Yb), even though 
the cost is high.  
 
When there is only one secret key, it will be relatively 
easier to be calculated from the corresponding public 
keys. By using a multiple-key encryption the security 
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level of a delivered message can be increased. That is 
why here we encode plaintext with stream cipher 
encryption. 
 
C.  SECRET KEY ENCRYPTION 
Secret-key encryption uses one key, the secret key, to 
both encrypt and decrypt messages. This is also 
called symmetric encryption. The secret key is always 
called has private key. In secret-key cryptography 
schemes, a single key is used to encrypt data. A secret 
key may be held by one person or exchanged between 
the sender and the receiver of a message. For 
example, if you encrypt data for storage on a hard 
drive, you remember the key and usually don't give it 
to someone else. But if you want to send secure 
messages to a business partner using symmetric 
cryptography, you need to make sure your partner 
knows the key that will decrypt the messages. 
 
There are two types of symmetric-key algorithms 
Symmetric-key algorithms can be divided into stream 
ciphers and block ciphers. Stream ciphers encrypt the 
bits of the message one at a time, and block ciphers 
take a number of bits and encrypt them as a single 
unit. Blocks of 64 bits have been commonly used. 
Some examples of popular and well-respected 
symmetric algorithms include blowfish, Twofish, 
Serpent, AES (Rijndael), Blowfish, CAST5, RC4, 
3DES, and IDEA. 
 
In this paper we are mainly concerned about the 
stream cipher technique. Stream ciphers are widely 
used in the wireless networks. The block diagram of a 
stream cipher system is as shown in the figure 2. In 
the plain text each unit i.e. bits is encrypted one at a 
time by using pseudo random number sequence 
which was produced by pseudo random number 
generator, by exclusive-or operation. Different plain 
text units are encrypted to different cipher text units. 
Later, for decryption also pseudo random number 
sequence is employed. 
 

 
Fig 2: Block diagram of stream cipher system 

 
The three secret key algorithms used in this project 
include: 
 Tripled des  
 Blowfish  
 RC4 

D. Data Encryption Standard (DES) 
Data Encryption Standard algorithm is the most 
widely used encryption algorithm in the world. It is a 
block cipher which uses shared key encryption. It was 
selected by the National Bureau of Standards as an 
official Federal Information Processing Standard for 
the United States in 1976. It is based on symmetric 
key cryptography that uses 56 bit key. This algorithm 
takes fixed length string of plaintext bits and encrypts 
it to get a cipher text of the same length of the same 
length with some complicated operations. The block 
size of des is 64 bits. DES uses a key to encrypt, 
therefore the same key should be known while 
decrypting the message. Every 8th bit is for checking 
parity and it is discarded. Therefore the effective key 
length is 56 bits. 
 
E. TRIPLE Data Encryption Standard 
DES has become insecure because of the small key 
length. And therefore Tiple DES came into existence 
and it is said to be more secure compared to DES. 
Triple DES applies the Data Encryption Standard  
cipher algorithm three times to each data block. 
Because of the availability of increasing 
computational power, the key size of the original 
DES cipher was becoming subject to brute force 
attacks. Triple DES was designed to provide a 
relatively simple method of increasing the key size of 
DES to protect against such attacks, without 
designing a completely new block cipher algorithm. 
   Triple DES uses a "key bundle" which comprises 
three DES keys, K1, K2 and K3, each of 56 bits 
without the parity bits. 
 
F. Blowfish 
Blowfish is a symmetric block cipher that can be 
effectively used for encryption and safeguarding of 
data. It takes a variable-length key, from 32 bits to 
448 bits, making it ideal for securing data. Blowfish 
was designed in 1993 by Bruce Schneier. Blowfish 
provides a good encryption rate in software and no 
effective cryptanalysis of it has been found to date. 
Blowfish was mainly designed or intended to replace 
the DES algorithm. Blowfish is a variable-length key 
block cipher. It is suitable for applications where the 
key does not change often, like a communications 
link or an automatic file encryptor. It is significantly 
faster than most encryption algorithms when 
implemented on 32-bit microprocessors with large 
data caches.  
 
III. IMPLEMENTATION 
 
The source node, the plain text is encrypted by stream 
cipher technique which involves pseudo random 
number generator which invokes a increasing 
doublingable sequence ladder. By triggering pseudo 
random number generator key is generated. The 
generated keys are exchanged between the sender and 
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receiver and the data is sent securely to destination 
node as shown in the figure 3. 
 

 
Fig 3: Generation of pseudo random sequence 

 
 ALGORITHM 1: Producing PRNS 
Input: The initial triggering sequence X (1) = (x(1) (1), 
x(1) (2), ... , x(1) (n)) is a sequence of  n elements. 
Output: PRNS ψ = (Ψ1, Ψ2, Ψ3, …..,  Ψq), is  a PRNS 
of q elements. 
 
STEP 1:  Initialization 

1.1 : t = 1; 
1.2 : X(1) = (x(1) (1), x(1)(2) ... ,x(1) (n)); 
1.3 :Ψ1= [x(1)(1) * x(1)(n\2) *x(1)(n)] mod 256. 

 
STEP 2:  

2.1 : t = t + 1; 
2.2 :Producing an increasing doublingable-sequence   

ladder 
X(t) = (x(t ) (1), x(t) (2), ... , x(t ) (n)), where 
x (k) =

x
( )

(k)  + x( )(n− k − 1),   1 ≤ k ≤ ;

∑ x( )(j), < k < n;
(5) 

 
  2.3: Ψ =  x( )(1) ∗ x( ) ∗
 x( )(n)]mod 256…………….(6) 
STEP 3: 
 If (max(x( )(1), x( )(2), … … . . , x( )(n))) ≥  256  
then  x( )(k) = x( )(k) +Ψ (k) mod 26 +
 ∗ ,............(7) 

Where (10*k)/(Ψt+3)  rounds off at the 10th digit 
below the decimal point, 1  ≤  k ≤  n. 
STEP 4: If (t < q) then go to step 2. 
In this algorithm, each random number is created by a 
mod operation that is steps 1.3 and 2.3 to the product 
of x(t ) (1) , x(t)[n\2], and x(t)(n) (respectively the first, 
middle, and last element of the triggering sequence X 
(t ) , t=1, 2,3…q) to achieve the uniqueness of each 
element in the PRNS, denoted by Ψ . For each t, q ≥ t 
≥ 2, a new triggering sequence X (t) is then generated 
by two types of summing selected elements from its 
predecessor X (t−1) (step 2.2), resulting in larger 
values for the elements of X (t ) . When X (t ) ’s 
element values develop to a certain degree (e.g., ≥ 
256), the X (t) elements need to be readjusted or 
retraced with extra unpredictable values. Otherwise 
an unfavourable collapse of randomness may occur to 
shorten the period of the PRNS sequences. We solve 
this problem by employing equation 7. 

x( )(k) = x( )(k) + Ψ (k) mod 26 +  
10 ∗ k
Ψ + 3 

for x(t ) (k) . What we would like to do is increasing 
randomness and larger unpredictability between two 
arbitrary generated PRNS sequences. 
 
ALGORITHM 2: Integration of the Diffie Hellman 
Public Key Distribution System and Stream Cipher 
Technique.[3] 
 
The integration of DH-PKDS and the stream cipher 
technique gives more secure data transmission. The 
parameters which are concerned to introduce the 
integration algorithm are:  
 
1) pi and p (both 512 bits or longer) -  Are the 
strong primes, respectively, for initial   encryption 
and message encryption. 
2) gi and g (both 64 bits or longer): Are the 
primitive roots of pi and p , respectively, for initial 
encryption and message encryption; 
3) Parties A and B - End users A and B, 
respectively. 
4) Xa,i  and Xa -  Party A’s private keys. 
5) Xb,i and  Xb - Party B’s private keys. 
6) Ya,i  and  Ya - Party A’s public keys. 
7) Yb,i and Yb - Party B‘s public keys. 
8) Ka,i and  Kb,i - Respectively, parties A’s and B’s 
seeds used to trigger PRNG to generate  PRNSs. 
9) Ka and Kb - Respectively, parties A’s and B’s 
common secret keys. 
10) The lengths (i.e., numbers of bits) of Xa,i, Xa , 
Xb,i, Xb, Ya,i, Ya, Yb,i, Yb, Ka,i, Ka, Kb,i, Kb are all the same 
as those of i p and p. 
11) Plaintext A and plaintext B -  Respectively, a 
document that party A sends to party B, and a 
document that party B sends to party A. 
12)  IdA and IdB: Identification of party A and 
identification of party B, respectively, which are used 
by users to recognize who is communicating with 
him/her. 
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ALGORITHM 3: Exchanging keys 
STEP 1: Party A sends Ya,i and IdA to party B via the 
wireless networks, where Ya,i is 
Y , =
 g ,  mod p ……………………………….……(8) 
 
STEP 2: Party B receives Ya,iand IdA and later the 
following calculations are performed: 
2.1: Y , =
 g ,  mod p ………………………….………..(9) 
2.2: K =  K , =  Y ,

,  mod p =

 g , ,  mod p …..….(10) 
2.3: Generating new parameters, p, g, and Xb, for 
further communication 
2.4:  Y =  g  mod p …………………………(11) 
2.5.: IdA and IdB are used to authenticate the correct 
communication parties  
 Plaintext B = IdA+ (p, g, Yb) + IdB,……………(12) 
2.6: Encrypting plaintext B with PRNS generated by 
PRNG triggered by Ki to generate ciphertext B, 
where Ki is PRNG’s initial triggering sequence X (1), 
Ki is generated   in every session before party A or B 
wants to communicate with each other.  
2.7: Party B sends Yb,i and the cipher text B to party 
A. 
 
STEP 3: Party A on receiving Yb,I and ciphertext B 
proceeds with following calculations: 
3.1:  K  =  K , =
 Y ,

,  mod p ,………………………..……….(13) 
3.2: Decrypting ciphertext B with PRNS generated by   
PRNG triggered by  Ki to   recover plaintext B, 
3.3: Generating a new parameter Xa for further 
communication, 
3.4: Y =
 g mod p ,………………………..…………...(14) 
3.5: K =  K =
 Y  mod p,……………………………………(15) 
3.6: Plaintext A = IdA + Data to be delivered + IdB, 
3.7: Encrypting plaintext A with PRNS generated by 
PRNG triggered by K to generate ciphertext A, 
3.8: Party A sends Ya and ciphertext A to party B, 
 
STEP 4: Party B on receiving Yaand ciphertext A 
proceeds with the following calculations: 
4.1:K =  K =
 Y  mod p ,……………………..…………….(16) 
4.2: Decrypting ciphertext A with PRNS generated by 
PRNG triggered by K to recover plaintext A. 
Finally, with the help of above algorithms secret key 
is shared between party A and party B. Party A and 
party B are the only two parties capable of encrypting 
and decrypting of IdA and IdB, respectively, to 
recognize that the received messages are truly sent by 
the other party. The quality and security of the 
network communication have been then improved by 
the secure point to point wireless environments. 

IV. CLOUD COMPUTING  
 
The point to point wireless network   is developed in 
cloud computing environment and here are the 
following algorithms used to establish the connection 
between the server and the clients.[5][6]  
 
Algorithm to start the receiver  
Step 1: Start the program. 
Step2: Enter the IP address of the computer which we 
are using as the receiver. 
Step3: Press the start receiver button. 
Step 4: Receiver will start listening or is ready to get 
connected to the sender. 
Step 5: If the sender is also ready to send the 
information to this particular receiver than in receiver 
shows that the system is connected and starts 
receiving the encrypted message with the private key, 
private key is automatically stored in the backend of 
the receiver. 
Step 6: After receiving the message the successfully, 
we can stop the receiver, by clicking on the stop 
receiver button.  
 
Algorithm to start and connect the sender to the 
receiver 
Step 1: Start the program. 
Step 2: Enter the IP address of the receiver which you 
intend to send the message. 
Step 3: Press the “connect to receiver” button to start 
connecting to the receiver. 
Step 4:  If the IP address is wrong then there will be 
no connection or sometimes though the IP address is 
correct the receiver will not be ready or not started. If 
all the applications are correct than the connection 
will be smoothly done. And the connected 
acknowledgement message is displayed on the 
receiver side. 
Step 5: Later it goes to login form explained further. 
 
Algorithm for login program 
Step 1:  After the connection is established, the user 
should login with their personnel ID. 
Step 2: If new user than we have to create a new 
username and password by pressing the new user tab. 
Step 3: If not a new user than continue by entering 
the username and password. 
Step 4: If the user name and password is valid then 
the access is granted. 
Step 5: Else the access is denied message is poped 
and some confidentiality is maintained here. 
Step 6: After access is granted than we have continue 
to upload a data to encrypt, download and logout. 
 
Algorithm to upload the data 
Step 1: After logging in we have to first browse a file 
to send to encrypt it and send it to the receiver. 
Step 2: After browsing the file we have to encrypt by 
the algorithm which we have constructed to encrypt 
the data. 
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Step 3: For that we can use any one of the techniques 
that is RC4, blowfish or triple des. 
Step 4: After selecting any one of the algorithm we 
have generate the key with the help of pseudorandom 
generator.  
Step5: Should exchange the private key with the 
receiver with the help of Diffie Hellman key 
exchange process.   
Step 6: The time taken to encrypt the data and the 
length taken to encrypt it is also shown.   
 
Algorithm to download the data 
Step 1: After uploading a file in one of the clients, it 
can be downloaded in any other client has many 
clients are working in the same cloud. 
Step 2: First we have to enter the private key which 
was generated while encrypting the file. 
Step 3: Than we have to select the file which was 
uploaded for viewing. 
Step4: After viewing we can save the file in the 
system. 
Step 5: After all the process is completed we can 
logout successfully and any other user can use it with 
his or her personnel username and password. 
Step 6: Finally can stop the program. 
 
V. RESULTS 
 
Experimentally done and the values are compared 
between Triple Des, Blowfish and Rc4 Encryption 
Techniques: Test Results 

 
Table 1: Comparison between RC4, BLOWFISH and 

TRIPLE DES 
Encryption 
Techniques 

Time taken for 
Encryption(seconds) 

Length of 
the 
encrypted 
file(bits) 

RC4 7.082 70 
BLOWFISH  7.67 106 
TRIPLE 
DES 

8.128 102 

 

 
Fig 4: Time taken by different encryption techniques in 

seconds 

 
Fig 5: Length taken by different encryption techniques to 

encrypt the data 
 
Table 1 show the comparison of the three types of 
encryption techniques which uses Same amount of 
data and was encrypted and then sent to the receiver. 
The differences of time taken to encrypt the data is 
plotted and shown in figure 4. The length taken by 
each technique to encrypt the same amount of data is 
plotted, compared and shown in the figure 5. As seen 
RC4 which is a stream cipher technique uses less 
amount of time and comparably less number of bits to 
encrypt and transfer the data, comparing to triple 
DES and blowfish, henceforth RC4 is better used 
technique when integrated Diffie Hellman public key 
distribution system.    
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