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Abstract— Cross-layer attacks are very stealthy and are difficult to prevent. These attacks exploits vulnerability of one layer 
and targets other layer causing serious degradation in end to end throughput, latency and connectivity. In this project, we 
propose a particle swarm optimization based detection and defense technique using Neighbors monitoring scheme to detect 
the cross-layer attacks and efficiently mitigate them. Using forward and backward agent’s record, we can find out whether a 
node is valid or malicious. Furthermore, using node monitoring strategy a node can periodically check the status (valid or 
invalid) of surrounding neighboring nodes. Finally we compared the results obtained through simulations to previously used 
techniques and found out that our proposed model offers better network performance than previously used techniques. Thus 
our proposed method not only improves network performance but also prevents attackers intelligently. 
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I. INTRODUCTION 
 
A Mobile ad hoc network (MANET), which is also 
called as mobile mesh network is a group of wireless 
mobile nodes that dynamically form temporary 
network without the help of any fixed infrastructure or 
centralized administration. It is a kind of complex 
distributed system in which the wireless mobile nodes 
can dynamically self-organize into temporary and 
arbitrary “ad hoc” topological networks, which in turn 
allows user to seamlessly internetwork in regions with 
no already existing communication infrastructure. 
These features have made MANETs very vital in the 
field of networking and hence they are used in major 
applications. In tactical networks they are used in the 
area of military communication among automatic 
battlefield equipment. They are also used in the sensor 
networks for sensing the remote weathers and also for 
other earth activities. MANET also has educational 
application like setting up virtual class or conference 
rooms. They also play very important role in 
emergency services such as earthquakes or any 
disaster recovery. Entertainment field also uses 
MANETs for applications like Multiuser games. But 
with some advantages also comes a drawback that has 
to be overcome in near future.     
 
II. VULNERABILITIES OF MANET 
 
Although MANETs are more dynamic than those 
networks that have fixed infrastructure, but they are 
also more prone to the security threats than fixed 
infrastructure. MANET does not have any fixed 
boundary and thus they do not have the clear line of 
defense which can be clearly seen in the traditional 
wired networks Since MANET allows its mobile 
nodes to be autonomous unit, they leave or join the  

 
network without any restrictions. However, this also 
means that attacker can also send a compromised node 
to the network for launching its attack which can 
easily join the network without any security check. 
The absence of centralized piece of management 
which makes MANET more dynamic also makes the 
detection of security attacks very difficult. The high 
mobility of nodes in MANET also accounts to 
restricted power supply. The mobility of nodes also 
causes the network to continuously change its scale 
and thus setting higher requirements to the scalability 
of protocols and service of mobile ad hoc network. 
 
III. VARIOUS SECURITY ATTACKS IN 

MANET 
 
Due to large vulnerabilities, there are various kinds of 
attacks that can be launched on MANET. In case of a 
black hole attack, the attacker first conquers the 
routing path and then intercepts the data packets of 
connection. Those data packets that are received by 
attackers are dropped instead of forwarding on to the 
routing path. The result of this type of attack is that the 
packet delivery ratio is very low. In jellyfish attack the 
attacker targets the forwarding routes first for 
intrusion and then intentionally delays data packets 
for a random amount of time before forwarding them. 
The result of this type of attack causes the end to end 
delay to be significantly increased, which in turn 
results in the degradation of performance of real time 
applications. Snooping is a kind of passive attack in 
which the attacker gets unauthorized access to another 
person’s data. In byzantine attack, the attacker inserts 
a compromised intermediate node to carry out attacks 
wherein routing loops are created, packets are 
forwarded on non-optimal paths and finally dropping 
packets selectively. Jamming attack is type of attack in 
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which the attacker first continuously monitors the 
wireless medium with an intent to find out the 
frequency of received signal from sender to 
destination node and then sends signals on that 
frequency so that error free reception at the receiver is 
reduced. There are many more attacks on MANETs 
but the ones listed above are the most common. 
 
IV. CROSS-LAYER ATTACK 
 
This is a new breed of attack caused due to the lack of 
interaction between MAC and routing layer. The 
result if this attack is that there is serious degradation 
in network performance in terms of throughput, 
latency and connectivity. The network congestion, 
that may be accomplished either by generating large 
amount of traffic or by generating particular patterns 
that do not allow certain nodes from communicating 
to other node may also be the result of cross-layer 
attack. With cross-layer attack the attacker has many 
options, it can exploit the weakness of any one 
particular layer to inject the malicious node and use it 
as a launch station to disrupt the operation of other. 
Even the anonymizing networks are not safe enough 
because in the case of anonymizing networks, the 
higher layer also does not offer perfect protection. 
This weakness of higher layer can be exploited by 
attack to inject compromised and then launch attacks 
on lower layer. These attacks can also be launched on 
multiple layers at one instant of time. Since the attack 
is initiated in one layer and operated in another layer, 
the probability of attack being detected is low. Since 
the attacker does not have to think of hiding its 
malicious node as it is not presented in the layer where 
the attack is being launched and hence the cost to carry 
out the attack will be less. 
 
V. PROBLEM IDENTIFICATION 
 
The security issues and various security attacks in 
MANET has been extensively studied. However the 
attack techniques known as cross-layer attack which 
initiate at MAC layer but disrupts the operation of 
routing layer have not been fully addressed and very 
little work is done to counter them.  
In previous work, Swarm based defense technique 
known as Ant Colony Optimization (ACO) with 
neighbors monitoring scheme were used to prevent 
cross-layer attacks intelligently and also to increase 
the network performance. As an extension to this 
work, we are going to replace ACO with an improved 
swarm technique known as Particle Swarm 
Optimization (PSO) to build a detection technique for 
cross-layer attacks. 
 
VI. RELATED WORK 
 
Lei Guang et al showed a new type of protocol 

complaint exploit that originates at the MAC layer but 
aims ad hoc on-demand routing mechanisms. A 
malicious node implementing this kind of attack 
completely satisfies the specification of IEEE 802.11 
standard and the existing on demand routing protocols 
and also causes routing shortcut attacks or detour 
attacks. They completely study the exploits against 
AODV and DSR on-demand routing protocols. The 
impact of such attack on network performance 
evaluated by them and then they proposed prevention 
technique to mitigate the effects of Shortcut attack and 
Detour attack (PSD). 
 
Svetlana Radosavac et al focused on DOS attacks in 
wireless ad hoc networks that propagate from MAC to 
routing layer, causing breaking of critical routes. They 
present several traffic patterns that an intelligent 
attacker can generate to cause Denial of Service attack 
in one or several nodes in ad hoc network. They 
focused on the properties of IEEE802.11 MAC 
protocol and attack propagation to the routing layer. 
They focused on attacks that use low-rate traffic 
patterns with the goal of disabling one or more specific 
nodes or partitioning the network. They proposed a 
scheme for attack detection based on modelling of 
MAC protocols using Extended Finite State Machines 
(EFSM) and present a general outline for an Intrusion 
Detection system that has the ability to generate attack 
patterns and check the validity of communication 
patterns in the network. 
 
Andriy Panchenko et al proposed a new Cross-layer 
attack on anonymizing networks. Traditional attacks 
on anonymity networks are focused solely on the 
network layer. However, due to their generic nature 
the authors have shown at least one of the attack, 
namely the predecessor attack can be applied to data 
transmitted on the application layer too. Carried out 
on both layers, the attack is more precise and possibly 
faster. They extend existing work on security of 
anonymizing networks to take into account additional 
information leakage from the application layer. 
Further they show under which conditions and how 
this kind of information can be used not only to build 
extensive user profile at “low costs”, but also to speed 
up traditional attacks that are targeted at the network 
layer identification of user’s peer partners. 
 
Kaigui Bian et al described a type of DOS attack called 
the Stasis Trap attack and proposed a technique for 
detecting such an attack. The two distinguishing 
characteristics of Stasis Trap attack are --it has a 
Cross-layer design and it is stealthy. The Stasis Trap 
attack has a Cross-layer design in that it is launched 
from the MAC layer but its aim is to degrade the 
end-to-end throughput of flows at the transport layer 
by exploiting TCPs congestion-control mechanism. 
An adversary launches a Stasis Trap attack against 
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neighboring nodes by periodically preempting the 
wireless channel in order to cause large variations in 
the round trip time (RTT) of TCP flow. Channel 
preemption are carried out by manipulating the 
back-off mechanism of the distributed coordinating 
function of the 802.11 MAC protocol. The periodic 
preemptions induce large RTT variations in the TCP 
flows that are within the transmission range of the 
adversary. This in turn causes a significant drop in in 
the throughput of those flows, thereby creating a Stasis 
Trap around the adversary that entangles TCP flows. 
The aforementioned attack severely degrades 
end-to-end throughput but has a very little effect on 
MAC layer throughput, and hence it is very hard to 
detect at MAC layer which is its point of attack. In this 
sense the attack is stealthy. To detect the stasis Trap 
attack, they proposed a mini-max robust decentralized 
detection framework with robust hypothesis testing. 
 
John Felix Charles Joseph et al proposed a Cross-layer 
based routing attack detection system for ad hoc 
networks which is known as Cross Layer Approach for 
Detecting Routing attacks (CRADS). Earlier work 
that uses mostly audit trials collected from the routing 
protocols suffers from inadequacy of features to 
construct a reliable model for detecting anomalous 
routing behavior. On the other hand, use of linear 
detectors lead to very high false positives and false 
negatives because of inherent non-linear nature of 
feature space. In their work, they address these issues 
by collating features from multiple protocols at 
different layers and using a non-linear detector based 
on support vector machine (SVM). The consequent 
problems of computational expense of the detection 
process is addressed by a combination of novel data 
reduction techniques. They carried out simulations 
and found out the results which shows that the 
performance of the proposed CRADS is far superior 
when compared to conventional protocol-specific 
detection systems. 
 
G.Indirani et al proposed a swarm based detection and 
defense technique for routing and MAC layer attacks 
in MANET. The swarm intelligence algorithm used 
here is Ant Colony Optimization (ACO). Using 
forward and backward ants, the technique obtains 
mean value of nodes between the first received RREQ 
and RREP packets. Based on this estimation, the 
source node decides the node as valid or malicious. 
The MAC layer parameters namely number of 
neighbors identified by the MAC layer, number of 
neighbors identified by routing layer, the number of 
recent MAC receptions and the number of recent 
routing protocol receptions are used to determine the 
node state. The source node uses these two node state 
estimation techniques to construct the reliable path to 
the destination. This proposed technique improves the 
network performance and at the same time prevents 

attackers intelligently. 
 
VII. PROPOSED SOLUTION 
 
A. Particle Swarm Optimization (PSO) 
Particle swarm optimization (PSO) is an algorithm 
modeled on swarm intelligence, that finds a solution 
to an optimization problem in a search space, or model 
and predict social behavior in the presence of 
objectives. The PSO is a stochastic, population-based 
computer algorithm modeled on swarm intelligence. 
Swarm intelligence is based on social-psychological 
principles and provides insights into social behavior, 
as well as contributing to engineering applications. 
The particle swarm optimization algorithm was first 
described in 1995 by James Kennedy and Russell C. 
Eberhart. The particle swarm simulates this kind of 
social optimization. A problem is given, and some way 
to evaluate a proposed solution to it exists in the form 
of a fitness function. A communication structure or 
social network is also defined, assigning neighbors for 
each individual to interact with. Then a population of 
individuals defined as random guesses at the problem 
solutions is initialized. These individuals are 
candidate solutions. They are also known as the 
particles, hence the name particle swarm. An iterative 
process to improve these candidate solutions is set in 
motion. The particles iteratively evaluate the fitness of 
the candidate solutions and remember the location 
where they had their best success. The individual's 
best solution is called the particle best or the local best. 
Each particle makes this information available to their 
neighbors. 
 
Each Particle in the swarm is represented by the 
following characteristics: 
1. The current position of the particle 
2. The current velocity of the particle 
The particle swarm optimization which is one of the 
latest evolutionary optimization techniques conducts 
searches uses a population of particles. 
 
B. Malicious node identification using PSO 
Let consider forward agent and backward agent. 
Initialize a forward agent at source node and forward 
through optimized route path for knowing about 
which is the best node by comparing bandwidth and 
energy of all nodes. Forward node passes through all 
nodes from source and collects the current status 
.Place the node’s history such as bandwidth and 
energy in the forward agent record. 
 
When forward agent reaches the destination, 
destination node initializes the backward agent and 
traverse back to the source with the information that 
forward agent record contains. Fig 1 represents the 
maintained records of forward and backward agents. 
Monitoring node continuously monitors all the 
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available nodes within the range and collects the 
status information to all nodes. At transmission of 
packet from source to destination, the subsequent 
condition should be checked. If the particular node 
satisfies the following condition, it can further 
transmit the packet through the corresponding path. 
Otherwise, the monitoring node will inform the node 
as malicious. 
 

 
Figure 1: Record of Forward and Backward agents 

 
Algorithm 
1. Let ABth, AEth, TPth be the bandwidth threshold, 
energy threshold and throughput threshold. 
2. Source sends forward agents wherein every node 
maintains forward agent record. 
3. Destination sends backward agents wherein every 
node maintains backward agent record. 
4. Every node will calculate its Bandwidth (AB), 
Energy (AE) and throughput (TP) and maintain it in 
agent’s record. 
5. For a node if 
    (AB>ABth) && (AE>AEth) && (TP>TPth) 
    Then, 
     Source transmits the packet to next node 
     Else 
     Warning message is sent to the source that node is 
malicious. 
6. End if. 
 
If the source node is ready to transmit the packet 
through the optimized path, it will check the above 
condition. First, the profile with the threshold values 
for bandwidth and energy the nodes must-have for the 
packet forwarding and the threshold value for optimal 
throughput. Compare the threshold values of 
bandwidth and energy with the available value. And 
also the throughput value should be higher than the 
profile value. If it is, then the corresponding node is 
capable to transmit the packet. When the source finds 
the node as malicious, it discards the further 
transmission. 

C. Neighbors Monitoring Scheme 
Here, four parameters are monitored for each and 
every node in the MANET [8]. They are 
1. Total number of neighbors found by the MAC layer 
which is denoted as NMAC 
2. Total number of neighbors found by the routing 
layer which is denoted as NR 
3. Total number of receptions found by the MAC layer 
which is denoted as RMAC 
4. Total number of receptions found by the routing 
layer which is denoted as RR 
Using these four parameters, DN is calculated using 
the formula shown in (1). 
 

    2
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Algorithm 
1. Let S and D be source and destination respectively 
2. Let DN be the value calculated for every node in the 
network. 
3. If (DN = 0) Then, the node state is a valid node 
4. Else if (DN not equal to 0) Then, the node state is a 
malicious node 
5. End if. 
 

VIII. SIMULATION PARAMETERS 
 
Here, MATLAB R2012a is used to simulate our 
proposed algorithm. In our simulation, the channel 
capacity of mobile hosts is set to the same value: 2 
Mbps. The distributed coordination function (DCF) of 
IEEE 802.11 for wireless LANs as the MAC layer 
protocol is used. It has the functionality to notify the 
network layer about link breakage. 
 In this simulation, mobile nodes move in a 1000 
meter x 1000 meter region for 50 seconds simulation 
time. The numbers of nodes and attackers can be 
varied according to the need of user. It is assumed that 
each node moves independently with the same average 
speed. All nodes have the same transmission range of 
250 meters. In this simulation, the node speed is 10 
m/s. The simulated traffic is Constant Bit Rate (CBR). 
The simulation settings and parameters are 
summarized in Table 1. 

Table 1: Simulation Settings  
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IX. RESULTS 
 
Here the PSO based detection and Defense Technique 
using Neighbors monitoring scheme (PSO-NB) is 
compared with ACO based detection with Neighbors 
monitoring scheme (ACO-NB) and Cross-Layer 
Attack vs. Cross-Layer Defense (CACD). 
A. Based on Attackers 
In the first experiment the number of attackers are 
varied from 1 to 10 in a 100 node network. 

 
Figure 2: Attacker vs Delay 

 
Figure 3: Attacker vs Delivery ratio 

 
Figure 4: Attacker vs Pkts Drop 

 
Figure 5: Attacker vs Overhead 

 

Fig 2 shows that delay of our proposed PSO-NB is less 
than both ACO-NB and CACD technique. Fig 3 
shows that delivery ratio of our proposed PSO-NB is 
higher than both ACO-NB and CACD technique. Fig 
4 shows that packets drop of our proposed PSO-NB is 
less than both ACO-NB and CACD technique. Fig 5 
shows that overhead of our proposed PSO-NB is less 
than both ACO-NB and CACD technique. 
 
B. Based on Nodes 
In the second experiment we vary the nodes form 1 to 
100 and keep the number of attacks constant to 5. 

 
Figure 6: Nodes vs Delay 

 
Figure 7: Nodes vs Delivey Ratio 

 
Figure 8: Nodes vs Pkts Drop 

 
Figure 9: Nodes vs Overhead 
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Fig 6 shows that delay of our proposed PSO-NB is less 
than both ACO-NB and CACD technique. Fig 7 
shows that delivery ratio of our proposed PSO-NB is 
higher than both ACO-NB and CACD technique. Fig 
8 shows that packets drop of our proposed PSO-NB is 
less than both ACO-NB and CACD technique. Fig 9 
shows that overhead of our proposed PSO-NB is less 
than both ACO-NB and CACD technique. 
 
CONCLUSION 
 
In this paper, a particle swarm optimization (PSO) 
based detection and defense technique with neighbors 
monitoring scheme is proposed for cross-layer attacks 
in MANET. Using forward and backward agents, the 
technique obtains bandwidth, energy value and 
throughput of nodes and compares it with their 
corresponding threshold values and depending on 
certain condition decides whether the node is 
malicious or not. Further using the four MAC layer 
parameters the node state is identified. Using, these 
two node state estimations technique, the source 
constructs path to the destination by omitting 
malicious node. The performance of our technique is 
better when compared to Ant colony optimization 
(ACO) with Neighbors monitoring and conventional 
technique. This proposed technique prevents attackers 
wisely and improves network performance.                                           
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