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Abstract- Due to advances in IT infrastructure and its benefit people are adopting to ecommerce and digital communication 
for their business growth and they prefer most of their business activity on computer and digital communication media. Due 
to huge dependency on computer and electronic media chances of security risk increases on electronic data that is transferred 
though insecure communication media from one place to another. Because electronic data can be intercepted when it is 
transmitted through electronic media by some intruder. To provide security and accuracy to private data & information 
various security mechanisms is used. Cryptography is one of the most important tools to protect sensitive Data and 
Information. Previously various cryptographic algorithms have been proposed by many cryptographer and mathematician. 
Every cryptographic algorithm has its own advantage and disadvantage. Some algorithms are strong but are less efficient 
(AES), some algorithm weak but efficient (DES). In proposed system a “Hybrid Algorithm” will be designed to secure 
electronic confidential data. This algorithm is designed by using the concept of Fiestel cipher and AES algorithm. A time 
and security based comparison is performed between AES, DES and Hybrid Algorithm to check the efficiency and security 
of Hybrid algorithm. 
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I. INTRODUCTION 
 
Cryptography is a mathematical technique that is 
used to encipher data or information in an 
unintelligible form that cannot be inferred by an 
unauthorized user. Meaning of encrypted data or 
information can be understood only to the recipient to 
whom it is intended. To communicate some 
confidential data or information between business 
partners, military, or government cryptography is 
used. There are two types of Cryptographic 
Algorithms, Symmetric and Asymmetric. In 
Symmetric key same key is used between sender and 
receiver. In Asymmetric key encryption sender and 
receiver using different pairs of keys for encryption 
and decryption. Symmetric key encryption is simpler, 
faster, and requires less processing power than 
Asymmetric key encryption. Main drawback of 
Symmetric key encryption is its need to share secret 
key between sender and receiver, if they are residing 
at different location and communication media is 
insecure. Asymmetric key encryption is slow and 
impractical to encrypt large amount of data. 
Asymmetric key encryption is only used to generate 
session key that is used in symmetric key encryption 
and decryption by sender and receiver. With 
increasing processor capacity and with increasing 
demand of cloud and mobility we need stronger 
encryption algorithm and a new kind of encryption 
algorithm that can fulfill the demand of changing IT 
infrastructure. To address all this problem various 
Cryptographic Algorithms has been proposed like 
Feistel cipher DES and AES for confidentiality, RSA 
and ECC for digital signature and key exchange 
algorithm, and HOMOMORPHIC algorithm to 
address need of cloud computing environment.  
Proposed “Hybrid Algorithm” combines the strength 
of AES and simplicity of Feistel algorithm. It uses 

256 bit data and 128 bit key for encryption and 
decryption. And a comparison will be performed 
between Hybrid algorithm and various block cipher 
based symmetric algorithm like AES, DES in terms 
of efficiency, data size, key size, number of rounds, 
storage space, and cryptographic attack like 
differential cryptanalysis and linear cryptanalysis. 
 
II. LITERATURE REVIEW 
 
a) DES Algorithm: 
DES was invented in 1970s by IBM. It was based on 
Feistel cipher. The algorithm was submitted to the 
National Bureau of Standards (NBS. In 1976, 
National Security Agency (NSA), suggest small 
modification in original algorithm, which was 
published as an official Federal Information 
Processing Standard (FIPS) for the United States in 
1977. DES is a symmetric block cipher, it accepts as 
input a 64 bit plaintext and a 64 bit key and produce 
64 bits of data as output. In DES algorithm 
enciphering and deciphering process use same key 
but in reverse order. Only 56 bits of key is used in 
enciphering and deciphering process remaining 8 bits 
are used for parity check, therefore can be discarded.  
 
b) AES Algorithm: 
AES algorithm was derived from Rijndael algorithm. 
This algorithm was devised as a replacement of DES 
algorithm. It is a block cipher. It uses 128 bit 
plaintext and 128,192,256 bit cipherkey. Number of 
rounds used in AES algorithm is 10, 12, 14.each 
round of AES algorithm uses 4 function: SubByte, 
ShiftRow, Mixcolumn, Addround key. 
The AES algorithm is a symmetric cipher.  In 
symmetric ciphers, a single secret key is used for both 
the encryption and decryption.  
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III. PROPOSED HYBRID ALGORITHM 
 
Encryption process: 
Hybrid algorithm is designed by using the concept of 
AES algorithm and Fiestel Cipher. This algorithm 
uses the structures of Fiestel Cipher for simplicity and 
round function of AES algorithm to provide a good 
security. This algorithm uses 256 bit data and 128 bit 
key as input. There are 11 rounds in the proposed 
algorithm and each round uses the basic round 
function of AES algorithm. Initially 256 bit data is 
divided into two halves left and right. Each halves 
consisting of 128 bit data. Initially 128 bit right 
halves and 128 bit key is taken as input for round 
function and output of round function is xored with 
left 128 bit data by using following equation: 
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Where F (ri, ki) is the round function for hybrid 
algorithm. Each round function of hybrid algorithm 
consists of four basic round functions (SubByte, 
ShiftRow, Permutation, AddRound Key).Output of 
ShiftRow operation is divided into two halves. Left 
64 bits is permuted by using permutation function of 
DES algorithm and in similar way right 64 bit is 
permuted by using permutation function of DES 
algorithm. Then output of left and right halves of 
permutation are concatenated. And output of 
Permutation and round key is taken as input to 
AddRound function. Then output of Addround is the 
output of round function F (ri , ki).after that round 
function is xored with left 128 bit data. And left and 
right halves are swapped. In proposed algorithm each 
round uses different key. Since there are 11 rounds so 
11 different key is generated by using AES key 
scheduling approach. 
 
Inputs, Outputs and the State 
The Size of plaintext, ciphertext in Hybrid algorithm 
is 256 bit. The cipher key is 128 bits.   
In the Hybrid algorithm, the number of rounds is 
represented by Nr, where Nr = 11 and block size (Nb), 
represents the number of columns comprising the 
State , where  Nb = 4. 
 
The basic processing unit for the Hybrid algorithm is 
a byte.  As a result, the plaintext, ciphertext and the 
cipher key are arranged and processed as an arrays of 
bytes.  For an input, an output or a cipher key denoted 
by a, the bytes in the resulting array are referenced as 
an , where n is in one of the following ranges: 
Block length = 256 bits, 0 <= n < 32 
Key length = 128 bits, 0 <= n < 16  
All byte values in the Hybrid algorithm are presented 
as the concatenation of their individual bit values 
between braces in the order {b7, b6, b5, b4, b3, b2, 

b1, b0}.  These bytes are interpreted as finite field 
elements using a polynomial representation: 
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As an example, {10001001} (or {85} in hexadecimal) 
identifies the polynomial 137  xx .  The arrays 
of bytes in the Hybrid algorithm are represented as 

naaaa ...210 . 
 
Most of the operations in Hybrid algorithm are 
performed on a two dimensional array of size 4×4 of 
bytes which is called the State, and any individual 
byte within the State is referred to as sr,c, where letter 
‘r’ represent the row and letter ‘c’ denotes the column.  
At the beginning of the encryption process, the State 
is populated with the plaintext. Then the cipher 
performs a set of substitutions and permutations on 
the State.  After the cipher operations are conducted 
on the State, the final value of the state is copied to 
the ciphertext output.  
 
Cipher Transformations 
Step1:256 bit data divided into two equal halves , 
left(li) and right(ri).Both parts are copied into the 
State . 
 
Step2: then right part of plaintext and round key(ki) 
derived from key expansion routine are fetched as 
input to the round function F(ri , ki). 
 
Step3: output of round function F(ri , ki) and left part 
li  are xored.  
 
Step4:output of step 3 and right halves of plaintext 
are swapped.  
 
Step 1 to step4 is one round process. This process is 
repeated 11 times. Output of 11th round are 
concatenated   together to obtain final cipher 
 The key expansion routine generates a series of 
round keys for each round of transformations that are 
performed on the State.  
Each round of Hybrid cipher consists of all the 
following transformation: 
1. SubBytes( ) 
2. ShiftRows( ) 
3. Permutation() 
4. AddRoundKey ( ) 
 
The Hybrid cipher is described as a pseudo code 
given below. As shown in the pseudo code, all the Nr 
rounds are identical. The array w[] represents the 
round keys that are generated by the key expansion 
routine.  In the following sections, individual 
transformations that are used in each encryption 
round are described. 
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Figure 1. Block Diagram of Hybrid Algorithm for Encryption 

 
Decryption Process: 
Since Hybrid algorithm is based on Feistel cipher so 

encryption and decryption process is same only order 
of round key is reversed.  

 

 
Figure 2. Block Diagram of Hybrid Algorithm for Decryption 
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Round function: F(ri,ki) for encryption and decryption 
Step1: rearrange 16 bytes data of ri into a state(called 
State) matrix of size 4×4  
and perform subByte and  shiftRow operation 
consecutively on state and store its  
value in a 4×4 matrix called State1 
State=ri 
State[4,4]=(shiftRow((subByte(State))) 
State1[1,16]=State[4,4] 
 
Step2: convert 16 bytes data of State1 into 128 bit 
and store it in variable State2 
State2[1,128]=State1[1,16] 
 
Step3: divide 128 bit data of  State2 into 2 halves 
Statel and Stater  and perform  
 initial permutation on statel and stater and store it in 
statelf and staterf 
Statelf[1,64]=initpermute(state2[1,64]) 
Staterf[1,64]=initpermute(state2[65,128])  
 
Step4:concatenate statelf and staterf together and 
store its value in state3 
State3=statelf||staterf 
 
Step5:convert 128 bit data of state3 into 16 bytes and 
store it in a matrix of size 4×4 
 Called state4 
State4[4,4]=state3[1,128] 
 
Step6: perfom addRound operation between 
State4[4,4] and round key ki[4,4] and  
store resulting value in a 4×4 matrix called state. 
State[4,4]=state4[4,4] xor ki[4,4] 
 

Step7: State[4,4] is the output of round function  
 

 
Figure 3. Block diagram of Round Function used in Hybrid 

Encryption and Decryption Algorithm 
 

IV. RESULTS 
 
A 2 kb image is taken as plaintext and 128 bit key 
taken as cipher key in encryption process. this image 
is encrypted by using DES algorithm, AES algorithm, 
and Hybrid algorithm. Again cipher image was 
decrypted by using this three algorithm. Encoding 
and decoding time of this three algorithm was 
recorded. Confusion and diffusion rate is also 
recorded for measuring the security of algorithm. 
 
DES algorithm: DES algorithm encrypts 2kb image 
in 3.865423 seconds and decrypt same size cipher 
image in 1.995332 seconds its minimum confusion 
rate is 27 and minimum diffusion rate is 27. 
 

 

Figure 4. Encryption and decryption by DES algorithm 
 

AES algorithm: AES algorithm encrypts 2kb image 
in 223.127174seconds and decrypt same size                    
                                                                                                                                         

cipher   image in 228.128049 seconds its minimum 
confusion  rate is 50 and minimum diffusion rate is 
52.  
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Figure 5. Encryption and decryption by AES algorithm 

  
Hybrid algorithm: Hybrid algorithm encrypts 2kb 
image in 115.274239seconds and decrypt same size     
                                                                                                                                 

cipher image in 114.774553 seconds its minimum 
confusion rate is 117 and minimum diffusion rate is 
121.  

 

Figure 6. Encryption and decryption by Hybrid  algorithm 

Table 1. Comparison Table 
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Table  2. Comparison table: Comparison between 
DES, AES ,and HYBRID algorithm 

PARAMETER DES AES HYBRID 
INPUT 

SIZE(BIT) 
64 128 256 

KEY SIZE(BIT) 56 128,192,
256 

128,192,
256 

OUTPUT 
SIZE(BIT) 

64 128 256 

FEISTEL Feist
el 

Non 
Feistel 

Feistel 

SPEED good slow Better 
than AES 

CONFUSION poor good better 
DEFFUSION poor good better 
SECURITY poor good better 

IMPLEMENTA
TION 

COMPLEXITY 

simp
le 

Complex 
because 

encryptio
n 

decyptio
n 

routines 
are 

different 

simple 

 

CONCLUSION 
 
After execution of DES, AES, and Hybrid Algorithm 
encoding, decoding time of these three algorithms are 
recorded and security of these three algorithms was 
checked on the basis confusion and diffusion. For 
confusion vale of key is changed by one bit and 
corresponding changes in cipher was recorded. For 
diffusion value of plaintext is changed by one bit and 
corresponding changes in cipher was recorded. From 
the above experiment it was concluded that Hybrid 
algorithm is more efficient and secure compare to 
AES algorithm. This algorithm is flexible and could 
be modified for 1024 bit data also but with increasing 
size of data, complexity of encryption and decryption 
algorithm will increase which is not good for security. 
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