
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-9, Sept.-2014 

An Automatted Approach Towards Combating Botnets 
 

18 

AN AUTOMATTED APPROACH TOWARDS COMBATING BOTNETS 
  

1JITIN, 2MRIDUL BHATNAGAR, 3SUNIT TIWARI, 4KRANTHI KUMAR 
 

1,2,3,4Department of Computer Science, SRM University, Chennai, India 
E-mail: jitin.sawant@gmail.com, mridulbhatnagar@yahoo.com, sunit_tiwari2006@yahoo.com, kranthik010@gmail.com 

 
 

Abstract- Botnets poses a dire threat to the devices present on the internet; current technological defenses against botnets 
have failed to provide the desired results. This context proposes an scalable technique where a user system is equipped with 
self-sustained healing system which detects and eliminates the botnet malware; the system is deployed on the end user level 
focusing on the infecting malware rather than the complete botnet C&C, thus reducing the steep cost of monitoring the 
whole botnet. The system derives its automated and scalable nature from external analytical units, to which it maintains a 
constant connection. This analytic system is connected to multiple peers of the defined system. Both the system work 
collaboratively thus providing a complete resource required to combat the botnet. 
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I. INTRODUCTION  
 
With the unprecedented amount of data growing over 
the internet, the data and network security have 
become the pivotal priorities for any individual or any 
organization utilizing any kind of resource over the 
internet.  Botnets have proved as a menacing tool for 
cyber criminals: compromising large number of 
globally connected machines in a single command. 
Botnet are capable of performing DDoS attacks, 
Spamming, Phishing attacks, Key logging, click 
fraud, identity theft, information exfiltration and 
many such attacks based on its creation [6].  
 
Botnets can be centralized, distributed (P2P) or 
randomized according to different command and 
control (C&C) models and can utilize different 
communication protocols (e.g. HTTP, IRC, P2P or 
other communication protocols).  
  
Given the extent of the threats of botnets and the 
difficulty of detection we have proposed a 
collaborative approach for tackling botnets. Firstly, 
we define a control using client side self-healing 
systems. Secondly we use a centralized botnet 
monitoring server, observing the spatial temporal 
correlation and similarities of these botnet C&Cs, we 
provide a set of heuristics that distinguish C&C 
traffic from normal traffic.  
  
Here we separate the detection of botnet and analysis 
of botnet, since detection can be handled with limited 
resources but analysis of botnet requires a substantial 
amount of resources, these resources are proportional 
to the size of the botnet. This paper proposes self- 
healing systems which individually detects the botnet 
malware and tries to eliminate it based on the 
information collected from the central interaction and 
analysis system. This system can recognize when it is 
not operating correctly and, with little or no human 
intervention, either restore its normal working state or 
maintain system health until intervention occurs. As 

compared to fault-tolerant systems, which deploys 
stabilization and replication techniques for self-
healing strategies generally uses isolating a faulty 
component and then taking it offline and either fixing 
or replacing the failed component.  
  
II. PROPOSED SYSTEM  
 
Here we use a collaborative approach towards 
combating botnets since detection and healing alone 
cannot help tame the threat of botnet due to its large 
size and ever growing complexity of design, therefore 
for tackling the current types of botnet and any future 
type of botnet we propose the following techniques.  
 
2.1 Self-Healing Systems  
The self-healing computing system concept is 
inspired by the way living organisms adapt to their 
environments by developing immunity against 
harmful viruses, bacteria, and toxins. Researchers 
have investigated the nature-inspired self-healing 
paradigm in various areas. In operating systems, for 
example, developers have implanted interesting self-
healing approaches such as code reloading, 
component isolation, and automatic restarts. 
 

 
Fig.1. System Interconnections 
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In embedded systems, an example of a self-healing 
technique is running multiple instances of a task 
simultaneously with some idle tasks; in the event of 
failure, the system transfers the task’s function to an 
idle task and executes it.  
  
A self-healing system can recognize when it is not 
operating correctly and, with little or no human 
intervention, either restore its normal working state or 
maintain system health until intervention occurs. In 
contrast to fault-tolerant systems, which employ 
stabilization and replication techniques, self-healing 
strategies generally involve isolating a faulty 
component, taking it offline, and either fixing or 
replacing the failed component.   
  
A self-healing system’s main objectives are to 
maximize continuous availability, health, and 
survivability, system initialization and propagation on 
a network workstation the detection module scans the 
system.  
  
If the scan does not trigger an event, it will sleep for a 
designated time interval and then repeat the scan. If 
the scan does trigger an event, the detection module 
will report the incident to the administrator, who can 
activate the healing module.  If the healing module is 
unsuccessful, the control module will attempt to take 
the infected machine offline and, if unable to do so, 
requests a human intervention. In this, a botnet 
determines that an infected machine is behind a 
firewall and opens port, and modifies the computer’s 
registry to make it a spammer. It reports the results to 
the administrator, who activates the healing module.  
 
Feedback indicates that these processes were 
successful, and the healing module generates a report 
for the administrator.  
 
2.2 Centralized analytical system  
These are dedicated systems  allows threat analysts to 
configure test environments where they can execute 
and inspect advanced malware, zero-day, and targeted 
APT attacks embedded in common file formats, email 
attachments, and Web objects.   
 
An example of this is the BotLab: a platform that 
continually monitors and analyses the behaviour of 
spam oriented botnets. Botlab gathers multiple real-
time streams of information about botnets taken from 
distinct perspectives. By combining and analysing 
these streams, Botlab can produce accurate, timely, 
and comprehensive data about spam botnet behavior. 
Our prototype system integrates information about 
spam arriving at the University of Washington, 
outgoing spam generated by captive botnet nodes, 
and information gleaned from DNS about URLs 
found within these spam messages. Malware analysis 
system (MAS) operate by running malware samples 
in virtual or sandboxed environments, monitoring 

their execution and extracting their run-time behavior 
in terms of API or system call traces for analysis and 
detection. On the other hand, static analysis systems 
do not require running the malware programs; they 
extract representative features directly from malware 
binaries or from disassembled instructions. 
Sometimes, high-level structural features, such as 
control flow graphs or function call graphs, can also 
be extracted from the disassembled instructions and 
used as a basis for malware analysis.  
The major benefit of dynamic analysis is that 
behavioral features are insensitive to low-level 
mutation techniques, such as run-time packers or 
binary obfuscation, because changes to a malware’s 
binary rarely affect API or system calls it invoked.  
 
III. ARCHITECTURE  
  
The proposed architecture consists of five main 
modules.  
Communication Module.  As the name suggest this 
module is responsible for the communication 
amongst all module plus also propagates the system. 
Its main task is to keep track that all modules are 
communicated to each other.  This module processes 
all communications to and from the self-healing 
system and also propagates the systems. 
 

 
Fig.2. System Architecture 

 
Reporting module.  This module creates log files of 
all system activity and sends alerts to the 
administrator for further investigation. It also 
generates daily, weekly, and monthly reports. A 
dedicated database archives all reports and alerts.  
  
Detection module. This module checks all DNS host 
Files and the network’s inbound ports for any signs of 
botnet presence. The administrator can define the 
ports  to be scanned,  the module also can add its own 
ports by learning from the network—it will determine 
whether any application is using unique 
communication ports,  such as accounting software, 
and add these to  the white  (trusted ports) list after 
confirming with the administrator.   
 
The detection module also takes other counter 
measures which will be developed during the 
operational process. Healing module.  This module 
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attempts to remove a bot from any infected 
workstation. Each host on the network has an agent 
associated with it, and this module instructs these 
agents to perform certain tasks such as terminating a 
service to close a compromised port and stop the 
bot’s communication ability. As a precautionary 
measure, if the system receives an alert indicating 
that an increasing number of computers in the 
network are using a new port, indicating a potential 
bot infection, the administrator can instruct the agents 
to block the port. The healing module can also 
perform as a DNS sinkhole by spoofing the 
authoritative DNS server for malicious hosts. To 
register themselves or, in the case of some HTTP 
botnets, check for instructions, infected machines 
send a DNS query pointing to the botnet command-
and control IP address. The system can intercept this 
DNS query, obviating the need to add individual host 
entries when a malicious site changes its domain’s 
hostname.  
  
Control module.  
The control modules is placed under the network 
administrator which monitors all the agents placed in 
the client present in the network.  The control module 
acts as a delivery agent between the self healing 
system and the external analytical model. The system 
initially tries to combat  the bot through its in built 
detection model, if successful it sends a report 
through the communication model to the control 
model which later correlates it with the external 
analytical model and the database is updated. If the 
system fails the control module will remove the 
infected node to avoid further botnet propagation 
through the network. It will send a simple ICMP echo 
request to the host and, if it receives no response, will 
consider it as “down” and send a report to the 
administrator requesting human intervention.  
  
These systems of modules makeup the user end of the 
system and provide the user with the ability to detect 
and counter the bot activity taking place within it.  
Analysis Systems. The dynamic and scalable nature 
of the system is provide by the external analytical 
system which is connected to these user end system 
and keeps track of the malware its monitoring, this 
enables the analytical systems to get the  required 
information for it. Few example of this analysis 
software are fireeye, cuckoosandbox, VMRay, 
BlueCoat.  
  
The analysis software provide the user agents with 
regular updates on which they use for combating the 
botnet malwares.      
 
CONCLUSION  
  
The proposed framework provides the end user with 
the advantage to protect himself  from malicious  
botnet malware  instead of  spending large time and 

resources  on finding the command &control server 
and shutting it down. The idea focuses on multiple 
tier architecture:-  Tier1: involves with the end user 
application which will be installed on each system  
having the ability to detect the botnet activity and 
ability to  rid itself of the malware this is achieved 
using self-healing systems holding the information to  
counter the malware. Tier2: This includes the external 
analytical system which will be receiving continuous 
reports from the end user agents and will be updating 
its database continuously based on the new 
developments recorded by the end user agents.  This 
approach provides a dynamic and scalable method for 
keeping the malicious activity of the botnets in check. 
This is achieved since the proposed method does take 
into account the fast developing complexity and size 
of the botnet which is absent in most counter 
measures. Therefore proving it as an powerful 
weapon in countering the ill-effects of the botnets.    
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