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Abstract – A mobile ad-hoc network (MANET) is a self arranging and self managing network consisting of a number of 
mobile nodes. These mobile nodes are free to move in any direction which will change the network topology dynamically. 
MANET does not have a centralized authority to monitor the movement of nodes. It does not have a fixed infrastructure due 
to which it has several security issues. Many routing protocols exist to solve these security issues in MANETs. These routing 
protocols provide security using cryptography, trust metrics or payment schemes. This paper provides perception into 
security issues in MANETs and discusses about various routing protocols that provide security in MANETs.  
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I. INTRODUCTION  
 
MANET is an independent decentralized association 
of mobile nodes that communicate with each other 
through wireless links. Each node in the network is 
free to move in any direction. Each node has a 
transmission range. Nodes that lie within each other’s 
transmission range can communicate directly and are 
responsible for dynamically discovering each other. 
Intermediate nodes acts as routers and forwards the 
data packet generated by other nodes to their 
destination. MANET is characterized by multihop 
communication. These nodes are battery powered. 
Nodes in the network should arrange themselves 
dynamically in order to provide necessary 
functionality in the absence of centralized server. In 
MANET each node should be capable enough to 
maintain the information required to route the traffic.  
 
MANETs are more vulnerable than wired networks. 
The lack of stable infrastructure and absence of 
centralized control leads to such security issues in 
MANETs. There are several security issues in 
MANETs. These security problems are related to 
malicious nodes. These nodes intentionally damage 
or compromise network functionality. Securing 
MANET against malicious attacks is a challenging 
problem. Selfish nodes are another problem in such 
networks. These nodes refuse to forward data packets 
in order to save their energy. Scalability is one of the 
major issues in MANET. Changing topology may 
disturb trust relationship among nodes. This dynamic 
topology makes the routing packets between any pair 
of nodes challengeable.  
 
MANET has its own importance in this fast growing 
technology. Though MANET has limited physical 
security, it is used for collecting information for 
variety of applications. MANET is used in military 
communication and operations. They are used in 
health care and temporary networking. It is also used 

in search and rescue operations, disaster recovery and 
commercial and civilian environments.  
 
The security in MANETs is very important 
particularly in the case of military surveillance. There 
are passive and active attacks. Passive attacks do not 
damage the network. In passive attack, attackers 
collect the information without changing the data 
whereas active attacks damage the data and network. 
Passive attacks are difficult to identify. There are 
several methods to identify these kinds of suspicious 
nodes in ad hoc networks.  
 
Cryptographic methods help to solve security 
problems in MANETs. Cryptographic techniques can 
cope up with denial of service attack (DoS) and 
message modification attack. Giving trust to each and 
every node can increase the security in network. This 
method is most suitable when malicious nodes are 
inside the network itself. Payment systems are also 
used for securing MANET. In this method an 
economic incentive is given to the user for 
cooperating with other nodes in the network.  
 
This paper discusses about several methods for 
identifying misbehaving nodes in MANETs. This 
paper is organized as follows. In section II several 
routing techniques in MANETs are explained. In 
section III cryptographic methods for MANET 
security is described. Section IV discusses several 
trust based MANET security schemes. Payment 
schemes in MANET security is detailed in Section V. 
In section VI, we compare these routing security 
schemes and finally give the conclusion on the 
discussed schemes. 
 
II. ROUTING TECHNIQUES IN MANETs  
 
MANET is self managing infrastructure less network. 
Dynamic topology leads to several security issues in 
MANETs. Efficient routing protocols are needed to 
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establish secure communication between the nodes 
without causing excessive energy loss and 
computational overhead. There are proactive, reactive 
and hybrid type of protocols. The commonly used 
routing protocols in MANETs are Destination 
Sequence Distance Vector (DSDV), Ad hoc On 
Demand Distance Vector (AODV) and Dynamic 
Source Routing (DSR).  
 
In proactive routing protocol every node tries to 
maintain complete routing information of the 
network. This routing information is obtained by 
flooding the network periodically to find out any 
possible change in network topology. In this, each 
node continuously maintains up-to-date routes to 
every other node in the network. Routing information 
is periodically transmitted throughout the network in 
order to maintain routing table consistency. Certain 
proactive routing protocols are Wireless Routing 
Protocol (WRP), Global State Routing (GSR) and 
Cluster-head Gateway Switch Routing (CGSR).  
 
In reactive routing protocol, every node has the 
information of active paths to the destination nodes. 
In this, a node initiates a route discovery throughout 
the network, only when it wants to send packets to its 
destination. Some reactive protocols are AODV, DSR 
and Associativity-Based Routing (ABR).  
 
Proactive and reactive routing methods are combined 
in hybrid protocols. The routing is initially 
established with some proactively determined routes 
and then serves the demand from additionally 
activated nodes through reactive flooding. Zone 
routing protocol is a hybrid protocol. The 
performance of routing protocols in terms of 
throughput, packet loss, delay and control overhead 
depends on the traffic load, mobility and the number 
of nodes.  
 
III. CRYPTOGRAPHIC METHODS FOR 

MANET SECURITY  
 
Several cryptographic methods are used to provide 
security in MANETs. Security requirements for 
MANETs are data confidentiality, integrity and non-
repudiation. Confidentiality means keeping the data 
secret. Integrity prevents data from being changed. 
Non-repudiation ensures that an entity cannot deny 
sending a message. To ensure security in MANETs, 
enhancement of existing protocol is required.  
 
Cryptographic methods for securing MANETs 
include symmetric key based and asymmetric key 
based methods. In symmetric cryptography, same key 
is used for decryption and encryption whereas in 
asymmetric cryptography different keys are used for 
decryption and encryption. In symmetric 
cryptography, both sender and receiver know about 
the secret key. In asymmetric cryptography, two 

related keys are used. A public key is available to the 
one who want to send a message. A private key is the 
secret key which is only available to the receiver.  
 
Efficient node admission is a method for secure 
communication in MANETs. Secure node admission 
is decentralized. Threshold cryptography is used for 
giving security in MANETs. This method involves 
distributing cryptographic primitives such as 
decryption, encryption, digital signatures in order to 
secure nodes in the network against corruption of 
certain number of parties. To interact with nodes in 
the network, an outsider node must gain group public 
key from the repository. Secret sharing based on 
bivariate polynomial will give more security to the 
network.  
 
In threshold cryptography, trust is distributed among 
MANET nodes such that no nodes less than a 
threshold is trusted. There is a certificate authority to 
give certificate to those MANET nodes which are 
willing to join the network. Digital signature is also a 
method for securing data packets. In public key 
cryptography, two keys are used for security. Public 
key is used for data encryption and private key for 
data decryption. Nodes in the network alone know the 
keys.  
 
Ariadne is an on demand routing protocol which uses 
highly efficient symmetric cryptographic primitives 
[6]. Many types of Denial of Service attacks are 
prevented by this protocol. This scheme is located 
only in a single protocol layer. Thus it cannot solve 
problems in other layers. Secure AODV (SAODV) is 
a protocol which gives more security to AODV 
protocol. It uses digital signature for authentication. 
Each packet has an extension of digital signature. 
This will prevent malicious attacks. But this protocol 
is applicable only in valid routes. Authenticated 
routing for ad hoc networks (ARAN) is a protocol in 
which each node has a certificate signed by a 
certificate authority. It uses public key cryptography 
for authentication of nodes.  
 
Anonymous communication can effectively work 
against malicious traffic analysis. Anonymous On-
demand Routing and Secure Checking of Traffic 
Forwarding for MANET (ARSC) is a comprehensive 
anonymous communication protocol which consists 
of anonymous routing. It is based on identity based 
encryption pseudonym and single round onion and 
secure checking of traffic forwarding on data 
transmission phase. It does not require extra regular 
neighboring authentication. It integrates an 
authenticated key exchange mechanism into a routing 
protocol. Cryptographic mechanisms are 
computationally complex and expensive. But it is an 
effective way to provide security in MANET. 
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IV. TRUST-BASED SCHEMES FOR MANET 
SECURITY  

 
This section discusses about various routing protocols 
which uses trust based schemes for providing security 
to MANETs. This method is most suitable when 
nodes inside the network refuse to cooperate. Trust is 
calculated based on features like trust metric, packet 
delivery ratio, number of packets received, data 
forwarding etc. Trust metric is useful when nodes 
misbehave or when nodes exchange information.  
 
There are several protocols which uses trust based 
mechanism for routing. In trust aware routing 
protocol (TARP) trust level of each node is evaluated. 
Each node has trust information about its neighbors. 
TARP selects path based on several trust parameters 
such as software configuration, hardware 
configuration, battery power, credit history, exposure 
and organizational hierarchy. It also considers the 
shortest path. In recommendation exchange protocol, 
trust is based on previous experiences. It also 
provides a relationship maturity, which allows nodes 
to improve the efficiency. Each node keeps 
information about its neighbors only. This will 
considerably reduce the energy consumption.  
 
In some protocols, trust of each node is calculated 
based on data transmission. Friend based ad hoc 
routing using challenges to establish security 
(FACES) uses this method for trust calculation. Trust 
establishment is done by giving challenges to each 
node. This will isolate the malicious nodes. In 
security aware ad hoc routing (SAR) hierarchical 
trust value metric are used for authentication. In this 
trust value metric is inserted into data packets. If a 
packet doesn’t have minimum trust value required, 
the packet will not be forwarded. SAR protects 
network from internal attacks.  
 
Secure authentication and authorization in multicast 
MANET is more difficult. A Markov chain trust 
model is proposed for determining trust value for 
each neighbor. Node with highest trust value is 
selected as certificate authentication server. Node 
with second highest trust value is selected as backup 
certificate authentication server. The message 
overhead and complexity of trust determination is 
analyzed in.  
 
Enhanced trust based multipath dynamic source 
routing (ETBMDSR) is the combination of trust 
management and soft-encryption. When two 
unknown nodes want to communicate, they use direct 
trust computation. A node not only uses its own 
experience of interaction, but recommendation from 
other nodes. This is indirect trust computation. It will 
considerably increase the message security. Trust 
based mechanisms are more effective when nodes in 

a network misbehave. It is not as much expensive as 
cryptographic methods.  
 
V. PAYMENT SYSTEMS FOR MANET 

SECURITY  
 
Payment model is an effective model which provides 
an economic incentive to the user for cooperating 
with other nodes. This method will be more effective 
if a centralized authority server is available to 
monitor the behavior of each node. This payment 
system uses basic human emotion of incentive to the 
node for cooperation. Payment schemes are mainly 
used to detect selfish nodes in a network. This 
method will motivate the nodes to forward data 
packets to its neighbors.  
 
Security in mobile nodes mainly focuses on malicious 
nodes. There is another kind of nodes called selfish 
nodes which refuse to forward packets in order to 
save their resources. Secure Incentive Protocol (SIP) 
stimulates the cooperation between the nodes in 
MANET. SIP adopts a session based approach in 
which each node puts a non-forged stamp on the 
packet as a proof of forwarding. Here, each node is 
rewarded a certain number of credits based on the 
number of forwarded packets. This method is 
complex in the sense it needs the support of another 
protocol for routing the packets.  
 
When nodes are grouped into clusters, a decentralized 
solution is proposed to solve a single point failure. In 
a cluster there are two confident nodes named 
certification authority (CA) and register authority. 
Dynamic demilitarized zone (DDMZ) is used to 
protect CA from malicious attacks. Each cluster 
selects a single trusted node CA. DDMZ will 
motivate nodes that do not belong to the confident 
community to participate by giving them incentive in 
the form of trust which can be used for cluster 
formation. The role of nodes in DDMZ is to protect 
CA by monitoring the behavior of nodes in the 
cluster. Resource consumption is the main problem of 
this method.  
 
Selfish nodes are those which have a tendency to 
drop their packets in order to conserve their own 
energy. If all nodes try to conserve their energy, then 
it will affect the network functionality. Selfishness 
mitigation is very important to increase the overall 
throughput of the network. Credit based systems are 
helpful to attract nodes to forward packets. Secure 
Trusted Auction Oriented Clustering Based Routing 
Protocol (STARCP) is used for finding selfish nodes 
in a network. It organizes the network into clusters 
and selects most efficient node as cluster head. The 
trust evaluation model uses Markov chain process to 
estimate the trust value of each node. In this, an 
incentive is given to the nodes which will forward the 
data packets.  
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The quality of service-optimized link state routing 
(QoS-OLSR) protocol considers quality of service of 
the nodes during the selection of multi point relays 
[21]. Selfishness of the nodes is considered in the 
selection process. The reputation of the node is 
calculated using Vickrey, Clarke, and Groves (VCG) 
mechanism design. To motivate watchdogs to 
monitor and cooperate with each node, an incentive is 
given and calculated using cooperate game theory. 
QoS-OLSR model can give incentive to nodes 
without sacrificing quality of service of the network.  
 
Payment models are not only used for security in 
MANETs, but also used in mobile ad hoc peer to peer 
(M-P2P) networks. ConQuer is an economic 
incentive mechanism for efficient processing of P2P 
network. It provides incentives to the nodes in order 
to improve their data availability. It uses royalty 
based revenue sharing mechanism which further 
increases the data availability. Credit based systems 
or payment systems mainly encourage nodes to 
cooperate with other nodes in the network. This 
mechanism is complex but effective to identify 
selfish nodes in the network.  
 
VI. COMPARISON OF ROUTING 

SECURITY METHODS IN MANETs  
 
MANET is an independent association of mobile 
nodes that communicate with each other through 
wireless links. MANET is characterized by multihop 
communication. There are several security issues in 
MANET. These problems are related with malicious 
nodes which intentionally damage the network 
functionality. Selfish nodes also create a kind of 
security problem in such networks. Selfish nodes are 
those are which have a tendency to drop their packets 
in order to conserve their own energy. These security 
problems can be solved by several methods. These 
methods can be classified as cryptographic methods, 
trust based methods, payment systems. In this paper, 
we have discussed several routing protocols under 
these three mechanisms.  
 
Routing protocols such as AODV is not designed to 
protect against malicious attacks. Cryptographic 
methods are used to give message security. These 
methods are also used to solve security problems in 
MANET. This technique gives security against denial 
of service attacks. Cryptographic techniques are more 
expensive than trust based mechanism. This 
technique detects the malicious nodes not only inside 
the network, but also outside the network. This 
method can be used to protect network from 
malicious attacks. They are more secure but 
computationally complex.  
 
In MANETs, many of the security challenges are due 
to the fact that the cooperation between the nodes in a 
network is fragile and can be easily damaged by 

selfish nodes and malicious attacks. Trust is the 
driving force for cooperation of nodes in a network. 
The trust value given to each node is based on some 
parameters such as trustworthiness, reliability, packet 
delivery ratio etc. This trust information is used to 
assist routing, data forwarding and detection of 
malicious nodes. Trust based routing security scheme 
is not as complex as cryptographic methods. This 
method is not much expensive. These trust 
established mechanism are vulnerable to attacks.  
 
Credit based mechanism or payment system is 
another system to provide security in MANET. This 
mechanism is mainly used to detect selfish nodes. In 
this mechanism, the node is given an incentive based 
on the data packets it had forwarded. This method is 
difficult because in most of the cases two protocols 
are needed to give routing security- one is for routing 
and other is for detecting selfish nodes. This will 
considerably increase the computational complexity.  
 
CONCLUSION  
 
A mobile ad-hoc network (MANET) is a self 
organizing and self managing network consisting of a 
number of mobile nodes. MANET does not have a 
centralized authority to monitor the movement of 
nodes. MANET is more vulnerable than wired 
network. The lack of stable infrastructure and absence 
of centralized control leads to security issues in 
MANET. Many routing protocol exists to solve these 
security issues in MANETs. In this paper, we have 
discussed several mechanisms to provide security in 
MANETs. The mechanisms include cryptographic 
methods, trust based mechanisms and credit based or 
payment systems. We have discussed several 
protocols under these three categories. This paper 
compares the advantages and disadvantages of these 
mechanisms and concludes that trust based 
mechanisms would be better for securing MANETs. 
Choosing an efficient trust model would increase the 
security in such networks.  
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