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Abstract: Cloud assist retreat preserve movable shape monitor system to keep the privacy of the concerned parties and their 
data. Moreover, the outsourcing decryption method and a newly proposed key private proxy re-encryption are modified to 
shift the computational complexity of the involved party to the cloud without compromising clients’ privacy and service 
providers’ intellectual property. Finally, our security and arrangement analysis demonstrates the effectiveness of our 
proposed design. we propose secure multi-party computation protocol for collaborative data publish with m-privacy. All 
protocols are extensively analyzed and their security and efficiency are formally proved. experiment on real-life datasets 
suggest that our come up to achieve better or equal utility and efficiency than existing and baseline algorithms while 
satisfying m-privacy. 
 
 
I. INTRODUCTION  
 
We design a cloud-assisted mHealth monitor system 
(CAM). We first identify the design problems on 
privacy preservation and then provide our solutions. 
To ease the understanding, we start with the basic 
system so that we can identify the possible privacy 
breaches. We then provide an improved scheme by 
addressing the identified privacy problems. The 
resulting improved scheme allows the mHealth repair 
provider (the company) to be offline after the setup 
stage and enables it to deliver its data or programs to 
the cloud securely. To reduce clients’ decryption 
complexity, we incorporate the recently proposed 
outsourcing decryption method into the underlying 
multi-dimensional range queries system to shift 
clients’ computational complexity to the cloud 
without revealing any information on either clients’ 
query input or the decrypted decision to the cloud. To 
relieve the computational complication on the 
company’s side, which is proportional to the number 
of clients, we propose a further advance, leading to 
our final scheme. It is based on a new variant of key 
private deputy re-encryption scheme, in which the 
company only needs to achieve encryption once at the 
setup phase while shifting the rest computational 
tasks to the cloud without compromising privacy, 
further reducing the computational and 
communication burden on clients and the cloud. 
Compared to our preliminary version , our new 
contributions extend above results. First, we adapt 
privacy verification and anonymization mechanism to 
work for m-privacy w.r.t. to any solitude constraint, 
including non monotonic ones. We list all obligatory 
privacy checks and prove that no fewer checks is 
enough to confirm m-privacy. Second, we propose 
SMC protocols for secure m-privacy verification and 

anonymization. For all protocols we prove their 
security, complexity and experimentally confirm their 
efficiency. 
 
II. SYSTEM MODEL AND ADVERSARIAL 

MODEL 
 
To facilitate our discussion, we first elaborate our 
cloud assist mHealth monitor system (CAM). CAM 
consists of four parties: the cloud server (simply the 
cloud), the company who provides the mHealth 
monitor service (i.e., the healthcare service provider), 
the individual clients (simply clients), and a semi-
trusted authority (TA). The company stores its 
encrypted monitor data or program in the cloud 
server. entity clients collect their medical data and 
store them in their mobile devices, which then change 
the data into attribute vectors. The attribute vectors 
are delivered as inputs to the monitoring program in 
the cloud server through a mobile (or smart) device. 
A semi-trusted authority is responsible for 
distributing private keys to the individual clients and 
collecting the service fee from the clients according 
to a certain business model such as pay-as-you-go 
business model. The TA can be considered as a 
collaborator or a management agent for a company 
(or several companies) and thus shares certain level 
of mutual interest with the company. However, the 
company and TA could collude to obtain private 
health data from client input vectors. We assume a 
neutral cloud server, which means it neither colludes 
with the company nor a client to attack the other side. 
This is a logical model since it would be in the best 
business interest of the cloud not to be biased. We 
admit that it remains possible for the cloud to collude 
with other malicious entities in our CAM, and we 
leave the CAM design under these stronger models as 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-8, Aug.-2014 

Common Facts Publishing For Privacy Preserve Portable Strength Monitoring 
 

105 

future work. We also do not assume that an individual 
client colludes with other clients. Our security model 
does not consider the possible side-channel attack due 
to the co-residency on shared resources either 
because it could be mitigated with either system level 
protection  or leakage resilient cryptography. CAM 
assumes an honest but curious model, which implies 
all parties should follow the set actions and cannot be 
arbitrarily malicious. In the following, we briefly 
introduce the four major steps of CAM: Setup, Store, 
TokenGen and Query. We only illustrate the 
functionality of these components in this section 
while leaving the details in later sections. At the 
system initialization, TA runs the Setup phase and 
publishes the system parameters. Then the company 
first expresses the flow chart of the mHealth 
monitoring plan as a branching program (see Sec. III-
B for detail), which is encrypted under the respective 
directed branching tree. Then the company delivers 
the resulting cipher text and its company index to the 
cloud, which corresponds to the Store algorithm in 
the context. When a client wishes to query the cloud 
for a certain mHealth monitoring program, the i-th 
client and TA run the Token Gen algorithm. The 
client sends the company index to TA, and then 
inputs its private query (which is the attribute vector 
representing the collected health data) and TA inputs 
the master secret to the algorithm. The client obtains 
the token corresponding to its query input while TA 
gets no useful information on the individual query. 
 
A. Basic CAM 
The following basic scheme runs the BF-IBE system 
as a sub-routine and is the fundamental building 
block in our overall design. Setup: This algorithm is 
performed by TA, which publishes the system 
parameter for the BF-IBE scheme. Store: This 
algorithm is performed by the company. For each 

node whose child nodes are not leaf nodes, the 

company runs to 
encrypt the child node indices under id with either id 

∈ , respectively. When 
the child nodes of p   are leaf nodes, the 
company generates the ciphertext as 

=and  
where   m  
And m denote the attached in sequence at the two leaf 
nodes, respectively. All the generated cipher texts are 
delivered and stored in the cloud. 
 
B. CAM with Full Privacy Preservation 
The basic method has the following security 
weakness: first, the identity representation set for a 
client’s attribute vector v is known to TA, and hence 
TA can easily infer all the client’s private attribute 
vector. Second, the client cannot protect his privacy 

from the cloud either because the cloud can easily 
find out the identity representation for the private key 

by running identity test in MDRQs. 
The cloud can simply encrypt a random message 
under any 

attribute value ' until when it can use to 
successfully decrypt the ciphertext, which means 

there is a match between and hence it 
successfully finds out v Third, neither can the data 
loneliness of the company be guaranteed since the 
identity symbol of the respective range is revealed to 
the cloud whenever the decryption is successful due 
to the match revealing property of MDRQs. The 
cloud can finally figure out most of the company’s 
branch program since it has the private keys of all the 
system users. To rectify the weakness of the basic 
scheme, we provide the following improvement. The 
high level idea (as shown in Fig. is as follows: in 
order to avoid leaking the attribute vector to TA, the 
client obliviously submits his quality vectors to TA so 
that he can obtain the respective private keys without 
letting TA get any useful in sequence on his private 
vector. The client runs the outsourcing decryption of 
MDRQs to ensure the cloud completes the major 
workload while obtaining no useful information on 
his private keys. On the other hand, the company will 
permute and randomize its data using homomorphic 
encryption and MDRQs so that neither the cloud nor 
a client can get any useful information on its private 
information on branch program after a single query. 
Meanwhile, the company is also required to include 
the randomness in the randomization step in the 
encryption sent to TA to guarantee that TA can 
successfully generate tokens for clients. We observe 
that, comparing with the basic scheme, the cloud 
obtains no useful information on the company’s 
branching program. Due to the usage of variation 
function, or the respective randomized thresholds 
from the pseudo-random function, and the security of 
the MDRQs system, the cloud obtains no useful 
information on the order of those intermediate nodes 
either. The cloud cannot find out the query vector v 
by performing identity test either because the 
transformation keys the cloud obtains during the 
query process cannot be used for identity testing. 
Indeed, those transformation keys leak no private 
information on the query vector v due to the mask 
privacy discussed in The company can protect the 
data privacy from individual clients, especially the 
thresholds and orders of those branching nodes 
irrelevant to the client’s final decision result, because 
the client does not even have a chance to perform the 
respective queries due to the semantic security of 
MDRQs and symmetric key encryption scheme. 
However, the client might be able to figure out the 
attribute thresholds of the intermediate nodes and 
their respective orders if those nodes lead to the final 
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decision result due to the match revealing property of 
MDRQs, but this is all the possible side information 
the client can get. An interesting bonus of this 
improvement is that TA does not obtain much 
information on the company’s branch program either. 
As a matter of fact, the only private information TA 
can infer from the information delivered by the 
company is the indices of the concerned nodes in the 
branching program. 
 
C. Final CAM with Full Privacy and High 
Efficiency 
Although the above improved scheme does meet the 
desired security requirements, the company may need 
to calculate all the ciphertexts for each of N clients, 
which implies huge computational overheads and 
may not be economically feasible for small mHealth 
companies. In this section, we provide a further 
improvement to reduce both the computational 
burden on the company and the message overhead for 
the cloud. The high level idea is as follows. We 
employ a newly developed key private re-encryption 
scheme (introduced in Sec.) as an underlying tool. 
Instead of computing a ciphertext for each client, the 
company generates one single ciphertext, which will 
then be delivered to the cloud. The company will then 
obliviously deliver the identity threshold symbol sets 
for the thresholds of the decisional branching nodes 
and the indexes of the concerned attributes to TA so 
that TA can generate the ReKeys corresponding to 
the rest clients in the system using the key private re-
encryption scheme. The generated rekeys are then 
delivered to the cloud, which can then run the re-
encryption scheme using the rekeys and the single 
ciphertext delivered by the company to generate the 
cipher texts for the rest clients. The proposed re-
encryption scheme incorporates the outsourcing 
decryption so that the other security and efficiency 
characteristics in the final CAM are inherited here. 
Besides, the decryption algorithm of the proxy re-
encryption scheme induces much less exchanges 
between clients and the cloud comparing with that in 
our improved scheme. 
 
1.Key private proxy re-encryption scheme: 
The proxy re encryption scheme consists of the 
following six algorithms. This algorithm is performed 
by TA. Upon receiving the input of the security 
parameter 1 Setup(1 TA outputs the system parameter 

(  the key pair for TA (

 where are,bilinear groups 
of prime order q, g is a random primitive root in 

are cryptographic hash functions. 

. 

The system parameter is included in the following 
algorithms implicitly. Ext(id, msk): This algorithm is 
performed by TA and a client. Upon receiving the 
input of an identity id, the client first picks a random 

number , computes and sends 
to TA. TA outputs the transformation key 

corresponding to id: where s = msk and 
sends it back to the client. Then the client computes 
his private key 

-1 . We note 
that TA obtains no information on the client identity 

because is just a random group element 
under random oracle model. The transformation key 
can be publicly distributed due to the same reason  

 
 
2) Final CAM with Full Privacy and High 
Efficiency: 
With the above newly-proposed key private proxy re-
encryption, we are now ready to design our highly 
efficient CAM with full privacy. Setup: This 
algorithm is performed by TA, which runs the Setup 
algorithm of the proxy re-encryption scheme and 
publish the respective system parameters. Store: This 
algorithm is performed by the company. Let 

be two pseudo random 

functions which take as inputs a secret key 
' , where N denote the maximum number of the 
clients accessing the company’s data in a time slot. 
The company first computes d 

,where j ∈ [1, k]. For j 
∈ [1, k], the company obtains all the identity. 
 
3.VERIFICATION OF m-PRIVACY 
Checking whether a set of records satisfies m-privacy 
creates a potential computational  
confront due to the combinatorial number of m-
adversaries. In this section, we first analyze the 
problem by modeling the adversary space. Then, we 
near heuristic algorithms with effective pruning 
strategies and adaptive ordering techniques for 
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efficiently checking m-privacy w.r.t. an EG 
monotonic constraint C. Implementation of 
introduced algorithms can be run by a trusted third 
party (TTP). For scenarios without such party, we 
introduce secure multi-party (SMC) protocols. 
Finally, in Appendix B.1 we present modifications of 
TTP heuristics and SMC protocols to verify m-
privacy w.r.t. non-EG monotonic privacy constraints. 
 
3.1 Adversary Space Enumeration 

Given a set of data providers, the entire 

space of madversaries (m varying from 0 to ) 
can be represented using a lattice shown in . Each 
node at layer m represents an m-adversary of a 
particular combination of m providers. The number of 

all possible m-adversaries is given by . Each 
node has parents (children) representing their direct 
super- (sub-) coalitions. For simplicity the space is 
depicted as a diamond, where a horizontal line at a 
level m corresponds to all m-adversaries, the bottom 
node to 0-adversary (external data recipient), and the 
top line to adversaries. 
 
3.2 Heuristic Algorithms for EG Monotonic 
Constraints 
In this section, we present heuristic algorithms for 
efficiently checking m-privacy w.r.t. an EG 
monotonic constraint. Then, we modify them to 
check m-privacy w.r.t. a non-EG monotonic 
constraint. The key idea of our heuristics for EG 
monotonic privacy constraint is to efficiently search 
through the adversary space with effective pruning 
such that not all m-adversaries need  to be checked. 
This is achieved by two different pruning strategies, 
an adversary ordering technique, and a set of search 
strategies that enable fast pruning. 
 
Pruning Strategies.  
The pruning is possible thanks to the EG 
monotonicity of m-privacy  If a coalition is not able 
to breach privacy, then all its sub coalitions will not 
be able to do so as well, and hence do not need to be 
checked (downward pruning). On the other hand, if a 
alliance is able to breach privacy, then all its super-
coalitions will be able to do so as well, and hence do 
not need to be checked (upward pruning). In fact, if a 
sub-coalition of an m-adversary is able to contravene 
privacy, then the upward pruning allows the 
algorithm to terminate immediately as the m-
adversary will be able to breach privacy (early stop). 
Fig.illustrates the two pruning strategies where + 
represents a case when a coalition does not breach 
privacy and otherwise. 
 
Adaptive Ordering of Adversaries. 
In order to facilitate the above pruning in both 
directions, we adaptively order the coalitions based 

on their attack powers.This is aggravated by 
following observations. For downward pruning, 
super-coalitions of m-adversaries with limited attack 
powers are preferred to be checked first as they are 
less likely to breach privacy, and hence increase the 
chance of downward pruning. In contrast, sub-
coalitions of m-adversaries with significant assault 
powers are preferred to be checked first as they are 
more likely to breach privacyand hence increase the 
chance of the early stop. 

 
 
The Top-Down Algorithm. The top-down algorithm 
checks the coalitions in a top-down fashion using 

downward pruning, starting from 
adversaries, and moving down until a violation by an 
m-adversary is detected or all m-adversaries are 
pruned or checked. 
 
The Bottom-Up Algorithm. The bottom-up 
algorithm is similar to the top-down algorithm. The 
main difference is in the run of coalition checks, 
which is in a bottom up fashion starting from 0-
adversary, and moving up. The algorithm stops if a 
violation by any adversary is detected (early stop) or 
all m-adversaries are checked. 
 
The Binary Algorithm. The binary algorithm 
(Algorithm 1), inspired by the binary search 

algorithm, checks coalitions Between 
adversaries and m-adversaries, and takes advantage 
of both pruning strategies EG monotonicity of the 
privacy constraint, we do not consider coalitions of 
less than m adversaries  The goal of each iteration in 
the algorithms. 
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Adaptive Selection of Algorithms. 
 Each of the above algorithms focuses on different 
search approach, and hence utilizes different pruning. 
Which algorithm to use is largely needy on the 
characteristics of a given group of providers. 
Intuitively, the privacy fitness score ,which quantifies 
also the level of privacy fulfillment of the group, may 
be used to select the most suitable algorithm. The 
higher the fitness score, the more likely m-privacy 
will be satisfied, and hence the top-down algorithm 
with downward pruning will significantly reduce the 
number of adversary checks. We utilize such strategy 
in the anonymization algorithm (discussed later), and 
experimentally evaluate it. 
 
3.3 Time Complexity 
In this section, we derive the time complexity for the 
m-privacy w.r.t. C verification algorithms in terms of 
the number of privacy checks. Since all algorithms 
involve multiple checks of privacy for various 
records, we assume that each check of C takes a 
constant time. Formally, it can be modeled by an 
oracle, which performs a check for given records in 
O(1) time. For a particular definition of C, time 
complexity of a single privacy verification should be 
also taken into account. Details of time complexity 
computations can be found in the Appendix E. 
 
EG Monotonic m-Privacy.  
All the above verification algorithms have the same 
worst-case scenario, in which all super-coalitions of 
m-adversaries violate privacy, while all sub-coalitions 
of m-adversaries do not. Hence, neither adaptive 
order nor pruning strategies are useful. For these 
settings, the direct algorithm will check exactly 
possible m-adversaries before confirming m-privacy, 
where is the numeral of data providers contributing to 
the group. This is the minimal number of privacy 
verifications for this scenario. 
 
Secure EG Monotonic m-Privacy Verification 
he main responsibility of the leader is to determine 
m-privacy fulfillment with as little privacy checks as 
possible. Our heuristic minimize the number of 
privacy checks by utilizing EG monotonicity of C and 
adaptive ordering of m-adversary generation. To 
define such order, P runs any 
sorting algorithm, which sorts providers by fitness 
scores of their local records, with all comparison run 
securely. Applying the adaptive ordering heuristic 
uncovers the order of fitness scores of data providers. 
Without such ordering more privacy checks need to 
be performed. Our implementations of secure sorting 
protocol utilizes the Shamir’s secret sharing scheme 
with r shares essential to rebuild a secret. To 
ensurenm-privacy we set r = m+1 Thus, for n data 
providers the procedure requires running a sorting 
algorithm, which takes secure comparisons. Each 
secure comparison has the same complexity, i.e., 
requires a few secure multiplications, where each 

multiplication takes log time Thus, the 
secure sorting time complexity is equal to  Each

 secure multiplication requires passing 

log n-1) messages in total, 
although only (m +1) of them are needed to get the 
result. Thus, the communication complexity is Note 
that if we allow disclosing fitness score values from 
all providers, then all complexities can be 

significantly reduced to  for time 

complexity, and for message 
complexity. 
 
Secure m-Privacy Verification Protocol.  
After finding the order of data provider, the leader 
starts verifying privacy for different coalitions of 
attackers, which are generated in specific order. A 
universal scheme of secure m privacy verification is 
the same for all heuristic algorithms (Algorithm 2). 
Common steps are as follows. In the main loop 
verifies privacy of records for m-adversaries until m-
privacy can be decide Note that in order to determine 
m-privacy w.r.t. EG monotonic C, it is enough to 
check privacy for all scenarios with exactly m 
attackers In the loop,P generates and broadcasts a 
coalition of potential adversaries I, so each party can 
recognize its status (attacker/non-attacker) for the 
current privacy check. Then, the leader runs the 
secure privacy verification protocol for. If privacy 
could be breached, and I has no more than m data 
provider, then the protocol stops and returns negative 
answer Otherwise, the information about privacy 
fulfillment is used to prune (upwards or downwards) 
a few potential m-adversaries Finally, if m-privacy . 
returns the results of m-privacy verification . 

 
 
III. EXPERIMENTS 
 
Secure m-Privacy Verification 
The objective of the first set of experiments is to 
evaluate the efficiency of different heuristics in 
generating attacker 
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Computation time (logarithmic scale) vs. power of m-privacy 

and number of data providers. 
 
coalitions for privacy verification. Note that 
computation times are presented in seconds, not 
milliseconds. 
 
Attack Power. In this experiment, we compare m-
privacy verification heuristics against different attack 
powers, and different digit of data providers. shows 
working out time with varying m and n for all 
heuristics. Similar to the TTP implementation, the 
secure protocols G for the top-down and binary 
algorithms demonstrate the best presentation The 
difference between these two approaches is negligible 
for most values of m. The direct move toward is not 
that efficient as the above algorithms except small 
and large values of m. The bottom-up approach is 
useful only for very small values of m. Numbers of 
messages that are generated, while running protocols 
(not shown), are between for different m, and lead to 
the same conclusions. 
 
Number of Contributing Data Providers.  
In this experiment we analyze the impact of 
increasing number of data providers,on different 
algorithms. shows the runtime of different heuristics 
with varying As expected, the computation time 
increases exponentially with the number of data 
providers. difference among approaches are not 
significant, and as above top-down and binary 
algorithms are more efficient than other approaches. 
The bottom-up heuristic is the slowest among others. 
 
Secure m-Privacy Anonymization 
This set of experiments compares estimates of our 
provider-aware and the baseline approaches, and 
evaluates the over-head of our solution. Due to high 
runtime of protocols, we probable their computation 
times using runs of TTP algorithms and calculation 
times of sub protocols. As a comparison, we 
implemented an independent approach in which each 
provider anonymizes its data on its own. We observe 
that its runtime is independent of m and n, and equals 
to 1.2 seconds (not shown). However, the query error 
or the utility of the anonymized data is significantly 
worse than the collaborative. 
 
Attack Power. We first evaluate both anonymization 
heuristics with varying attack power m. shows the 
estimated calculation time with varying m for both 
approaches. As expected for EG monotonic 
constraints, increasing m results in stopping 
anonymization process 

 
 

Computation time vs. m and the number of providers. 
 
significantly earlier. In addition, both approaches 
have comparable computation times with negligible 
differences. 
 
Number of Data Providers.  
In this experiment we estimated calculation times for 
different number of data providers , but with the same 
average number of records per provider ( |T|/n = 100). 
shows the expected time with varying the number of 
providers for both algorithms. As expected, the 
computation time is similar for both approaches, and 
increases exponentially with n. 
 
CONCLUSION 
 
In this paper we careful a new type of probable 
attacker in collaborative data publishing a coalition of 
data providers, called m-adversary. Privacy threats 
introduced by m-adversaries are modeled by a new 
privacy notion, m-privacy, defined with value to a 
constraint C. We presented heuristics to verify m-
privacy w.r.t. C.A few of them check m-privacy for 
EG monotonic C, and use adaptive ordering 
techniques for higher efficiency. We also presented a 
provider-aware anonymization algorithm with an 
adaptive verification strategy to ensure high utility 
and m-privacy of anonymized data. Experimental 
results confirmed that our heuristics perform better or 
comparable with existing algorithms in terms of 
efficiency and utility. All algorithms have been 
implemented in dispersed settings with a TTP and as 
SMC protocols. All protocols have been presented in 
details and their security and complexity has been 
cautiously analyzed. Implementations of algorithms 
for the TTP setting is available on-line for further 
advance and deployments. There are many potential 
research directions. For example, it remains a 
question to model and address the data knowledge of 
data providers when data are dispersed in a vertical or 
ad-hoc fashion. It would be also interesting to 
investigate if our methods can be generalized to other 
kinds of data such as set-valued data. 
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