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Abstract- Mobile devices are building blocks of mobile Ad hoc networks (MANETs). In MANET environment, data 
caching is an essential feature because it increases the ability of mobile devices to access desired data and it also improves 
the overall system performance. DCIM (Distributed Cache Invalidation Method) is a client-based cache consistency scheme 
for caching data items in MANET’s.  Caching frequently accessed data item is an effective technique for improving the 
performance in mobile environment. The invalidation-based approach is an effective method to maintain strong cache 
consistency. However, this invalidation-based approach suffers from several security attacks. The Invalidation Report (IR) 
based cache invalidation strategy is used to prevent intruders from dropping or modifying invalidation messages.  In the  
Invalidation-Report (IR) based approach, the server keeps track of all the clients that cache the data items, and send 
invalidation messages to the client when the data is changed. The invalidation messages are  modified or dropped by 
malicious nodes. To prevent malicious nodes from modifying the IR’s and to authenticate the data source, an effective  key-
based security algorithm will be applied at the node to reduce overhead and to increase the cache consistency. Extensive 
analysis and simulations are used to evaluate the proposed scheme. The result will show that the solution can achieve a good 
level of security with low overhead. 
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I. INTRODUCTION  
 
DCIM is an acronym for Distributed Cache 
Invalidation Method. Essentially, cache invalidation is 
a mechanism of removing stale items from the cache 
i.e the contents which are no longer valid are either 
removed or sent for prefecting from the server. DCIM 
is a client based cache consistency scheme in mobile 
Adhoc networks (MANET) for caching data items. It 
is a pull-based approach where cache data is stored 
locally near client-side for ease of accessing data and 
hence provides near-strong consistency capabilities. 
Cached data items are assigned an adaptive TTL 
(Time-to-Live) values that corresponds to their update 
rate at data source. In such a case, the items with 
expired TTL values are grouped in validation  request 
at the data source to refresh them, whereas the  
unexpired items  with higher request rate are 
prefetched from the server. Caching techniques can be 
used to reduce bandwidth consumption and delay 
required in accessing the data in wireless Ad-hoc 
network.  
 
The invalidation-based approach may suffer from 
several security attacks. In order to defend against 
cache consistency attacks, the Invalidation Report (IR) 
based cache invalidation strategy is used to prevent 
intruders from dropping or modifying invalidation 
messages. 
 
In DCIM, the server keeps track of all the clients that 
cache the data items, and send invalidation messages 
to the client when the data is changed. The 
invalidation messages may be modified or dropped by 
malicious nodes. The security aspects focuses on 

parameters like confidentiality, integrity and reliability 
so as to improve the caching efficiency and reduce 
delay. 

 
Fig 1:  Overview of DCIM Architecture 

 
The system consists of a MANET of wireless mobile 
nodes interested in data generated at an external data 
source connected to the MANET using a wired 
network (e.g., internet) via WiFi Access Points (APs).  
Nodes that have direct wireless connectivity to an AP 
act as gateways, enabling other nodes to communicate 
with the data source using multihop communication.  
For example, Node CN4 in Figure 1 is accessing the 
server through N4 and then CN1, which in turn acts as 
a gateway by connecting to the Internet via the AP. 
The data exchanged is abstracted by data items.  
Briefly, the system has three types of nodes: caching 
nodes (CNs) that cache previously requested items, 
query directories (QDs) that index the cached items by 
holding the queries along with the addresses of the 
corresponding CNs, and requesting nodes (RNs) that 
are ordinary nodes. Any node, including a QD or a 
CN, can be a requesting node.  
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Figure 2 shows the basic interactions nodes in DCIM 
through a scenario in which an RN is submitting a 
DRP (Data Request Packet) for a query indexed in the 
QD. The QD forwards the DRP to the CN caching the 
item assuming there was a hit. At the CN, the 
requested item may be in the waiting list at the 
moment if it is being validated. Validation requests 
are issued by CNs using CURP(Cache Update 
Request)  messages. Each entry in the message 
consists of the query associated with this item, a 
timestamp (last modification time), a “prefetch” bit (if 
set, instructs the server to send the actual item if 
updated), and the “expired” bit (tells if an item is 
expired). Upon receiving a CURP (Cache Update 
Request) message, the server  identifies items that 
have changed and those that have not, and sends the 
corresponding CNs in SVRP (Server validation 
Reply) messages the ids of items that did not change 
and those that changed but do not have the prefetch bit 
set. 
 

 
Fig 2:  Interaction between nodes in DCIM system 

 
The TTL-based cache invalidation technique is to be 
proposed in order to efficiently support data reliability 
in Adhoc network.  
 
II. PROBLEM STATEMENT 
 
In DCIM(Distributed Cache Invalidation Method) 
security issues are the major problems when there is 
network intrusion. The malicious nodes (also called 
Intruders) try to drop, insert or modify invalidation 
messagesto mislead receivers to use stale data or 
unnecessarily invalidate the data that are still valid. 
 
III. LITERATURE REVIEW 
 
Caching frequently accessed data items in mobile 
nodes is shown to be effective techniques to enhance 
the communication performance in Mobile Ad-hoc 
Networks (MANETs). In, the author’ K.Fawaz and 
H.Artail’ introduces DCIM as a client-based cache 
consistency scheme. Cached data items are assigned 
an adaptive TTL (Time-to-Live) values that 

corresponds to their update rate at data source 
Recently, there are growing interests on providing 
data caching to promote data services in MANETs.  
M. Abolhasan, T. Wysocki and E. Dutkiewicz focuses 
on several caching techniques and routing protocols 
are implemented to tackle the problem of MANET 
environment such as node mobility and resource 
(battery and bandwidth) consumption. 
W. Li, E.Chan,Y. Wang,D. Chen introduces various 
cache invalidation strategies. One of the effective 
techniques to avoid the stale data is cache 
invalidation, which maintains data consistency 
between the client cache and the server. Many 
optimizations and hybrid approaches were proposed to 
reduce traffic and latency. The concept of caching 
frequently accessed data is adopted to provide 
efficient communication among mobile nodes. By this 
caching average data access latency is reduced and 
access requests are satisfied from the local cache, 
which makes efficient data accessing. However, node 
mobility and frequent disconnection makes cache 
consistency a challenging issue as addressed by W. Li, 
E.Chan,Y. Wang,D. Chen, P. Papadimitratos, Z. Haas 
in.  
 
In W. Zhang, G.Cao, S. Abdul. Elminaam, H. M. 
Abdul Kader introduces different strategies to defend 
against cache consistency attacks. It discusses about 
the Invalidation report based strategy where 
invalidation messages should not be modified or 
dropped.  
 
Various algorithms has been studied to deal with 
cache invalidation strategies by A.Elmagarmid, J.Jing, 
A. Helal, and C. Lee in. The security algorithm for 
cache consistency in the author gives a comparative 
study of various security algorithm like AES, DES, 
3DES, RC2, Blowfish and RC6. Caching has been 
well accepted method to ease the ever growing 
bandwidth needs, reduce the server load, and decrease 
the client access latency. In a typical ad hoc 
environment each node acts as router and transceiver.  
Ali I. El-Desouky Hesham A. Ali, Engy A. El-Shafaiy  
in make multihop communication with data source 
but,  frequently changing topology make cache 
consistency a challenging issue . 
 
IV. RELATED WORK 

 
Server operations 
DCIM is a client-based approach so, the processing at 
the server is minimal. When the server receives a 
CURP message from the CN (caching node), it first 
checks if all items have been changed by performing 
comparison of their last modified times with those 
included in the request. Items which were not 
changed are considered valid, and their ids are 
included in the SVRP response to the CN. Wheareas, 
the items that are changed are treated in two ways: 
Firstly, Expired items (those having the expiry bit set 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-8, Aug.-2014 

Securing DCIM for Maintaining Cache Consistency in WMN using RC6 
 

89 

in the CN validation request) and secondly, the non-
expired items having the prefetch bit set and are 
updated by sending SUDP packets (which contain the 
actual data items and the associated timestamps) to 
the originating CNs. (i.e., will not be requested soon), 
the server informs the CN about them using an SVRP 
message.  
 
QD operations 
As per the previous section CNs become caching 
nodes when they first request non-cached data. On 
the other hand, QDs are elected based on their 
resource capabilities, as described in. A procedure 
was included in that explained how the number of 
QDs in the system were bounded by two limits. The 
lower bound corresponds to having enough QDs, 
such that an additional (elected) QD will not yield an 
appreciable reduction in average QD load. Whereas, 
the upper bound, corresponds to a delay threshold, 
since traversing a larger number of QDs will lead to 
higher response times. The QD always forwards the 
DRP to the CN in case of a hit. This makes the 
system simpler and saves traffic, but might incur 
additional delay only if the item is expired at the CN, 
as this will cause the CN to contact the server to 
update the data item. Nevertheless, this additional 
internal delay is small when compared to the server 
delay, and it is compensated by reduced consistency 
updates from the CNs to the QDs.  
 
CN Processing 
The CNs store the cached queries along with their 
responses plus their IDs, and the addresses of the 
QDs indexing them. They are distributed in the 
network and cache a limited number of items, which 
makes monitoring their expiry an easy task. A CN 
maintains two tables to manage the consistency of the 
cache:Firstly, the Cache Information Table whose 
data is common to all queries whose responses are 
locally cached (Table 2), and secondly, the Query 
Information Table that stores query-specific data 
(Table 3). The CN maintains the weighted average of 
inter-request interval (IRI) for each data item it holds 
(in a manner similar to the computation of the inter-
update interval). The process that runs on the CN 
includes two threads: a monitoring thread and a 
processing thread. 
 
MONITORING THREAD: 
In data caching environment, the monitoring thread 
checks for expired data items, issues validation 
requests, and requests updates for data items. It 
performs these operations in two functions: 
 
Inner Loop Function: After the CN sleeps during the 
polling interval (Tpoll), it iterates over the entries 
corresponding to the data items it caches, checking 
each item’s TTL value. If an item has an expired 
TTL, the CN sets its expiry bit and its state to 
INVALID. It also sets its “prefetch” bit if the item is 

predicted to be requested before the end of the current 
piggybacking interval. 
 
Outer loop function: When the monitoring thread 
completes Npoll iterations (i.e. after a piggyback 
interval, defined above), the CN checks if at least one 
item has expired. If so, it issues a validation request 
for the whole collection of cached items stored at the 
CN. In this request, similar to the one issued in the 
inner loop, a prefetch bit indicates if the item is 
expected to be requested soon, as was described 
above. If it is set, the server sends the actual item, 
else, it just invalidates it. Hence, the outer loop allows 
the CN to piggyback validation requests for all items 
when there is a need to contact the server. 
 
Processing Thread: 
This thread handles data requests from RNs and 
replies from the server (i.e., SUDP and SVRP packets) 
in response to CURP messages, and computes the 
TTL value. 
 
Processing Data Request Messages: The CN checks 
the requested item in the DRP, and if it is INVALID, 
it issues an update request directly to the server, 
changes its state to TEMP_INVALID, and places the 
query on a waiting list.  
 
In the meanwhile, if the CN gets a DRP for the same 
item before the server replies, it also puts it on the 
waiting list. In all other cases, the query is processed 
by sending the requested item to the RN via a DREP 
message. 
 
TTL calculation: In DCIM, the exact TTL calculation 
performed by the CN depends on whether the item 
was expired at the server or not, which is information 
contained in the SVRP and SUDP messages. The TTL 
value is calculated as per the steps below: 
 
1)  If the item has changed on the server, the SVRP 
would contain the last updated time (denoted by 
LUnew), given the item had the prefetch bit not set, 
whereas the SUDP would contain the same value if 
this bit was set. In both cases, TTL is set to (1-a)×IUI 
+ a ×(LUnew-Timestamp). 
 
2) If the item did not change on the server and the 
TTL did not expire on the CN, the TTL will not be 
modified. This case occurs because of the 
piggybacking procedure described before. 
 
3) If the item expired on the CN, but did not change 
on the server, the CN increases the TTL value by 
considering the current time as the update time, 
without changing the timestamp valueit stores. The 
TTL value will be set to            
 

(1-a)×IUI+a×(CurrentTime - Timestamp). 
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Fig. 4. Inner Loop and Outer Loop (shaded part) functions 

 
V. PROPOSED METHODOLOGY 
 
As per, it assumes that in DCIM the simulation 
environment was well behaved and issues related to 
security were not considered. However given a 
possibility of network intrusion, the system needs to 
be integrated with proper security measures. The 
invalidation-based approach is widely used to 
maintain strong cache consistency. However, the 
invalidation-based approach suffers from several 
security attacks.  
 
The Invalidation Report (IR) based cache invalidation 
strategy is used to prevent intruders from dropping or 
modifying invalidation messages.  In the Invalidation-
Report (IR) based approach, the server keeps track of 
all the clients that cache the data items, and send 
invalidation messages to the client when the data is 
changed. The invalidation messages are modified or 
dropped by malicious nodes. To prevent malicious 
nodes from modifying the IR’s and to authenticate the 
data source, an effective key-based security algorithm 
will be applied at the node to reduce overhead and to 
increase the cache consistency. 
 
In order to prevent against network intrusion the 
proposed system aim to add security at the node so 
that the encryption and decryption is carried inside the 

node and the packets when transferred are protected. 
The new protocol that has been added to introduce 
security is RC6. RC6 allows rapid encryption and 
decryption. The design of RC6 began with a 
consideration of RC5 as a potential candidate for an 
AES submission. Modifications were then made to 
meet the AES requirements, to increase security, and 
to improve performance. The innerloop, however, is 
based around the same \half-round" found in RC5. 
Descryption of RC6: 
 
RC6 is a fully parameterized family of encryption 
algorithms. A version of RC6 is more accurately 
speci_ed as RC6-w/r/b where the word size is w bits, 
encryption consists of a nonnegative number of 
rounds r, and b denotes the length of the encryption 
key in bytes. Since the AES submission is targeted at 
w = 32 and r = 20, we shall use RC6 as shorthand to 
refer to such versions. 
 
When any other value of w or r is intended in the text, 
the parameter values will be speci_ed as RC6-w/r. Of 
particular relevance to the AES e_ort will be the 
versions of RC6 with 16-, 24-, and 32-byte keys. For 
all variants, RC6-w/r/b operates on units of four w-bit 
words using the following six basic operations. The 
base-two logarithm of w will be denoted by lgw. 
a + b integer addition modulo 2w 
a � b integer subtraction modulo 2w 
a _ b bitwise exclusive-or of w-bit words 
a _ b integer multiplication modulo 2w 
a<<<b rotate the w-bit word a to the left by the 
amount given by the least signi_cant lgw bits of b 
a>>>b rotate the w-bit word a to the right by the 
amount given by the least signi_cant lgw bits of b 
 
Key schedule 
The key schedule of RC6-w/r/b is practically identical 
to the key schedule of RC5-w/r/b. Indeed, the only 
difference is that for RC6-w/r/b, more words are 
derived from the user supplied key for use during 
encryption and decryption. The key schedule 
algorithm is presented in full detail in the Appendix. 
The user supplies a key of b bytes, where 0 _ b _ 255. 
From this key, 2r + 4 words (w bits each) are derived 
and stored in the array S[0; : : : ; 2r + 3]. This array is 
used in both encryption and decryption. 
 
2.2 Encryption and decryption 
 
RC6 works with four w-bit registers A;B;C;D which 
contain the initial input plaintext as well as the output 
ciphertext at the end of encryption. The _rst byte of 
plaintext or ciphertext is placed in the least-signi_cant 
byte of A; the last byte of plaintext or ciphertext is 
placed into the most-signi_cant byte of D. We use 
(A;B;C;D) = (B;C;D;A) to mean the parallel 
assignment of values on the right to registers on the 
left. Test vectors for encryption using RC6 are 
provided below: 
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Fig:   Encryption with RC6-w/r/b. Here f(x) = x _ (2x + 1) 

 
A. Experimental Results 
DCIM was implemented using ns2 and a new 
database class was developed that mimics the server 
process in storing and updating data items and in 
processing the validation requests.  Timers were 
utilized to implement the monitoring thread: the timer 
sleeps for polling interval duration and wakes up to 
run the innerloop function, i.e. after Npoll runs of 
innerloop the outerloop is invoked. 
 

 
Fig 4: DCIM_Delay 

 

 
Fig 5: Delay with normal protocol 

 
The graph shows results of Delay comparison with 
DCIM protocol and normal protocol. The measuring 
lines showa how delay is reduced with lower overhead 
when caching is done with secured DCIM. 

 
Fig 6: Energy consumption with normal protocol 

 

 
Fig 7: Energy consumption with Secured DCIM 

 
The figure shows graphical results of energy 
consumption of secured DCIM with normal caching 
protocol. As per the graph it shows that energy 
consumption is reduced in DCIM. As per the results, it 
is evedent that DCIM at higher data size (1500 KB) 
still demands less traffic than the network bandwidth 
(2Mbps) leaving room for other applications to 
operate. Also, it is evedent that the traffic per node 
increases linearlywith the increase in data item size as 
it should be theoretical. 
 
CONCLUSION 
 
We presented pull-based cache consistency scheme 
for MANET’s that relies on estimating the inter 
update intervals of data items to set their expiry time. 
The proposed system considered the network intrusion 
and extended the security features of DCIM. The 
results shows the comparison of secured DCIM with 
normal caching protocol. Thus we can say secured 
DCIM gives better performance as compared to 
normal network. 
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