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Abstract - A wireless sensor network consists of a set of geographically distributed sensor nodes, which continuously 
monitor their surroundings and forward the sensing data to a base station through multi-hop routing. These networks use 
radio communications as a media for transmission which make them susceptible to different types of attacks. Sinkhole 
attack is considered as one of the severe attacks that is launched by a compromised node to divert the network traffic away 
from the intended route, Through this procedure sinkhole node attempts to draw all network traffic to itself. Thereafter it 
alters the data packets or drops the packets silently and finally destroy the network. A sinkhole attack causes a serious threat 
to sensor networks. In order to detect the sinkhole attack it is required to do enhancement in AODV based routing algorithm, 
which uses mobile agents designed for wireless sensor networks. In this proposal Mobile agents are used to collect 
information of all sensor nodes to make every node aware of the entire network, so that a valid node will not listen the 
cheating information from malicious node and detect sinkhole node based on finding difference of nodes sequence numbers 
using threshold value. 
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I. INTRODUCTION 
    
Wireless Sensor Networks (WSNs) are used in many 
applications in military, ecological, and health-related 
areas. These applications often include the 
monitoring of sensitive information such as enemy 
movement on the battlefield or the location of 
personnel in a building. Security is therefore 
important in WSNs. Despite the innumerable 
applications of WSNs, these networks have several 
restrictions, e.g., limited energy, supply, limited 
computing power, use of insecure wireless 
communications and limited bandwidth of the 
wireless links connecting sensor nodes. These 
constraints make security in WSMs a challenge. One 
of the main design goals of WSNs is to carry out data 
communication while trying   to   prolong   the   
lifetime   of   the network   and prevent connectivity 
degradation by employing aggressive energy 
management techniques.  
Wireless sensor networks are vulnerable to security 
attacks due to medium. WSNs have an additional 
vulnerability because nodes are often placed in a 
hostile environment where they are not physically 
protected. In a wireless sensor network, multiple 
nodes would send sensor reading to a base station for 
further processing. It is known that such a many to 
one communication is highly vulnerable to sinkhole 
attack, where an intruder attacks surrounding nodes 
with unfaithful routing information, and then 
performs selective forwarding or alters the data 
passing through it. A sinkhole attack forms serious 
threat to a sensor networks, particularly considering 
that the sensor nodes are often deployed in open areas 
and of weak computation and battery power. 
The rest of this paper is organized as follows. In this 
section II explores common attacks to sensor 

networks. We introduce the functionality of Routing 
algorithm in section III. Section IV in this section we 
describe primarily framework of enhanced secure 
routing algorithm for detection of sinkhole attack. 
Finally this paper is concluded in section V. 
  
II. ATTACKS IN WSNS 

 
Wireless sensor networks are vulnerable to security 
attacks due to the broadcast nature of the transmission 
medium. 
 
A. Types of Attacks 
According to the security requirements in WSNs[4]. 
These attack can be catagorised as- 
• Attacks on secrecy and authentication: standard 
cryptographic techniques can protect the secrecy and 
authenticity of communication channels from 
outsider attacks such as eavesdropping, packet replay 
attacks, and modification or spoofing of packets. 
• Attacks on network availability: attacks on 
availability are often referred to as denial-of-service 
(DoS) attacks. DoS attacks may target any layer of a 
sensor network. 
• Stealthy attacks against service integrity: in a 
stealthy attack, the goal of the attacker is to make the 
network accept a false data value. For example, an 
attacker compromises a sensor node and injects a 
false data value through that sensor node. 
Routing Attacks on sensor networks such as- Sybil 
Attack, Selective forwarding/Black hole Attack, 
Sinkhole Attack, Wormhole Attack, Spoofed, 
Altered, or Replayed Routing Information, 
Acknowledgment Spoofing, Hello Flood Attack can 
have devastating effects on Wireless Sensor Network 
and present a major challenge when designing robust 
security mechanisms. Among them Sinkhole attack is 
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the most destructive routing attack for these 
networks. It causes a serious threat to sensor 
networks, it increases network overhead, decreases 
network lifetime by boosting energy consumption and 
finally destroy the network. 
 
B. Sinkhole Attack 
In this type of attack sinkhole node tries to attract 
data to itself by convincing neighbors through 
broadcasting fake routing information & let them 
know itself on the way to specific nodes. It may cause 
the adversary to draw all or most of the data flow 
captured at the base station. Through this procedure, 
sinkhole node attempts to draw all network traffic to 
itself. 
Sinkhole attack can enable many other attacks, for 
example selective forwarding, blackhole attack. After 
successful launching a sinkhole attack, an adversary 
can mount the selective forwarding attack, by 
ensuring that all traffic in the targeted area flows 
through a compromised node, the adversary can 
selectively suppress or modify message originating 
from any node in the area. 
A sinkhole attack in WSN can cause serious problem 
in the operations and services of the networks. It May 
lead to the problem of system failure in terms of 
Network Availability and it makes the sensor node 
unable to transmit and receive information. 
 
III. FUNCTIONALITY OF ROUTING 

ALGORITHM 
 
AODV based routing algorithm chooses correct 
routes from the source node to destination node to 
send data packets according to their reliability. WSN 
can be viewed as a network consisting of hundreds or 
thousands of wireless sensor nodes which collect the 
information from their surrounding environment and 
send their sensed data to Base Station or sink node. 
Routing is a process of determining a path between 
source and destination for data transmission. 
Applications using sensor networks are inherently 
distributed and usually route messages using multi-
hop wireless communication.  
AODV routing protocol is a typical on-demand 
routing protocol. AODV routing protocol activated 
the routing discovery mechanism to find routes to 
destination node only when the source node need to 
send data packets. The nodes don’t need to maintain 
any routing information in advance. If a node has data 
to send to the destination, it broadcasts the RREQ 
(Route Request). A node receiving the RREQ packets 
may send a RREP (Route Reply) if it is the 
destination or re-broadcasts the RREQ packets. While 
the node re-broadcasts the RREQ/RREP packets, it 
sets up the forward pointers to the destination/source. 
Once the RREP packets get back to the source, the 
source will start forwarding data. The routes never 
expire but when the route table is full, old entries will 
be replaced. 

A sinkhole attack in wireless sensor networks can 
cause serious problem in the operations and services 
of the networks. It makes the sensor node unable to 
transmit and receive information. It is a kind of denial 
of service attack where a malicious node can attract 
all packets by falsely claiming a fresh route to the 
destination and without forwarding them to the 
destination. Because in AODV, there is no single 
destination for messages, such as a base station, a 
sinkhole cannot imitate a node and attract traffic 
towards it. To get as much influence on routes as 
possible, a sinkhole will have to take action every 
time a route is being created. When a sinkhole 
receives a route request, it will respond by directly 
returning a route reply, indicating it has found the 
destination with the lowest possible hop count. All 
nodes along the route back to the source of the route 
request will store the route towards the sinkhole in 
the routing table. If the real destination is a larger 
number of hops away from the source than the 
sinkhole, the route to the sinkhole will be chosen. 
When the real destination is closer, the route to the 
sinkhole will be ignored. 
 
The effect of a sinkhole in a WSN is shown in Figure 
1, 

 
Figure 1: A sinkhole Attack in AODV 

 
Consider node M is sinkhole node, when node A 
broadcasts a RREQ packet, nodes B, C and M receive 
it. Node M, being a sinkhole node, does not check up 
with its routing table for the requested route to node 
F. Hence, it immediately sends back a RREP packet, 
claiming a route to the destination. Node A receives 
the RREP from M ahead of the RREP from node B 
and node C. Node A assumes that the route through 
M is the shortest route and sends any packet to the 
destination through it. When the node A sends data to 
M, M absorbs all the data, so the sinkhole attacks can 
be achieved. At present, the majority of routing 
protocols are unable to deal with the sinkhole attack, 
so we present an Enhanced mobile agent-based 
secure routing algorithm to solve the problem. 
 
A. Routing algorithm for data packets 
Firstly, the Mobile agent transfers the information of 
one node to other nodes. The agent moves and 
constantly updates the content of agent packet by 
collecting the latest information from other nodes and 
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agents. According to the routing algorithm for mobile 
agent, we can get a matrix table about the information 
of all the nodes. 
 
 If node A communicates with node B, the routing 
Algorithm is as follows- 
Step1: check  the  connection  between  the node  A   
and node B in the cache, i.e. whether the TAB is 
equal to zero or not, if not it means there is 
connection between the two nodes, then the routing 
ends and the signal will be sent immediately; if yes it 
means there is no hop operation, then, go to step2. 
Step2: check the column,  TB  in the cache of node B 
and find out all the items which are not equal to zero 
in TB , these items are the child nodes of node B, if 
all the items in TB are equal to zero, then, there is no 
valid route between node A and node B and the 
routing ends. 
Step3: find out the child nodes of the above child 
nodes according to the corresponding column, if these 
child nodes exist, delete the paths except the path of 
node A. add the weights of the remaining paths 
including the node A, then we can get the sum of the 
weight of every path. 
Step4: check the cache of node A whether there is 
any repeated next hop node to B. If any repeated next 
hop node is present in the cache it assumes the paths 
are correct or the chance of paths containing sinkhole 
is limited. Then it choose the path which has the 
smallest weight with the repeated node as the optimal 
path and the path which has the second smallest 
weight with the repeated node as the suboptimal path 
and so on. 
Step5: If there is no repetition select random route in 
the cache. Add the weights of the remaining paths 
including the node A, so we can get the sum of the 
weights of the path. Through comparing the sums of 
the weights, select the route with the largest weight. 
Here again the chance of malicious route selected is 
reduced. Record the path of routing, the routing ends; 
Step6: If the node A is not included in these child 
nodes, these child nodes will continue to find its child 
nodes according to the corresponding column. 
Similarly check whether node A is included. This can 
form a circle, if in n (the number of nodes) cycles, we 
can get the node A then the routing ends, if nodes A 
is still not found while the number of cycle exceeds n, 
then the path does not exist, node A and node B are 
not connected, the routing ends. 
 
B. Working of Routing Algorithm  
If node A forwards data packet to node B, select the 
path according to routing algorithm for data packets. 
Considering cache of node A, we can get the tree map 
in figure 2.  Here the node A is in the fourth level, so 
the possible paths are: R1: A-F-N-B; R2: A-G-N-B; 
R3: A-I-C-B, the weight of R1 is 26+6+26=58, the 
weight of R2 is 3+9+26=38, and the weight of R3 is 
8+3+26=37.  

 
Figure 2: The tree map of routing algorithm for data packets 

 
Assume node I is the sinkhole node, firstly node A 
sends the route request to all the neighboring nodes. 
Here node F, node G and node I receive this request. 
The sinkhole node I has no intention to forward the 
data packets to the destination node B but it wants to 
collect the data packets from the source node A. So it 
immediately replies to the request. Instead of 
forwarding the data packets immediately through I, 
node A first check the path that contains repeated 
next hop node to the destination, Because existing 
routing algorithm for data packet selects paths based 
on repeated next hop node with smallest weight to the 
destination. Obviously node F and node G have the 
repeated next hop, node N, to the destination. 
Meanwhile, the weight of R2 is smaller than the 
weight of R1, so according to the routing algorithm 
for data packets, R2 is the optimal path and R1 is the 
sub-optional path. Through this method, we can avoid 
the sinkhole attack, but it is not sure that selected path 
is secure and correct. 
Consider sample network with addition of link from 
node ‘C’ to node ‘E’ in figure (3)- 

 
Figure 3: Sample Network 

 
When data packets need to be send from node ‘A’ to 
node ‘F’ we can select the path according to routing 
algorithm for data packets by considering cache of 
node A, we can get 4 possible paths- 
R1:- 26 + 6 + 26 = 58,    R2:- 3 + 9 +26 = 38 
R3:- 3 + 8 + 26 = 37       R4:- 3 + 7 + 26 = 36 
 
Assuming ‘M’ is a sinkhole node, it has intention to 
not to forward data packets to Destination ‘F’, but 
want to collect all the data packets from the source 
node ‘A’, so it immediately reply to source. Instead 
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of forwarding the data packets immediately Through 
‘M’, node A first check the weight and path that 
contains repeated next hop node to the destination. 
i.e. node ‘D’ and node ‘E’ both are repeated next hop. 
Here there are two repeated next hop node is present 
in the network, it is difficult to select the correct path 
to avoid the sinkhole attack, so it necessary to detect 
the sinkhole node in the network.  
 
IV. FRAMEWORK OF ENHANCED 

SECURE ROUTING ALGORITHM 
 

According to routing algorithm for data packet 
problem is occurred when there is no repeated next 
hop node to the destination or there is more than one 
repeated next hop node found in the route of the 
cache, at that time it is difficult to select correct path.  
So, to overcome this drawback it is necessary to 
detect the malicious node in the network, by doing 
enhancement in routing algorithm. 
Mobile agent selects the node with the smallest 
counter as the next visited node, because the node is 
visited least. Every node has a public cache, nodes 
can know the entire network through the public 
cache, and the node can cover the outdated 
information in the cache through the latest 
information in agent packet. 

 
A. Conceptions related 
   In this subsection, we first describe some 
definitions and assumptions. 
Definition 1. Nodes A and B are neighbors if they are 
within each other’s transmission range R. They are 
also called neighboring nodes. 
Definition 2. Nodes A and B are neighboring nodes, 
if the distance between them is TAB ,which is T AB 
=（R-d）/V（R>d）, where R is the transmission 
range; d is the distance between the node A and node 
B; V is the average speed of the node. 
Definition 3. Every node has a counter, initially the 
counter is set zero. Agent collects the information 
from one node to another. When the agent leaves the 
node, the counter of the node will be added one. 
 Definition 4. One agent contains the following parts: 
ID, Program and agent packet. Here, the agent packet 
contains some condition parameters, such as TAB, 
counter, and so on. Agents can share the information 
in agent packets with other agents. These condition 
parameters should be updated before agents leave. 
Counter of the Agent- It tells how many times, the 
agent finds the particular Node as a one hop neighbor 
or a child node to previous node. 
Counter of every Node- It tells how many times this 
node has been visited by an agent i.e. It represent 
frequency of the visits by agents. 
 
B. Working of mobile agent  
Mobile Agent is a program segment which is self 
controlling. They navigate from node to node not 
only transmitting data but also doing computation. It 

is used to collect information of all sensor nodes to 
make every node aware of entire network, So that a 
valid node will not listen the cheating information 
from malicious node, we assume that there are no 
communication restrictions between nodes and 
mobile agents, so, we assume that mobile agents are 
trusted and can never be compromised by attackers. 
   
The mobile agent works as follows- 
 When the agent reaches one node, compare the 
counter stored in the agent packet with counters of 
other nodes, the data information with bigger counter 
is updated. Then the agent will copy the information 
that updated to the cache of the node; 
 Compare the counters of all of its neighbors; 
select the node with the smallest counter as the next 
possible visited node;  
 If the chosen node has not been visited for recent 
three visiting, note, the visited nodes can be found in 
cache table, this node will be the next visited node. In 
case of node selected has been visited in the second 
least visited neighbor and so on. 
 After choosing the next destination the agent 
updates its next destination’s id with the chosen 
destination node ID and changes the history variables 
in the host node’s information cache with the next 
destination node. 
 Before the agent leaves, copy the information in 
the cache to the packet of the agent. Then the agent 
goes on visit the next node.  
 
C. Identification of Threshold value 
Here, we are presenting a new approach in 
identifying threshold value for finding malicious node 
in the network. Detecting the attack as quickly as 
possible is important to prevent any losses due to 
security breach. Selecting threshold value is 
necessary to help the attack detection to make a good 
decision in identifying the malicious node.  
In AODV protocol, sinkhole attack is set-up by 
modifying sequence number in RREQ, higher the 
sequence number then route will be more recent the 
packet contains. Sinkhole node generates bogus 
RREQ with a higher sequence number of the source 
node. 
In this proposal the average of sequence numbers are 
used to set up a Threshold value.  It is difficult to 
select the suitable threshold value for differentiating 
between normal sequence number and abnormal 
sequence number in data packet. Selecting inaccurate 
threshold value will cause an excessive false 
information especially if not the value is too low or 
too high, it can cause the malicious node being 
considered as normal node. Therefore selecting an 
appropriated threshold is important to detect the 
sinkhole attack. If difference of source sequence 
number of current route request is too large compare 
to previous request then node from which current 
route request received is considered as malicious. 
Difference value is decided based on based on 
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threshold value and it is finding by taking average of 
sequence numbers shown in following equation- 
 
          1          N 
  Average =     −−        ∑    XK       ------------------- (1)  
          N        K=1 
 
D. Enhancement in routing algorithm for data 
packets 
For selection of correct path to send data packets 
from source to destination it is required to detect 
sinkhole node in the network. So it is necessary to do 
modifications in the routing algorithm for the data 
packets, by including difference of sequence number 
of current and previous route request based on 
threshold Value. 

 
 
 Continued… 

 
Fig 4. Enhanced Routing Algorithm for Data Packets. 

E. Detection of Sinkhole node by using Enhanced 
Secure Routing Algorithm 
In the figure(3), malicious node can be detect by 
finding higher sequence number in the RREQ and it 
is find by taking difference between source sequence 
number of current and previous request. If it exceeds 
the threshold value then it is considered as malicious 
node. Threshold value for above network can find as 
follow- 
            1          N 
  Average   =     −−        ∑    XK        
            N        K=1 
                     
                         1       7  
  =    −−    ∑    X1 + X2 + X3 + X4 + X5 + X6  
                         7    K=1 
 
            1 
=    −− X (0 + 1 + 2 + 3 + 5 + 6 + 67) 
           7 
   =     12 
Here we can get threshold value is 12. If difference 
between source sequence number of current and 
previous request is above the threshold value is 
considered as malicious node. In this way we can 
detect the malicious node in the network. 
 
F. Implementation Platform  
In this section, we plan implementation framework of 
proposed algorithm using latest version 2.32 of NS-
2.This implementation framework consists 50 nodes 
in the network. Data packets are to be transmitted 
from source to destination through different nodes. 
Among those 3 malicious nodes are there and that can 
be detect using proposed algorithm. 
 
CONCLUSION 
 
In the proposal we have introduced a new approach in 
identifying threshold value for finding malicious node 
especially to detecting sinkhole attack. Giving more 
focus on how to improve packet transmission from 
source to destination securely by doing enhancement 
in routing algorithm based on mobile agents against 
sinkhole attack. The routing protocols suffer from a 
variety of security threats from the malicious nodes in 
the network. Proposed routing algorithm uses mobile 
agents to collect the network connection information 
to build the global information matrix of nodes by 
which data packets are routed and transferred. Then, 
detect the sinkhole node based on difference of 
source sequence number of current and previous 
request using threshold value. This proposed 
approach is well used not only avoiding sinkhole 
attack but also used to detect the sinkhole node in the 
network precisely. 
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