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Abstract - Wireless Sensor Networks (WSNs) are energy constraints and vulnerable to many attacks. Traditional security and 
services are fragile and unreliable in wireless sensor environment. Trust Management models have been recently suggested as 
a compete security mechanism for cluster based WSNs. In this paper, we present a detailed survey on various trust models for 
intrusion detection systems to deal effectively with selfish and malicious nodes. Based on the analysis and comparison, we list 
several trust level calculation algorithms that are essential for developing a robust trust model for WSNs. 
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I. INTRODUCTION 
 
Wireless Sensor Networks (WSN) consists of 
individual nodes that are able to interact with their 
environment by sensing or controlling physical 
parameters. These nodes have to collaborate with each 
other to complete their tasks. A single node is 
incapable of doing so, and they use wireless 
communication to enable this collaboration. WSNs are 
powerful in that, they are amenable to support a lot of 
very different real world applications.  
 
The use of WSNs have grown enormously in the last 
decade, pointing out the crucial need for scalable and 
energy efficient routing data gathering and 
aggregation routing protocol in the corresponding 
large environment. The flexibility provided by the 
open broadcast medium and the cooperativeness of 
nodes introduces new security dangers. As part of 
rational risk management it is necessary to identify 
these risks and take appropriate actions. 
 
Security and Trust are key requirements in such 
environments. But it is very difficult to resolve critical 
WSN security issues. The assumption of having all the 
nodes cooperative with each other is invalid. 
Conventional data encryption and authentication 
mechanisms can only provide a certain degree of 
security, due to the unique characteristics and new 
misbehaviours encountered in WSNs. To ensure 
secure key exchange and to establish secure wireless 
communication between nodes, it is vital to establish 
trust, between communicating nodes.  
 
In WSN reliability, trust is employed as a measure of 
node competence in providing the required services. In 
order to raise the network security, nodes in WSNs are 
arranged hierarchically, thus we can save energy and 
improve security in a network. Sensor nodes can be   
deployed in the form of a group, thus it is called as a 
cluster, within the group each node collaborates with 
each other in order to process, aggregate and forward  

 
the collected data. Each cluster has a cluster head, 
which is selected by the cluster members.  
 
These clustering schemes and group deployment 
enable SNs to full fill their responsibilities in a 
cooperative manner rather than, individually. 
Therefore, establishing and managing trust in a 
cooperative manner in a clustering environment 
provides many advantages. Intrusion detection is the 
latest defence mechanism to cope with malicious 
nodes in WSNs, in which SNs can be compromised 
due to capture or virus infection. 
 
This paper is organized as follows: in section II and 
section III, we analyze and summarize different trust 
management schemes for intrusion detection and 
finally, conclude in the last section.. 
 
II. TRUST MANAGEMENT TECHNIQUES 

FOR IDS 
 
The deployment of WSN in a hostile environment and 
the use of wireless signals as the media for 
communication make it easy for intruders to get the 
signals. In a network, any kind of unauthorized 
activity is called intrusion. An intrusion detection 
system is a collection of the techniques and resources 
to help to identify, assess, and report intrusions. 
Different types of attacks exist against WSNs. So in 
designing an IDS, there are many challenges that make 
the development of an ideal intrusion scheme for 
WSN. The main challenges that are to be considered 
for the designing of IDS are resource constraints, 
dynamic topology change, continuous data streaming 
etc. Sensor trust is used to evaluate the trustworthiness 
of sensor nodes in hierarchical WSNs.  
 
The hierarchical structure has been widely accepted in 
designing WSNs, because it optimizes network 
performance. In the hierarchical structure of WSN, the 
cluster formation of the nodes lead to two levels of 
hierarchy in a sensor network, where cluster heads 
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forming the higher level and cluster member nodes 
forming the lower level. The sensor nodes periodically 
send data to the corresponding   cluster head nodes. 
The cluster head nodes aggregate data and transmit to 
the base station either directly or through the 
intermediate communication with other cluster head 
nodes. Hierarchical routing is an efficient way to 
lowering energy consumption within a cluster and 
performing data aggregation thus it reduces the 
number of transmitting messages to the base station. 
During inter and intra cluster communication, trust 
management schemes help to select the trusted nodes 
to forward the data. The following sub sections discuss 
the various trust management schemes: 
 
2.1 Group Based Trust Management Scheme 
(Gtms) 
Shaikh et.al proposes a light weight Group Based 
Trust Management Scheme (GTMS) for clustered 
WSN. GTMS contain a single trust value for each 
cluster. All Sensor nodes in a cluster calculate 
individual trust values for all group members to the 
cluster head. Cluster head aggregates and evaluates the 
trust values of each node and forwards the calculated 
value to the base station as well as detects the 
malicious node in a cluster. Depending on the trust 
values of all the clusters, the base station assigns the 
one out of the three possible states, namely trusted, 
untrusted and uncertain to the whole group.  
 
This scheme is very simple and flexible and does not 
require large memory of data and complex 
computations at sensor nodes. The scheme provides 
protection against malicious, selfish and faulty nodes. 
The main limitation of the GTMS scheme is that use of 
some unrealistic assumption for protecting the trust 
values of clusters from attacks. 
 
2.2 Trust Aware–in Network Aggregation  
Hongmei Deng presents an efficient trust aware in 
network aggregation approach   for resilient wireless 
sensor networks. Trust evaluation mechanism is 
applied to detect the misbehaving node and identify 
trust worthiness of sensor nodes. The assumption of 
having always all nodes in a network cooperating with 
each other is invalid, when the node is hijacked and 
compromised.  
 
Traditional security mechanisms can only provide a 
certain level of protection to the network. Trust 
aggregation approach does not introduce extra 
communication overhead, which makes resources 
efficient to the energy constrained in the WSNs. This 
approach uses multi-parent tree topology. The partial 
aggregation results from a particular node will be 
received and processed by multiple parents. If there is 
any inconsistency in the result, it undergoes 
inconsistency checking model. Based on the result of 
inconsistency checking, trust of each individual node 
can be built up. The established trust information can 

be used to identify the malicious node in a network. 
Therefore, reliability of a sensor querying is improved. 
The limitation of this approach is that, it suffers from 
the security issues of partial aggregation result 
forging. Thus it does not provide a complete security 
solution to WSNs. 
 
2.3 Trust, Reputation System Approach 
Bjorn Stelte presents a novel trust level calculation 
algorithm based on a Gaussian probability function 
paired with a Byzantine decision making. Multi 
criteria decision making approach is used for detecting 
forged aggregation result. Gaussian probability 
density function is used to calculate a reputation of the 
neighbouring node based on the observed data to 
guarantee data authenticity and integrity. Reputation is 
node’s opinion of other nodes in the network. Trust is 
a derivation of the reputation of an entity. Total trust of 
a node is the combination of communication trust and 
data trust. The presented concept can be used to decide 
the trustworthiness of participating nodes in a network. 
 
2.4 Trust Establishment Scheme For Cbsn 
Zhou proposes a trust and reputation management 
scheme to secure nodes in a cluster based network. In 
order to monitor the behaviour of every cluster node, a 
surveillance node is used which uses a watch dog 
mechanism for the evaluating trustworthiness of 
nodes. The node stores the trust values of the other 
cluster nodes and finally the cluster head computes the 
trust value of each node and decide on the node 
revocation and select the surveillance node newly.  
 
The main contribution of this paper is that it offers a 
cluster based trust rating model to detect the 
compromised sensor nodes. It develops a way to 
calculate the trust of a cluster. The watchdog 
mechanism is used to detect the presence of invalid 
data resulting from compromised and faulty nodes.  
The watchdog mechanism uses consensus-based 
outlier detection protocol, which has a common 
principle of looking for consistency among the data 
reading.  
 
The level of confidence assigned to a data reading is 
proportional to its deviation from this consensus. The 
memory of surveillance node is determined by the 
number of cluster nodes. The number of cluster nodes 
depends on the cluster size, the radio range of sensor 
nodes and the network density. This scheme is very 
simple and flexible and does not require complex 
computations.  
 
2.5 Hierarchical Trust Management 
Feny Bao proposes a hierarchical trust management 
protocol for a large number of sensor network to deal 
with selfish and malicious nodes and intrusion 
tolerance.  This protocol can dynamically learn from 
the past experience and adapt to change environmental 
conditions. This is achieved by addressing the critical 
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design issues of trust management, namely social and 
QoS trust components. A novel probability model 
called Stochastic Petrinet is used to characterize the 
assorted WSN to find the ground truth character.  
 
This paper considers cluster based wireless sensor 
network consisting of cluster head and a number of 
sensor nodes in the corresponding geographical area. 
A sensor node forwards its sensor reading to its cluster 
head through sensor nodes in the same cluster and then 
the cluster head, which then forwards the data to the 
base station through another cluster head. Trust 
management protocol conducts a periodic peer to peer 
trust evaluation between sensor nodes and cluster 
heads. The protocol considers trust metric of two 
qualities of service - energy and unselfishness and two 
social trust namely intimacy and honesty. 
 
To demonstrate the utility of the hierarchical trust 
management protocol, the authors apply it to any 
WSN consisting of heterogeneous sensor nodes with 
vastly different initial energy level and different 
degrees of malicious and selfish behaviours and it can 
use different application such as trust based 
geographic routing and trust based intrusion detection 
system. This method is more accurate, but the failure 
of cluster head may lead to problems. 
 
2.6 A Light Weight Trust Based Secure And 
Energy Efficient Clustering  
Reference presents a trust based secure and energy 
competent clustering method in wireless sensor 
network using Honey Bee Mating Algorithm 
(LWTC-BMA). The proposed algorithm extends the 
lifetime of the network by depriving the malicious 
node to become a cluster head. The clustering method 
also allows data aggregation from multiple nodes to 
eradicate unneeded transmission, which results in 
energy saving. It also reduces the number of nodes 
taking part in the communication. 
 
The trust value of a node is calculated for ensuring that 
the selected cluster head is not only having the highest 
remaining energy but also it has not been 
compromised in reliability. The Trust value of a node 
is evaluated from the history of transactions with the 
node and from the recommendations given by the 
other neighbour node inside the cluster. Initially, 
whenever a sensor node joins the network, it is 
assumed that the node is trustworthy i.e. some trust 
value is allocated to the node depending upon the 
threshold trust value. This energy model is relevant for 
real scenarios as it covers all the basic functionalities 
of a sensor node. 
 
III. COMPARISON OF DIFFERENT 

METHODS 
 
Wireless Sensor networks are energy constraint and 
vulnerable to malicious attacks. In order to save 

energy and improve security, sensor nodes are 
arranged to form clusters. Establishing trust in a node 
or network gives many benefits, a detailed comparison 
of different existing trust models as discussed below: 
 In GTMS, a cluster will get a single trust value, so an 
intruder can easily attack this value when it is sent 
from cluster head to base station. GTMS scheme has 
the limitation such as the unrealistic assumption, in 
order to protect the trust values from the attack. In trust 
aware in network aggregation for wireless sensor 
network, the trust evaluation mechanism is applied to 
identify the trustworthiness of sensor nodes to 
distinguish the illegal/misbehaving nodes from the 
normal ones. The limitation of this approach is that it 
suffers from the security issues of partial aggregation 
result forging. It does not provide a complete security 
solution to WSNs.  
 
In trust, reputation system approach, the Gaussian 
probability density function is used to calculate a 
reputation of neighboring nodes based on the observed 
data. In Trust establishment scheme for CBSN, a 
cluster based trust rating model is used to detect the 
compromised sensor nodes. Hierarchical Trust 
Management for WSN works with large number of 
sensor nodes and deals with selfish and malicious 
nodes and intrusion tolerance. This method is more 
accurate, but the failure of cluster head may lead to 
problems. In paper, the proposed algorithm extends 
the lifetime of the network by depriving the malicious 
node to become a cluster head. This energy model is 
relevant for real scenarios as it covers all the basic 
functionalities of a sensor node. 
 
IV. ANALYSIS 
 
The most common parameters in different techniques 
of trust management schemes are trust values, trust 
metric, direct trust and indirect trust, centralized, 
distributed or hybrid schemes. Table 1 shows the 
detailed comparison of different trust management 
schemes in WSN discussed. 
 
The trust values represented in the papers ranges 
between 0 and 1 where 1 indicates complete trust, 0.5 
ignorance and 0 distrust. 
 

Table I. Comparison Of Different Methods 
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In paper trust value is represented as an unsigned 
integer. In sensor nodes, representation of trust values 
as a real number or integer is very important due to the 
limited memory and transmission, reception power. 
Representation of the trust value as an unsigned 
integer saves 75 percent of memory space as compared 
to trust value represented as real numbers. This gives 
us the benefits of consumption of transmission and 
reception power. The paper uses trust metrics - past 
interactions or peer recommendations, i.e. If a node 
could not take a decision based on the past interaction 
of another node during a specific time interval, then 
node moves for the peer recommendation method for 
the trust calculation   of each node. 
 
In scheme, trust of each individual node is built up 
based on the result of the inconsistency in the 
inconsistency checking model. None of the existing 
trust, reputation schemes in the survey has considered 
trust attributes of sensor nodes. The Hierarchical trust 
management scheme considers multidimensional trust 
attribute derived from communication and social 
network to evaluate the overall trust of a sensor node. 
All the trust management schemes are calculating the 
trust value based on the direct or indirect observations. 
The concept of direct and indirect observations is 
different in each scheme, which is selected based on 
the trust metric. Most of the trust management 
schemes in WSNs are developed for hybrid scheme. 
To aggregate, distributed trust computation 
mechanisms are not suitable for WSNs because each 
sensor node has limited memory and computing 
power. In this approach every node needs to maintain 
records about the trust value of entire network. 
Therefore, neither totally distributed trust computation 
mechanisms nor completely centralized mechanisms 
are not suitable for WSNs 

CONCLUSION 
 
The nodes in the WSNs work on the assumption that a 
majority of neighbour nodes is reliable. This survey 
deals with various trust management schemes for 
intrusion detection system in WSNs. Some trust 
management system uses both direct and indirect 
observation to calculate accurate trust value of the 
node. Almost all trust management systems proposed 
for WSNs consider the past interaction between nodes 
and history of transactions and certain QoS between 
nodes for calculating the trust value. Some schemes 
consider both social and QoS trust for calculating the 
trust, this trust value is more accurate and reliable for 
detecting selfish and malicious nodes in a network. 
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