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Abstract— In order to provide secure communication different cryptographic techniques are available. Two basic building 
blocks of all encryption techniques are substitution and transposition. Polyalphabetic cipher is based on substitution, the 
plaintext letters are encrypted differently depending upon their placement in the text. Vigenere cipher is considered to be 
most efficient and simplest polyalphabetic substitution cipher. Due to its repeating nature of the keyword, it is also 
vulnerable to attacks. To overcome this, here we are presenting a new cipher which uses multiple Vigenere Table for 
encryption. In this proposed cipher the keyword is repeating until it is equal to the length of the plaintext. But each time 
keyword repeats the cipher uses different Vigenere Table for encryption and the new Vigenere Table is generating from the 
previously used one. 
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I. INTRODUCTION 
 
As the use of internet and mobile technology 
continues to rise in emerging markets, there is a 
growing concern around the compromise of privacy 
and data security. In today’s world there are many 
applications such as secure communications in 
military systems, payments to private 
communications and secure exchange of password 
where the information security issues are more 
challenging and complex. Cryptography is a 
cornerstone of the modern electronic security 
technologies used today to protect valuable 
information resources on intranets, extranets, and the 
Internet.  
 
Cryptography referred exclusively to encryption, 
which is the process of transforming an intelligible 
message into one that is unintelligible and decryption 
is the reverse that is moving from the unintelligible 
cipher text back to plaintext. A cipher is a pair of 
algorithms that includes encryption converts plaintext 
into ciphertext and the reversing decryption. The 
security of encrypted data depends on the strength of 
cryptographic algorithm and the secrecy of the key. 
Different algorithms offer different degree of 
security, which depends on how hard it is to be 
broken. Cryptanalysis is the science of breaking 
ciphers, and cryptanalysts try to defeat the security of 
cryptographic systems. 
 
There are two basic building blocks of all classical 
ciphers are substitution and transposition. In 
substitution technique letters of plaintext are 
systematically replaced by other letters or by numbers 
or symbols. After the substitution takes place the 
same characters are no longer present. But in a 

transposition system, the plaintext characters of a 
message are systematically rearranged. After 
transposing a message, the same characters are still 
present in the ciphertext, only the order of the letters 
is changed. Substitution ciphers can be categorized as 
monoalphabetic ciphers and polyalphabetic ciphers.  
In monoalphabetic substitution cipher a character in 
the plaintext is always replaced with the same 
character in the ciphertext regardless of its position in 
the text. The relashionship between letters in the 
plaintext and ciphertext is one-to-one. So one of the 
main problems with this cipher is that they are so 
vulnerable to frequency analysis.  
 
II. POLYALPHABETIC SUBSTITUTION 

CIPHER 
 
A poly-alphabetic cipher is any cipher based on 
substitution, using multiple substitution alphabets. In 
polyalphabetic substitution ciphers the plaintext 
letters are enciphered differently depending upon 
their placement in the text. Instead of being a one-to-
one correspondence, there is a one-to-many 
relationship between each letter and its substitutes. 
For example ‘a’ could be enciphered as‘d’ in the 
beginning of the text, but as ‘n’ at the middle. The 
polyalphabetic ciphers have the advantage of hiding 
the letter frequency of the underlying language.  So 
attacker cannot use single letter frequency static to 
break the ciphertext.  
 
In this cipher, each ciphertext character depend on 
both the corresponding plaintext character and the 
position of the plaintext character in the message. As 
the name polyalphabetic suggests this is achieved by 
using several keys instead of just one key. This 
implies that our key should be a stream of subkeys, in 
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which each subkey depends somehow on the position 
of the plaintext character that uses subkey for 
encipherment. In other words, we need to have s key 
stream k = (k1, k2, k3 ...) in which ki is used to 
encipher the ith character in the plaintext to create the 
ith character in the ciphertext. The best known and 
simplest of such algorithm is referred to as Vigenere 
cipher.  
 
III. EXISTING CIPHER 
 
The late 1500s, Blaise de Vigenere proposed a 
polyalphabetic system called Vigenere cipher that is 
difficult to decipher. Vigenere cipher is one of the 
simplest and well- known algorithms in 
polyalphabetic cipher. In this method the alphabetic 
text is encrypted using a series of different Caesar 
ciphers based on the letters of a keyword. The Caesar 
cipher, replacing each letter in the plaintext with the 
letters standing fixed position to the right in the 
alphabet. This shift is performed modulo 26. For 
example, in a Caesar cipher of shift 3, A would 
become D, B would become E and so on. The 
Vigenère cipher consists of several simple 
substitution ciphers in sequence with different shift 
values. For encryption and decryption, a table of 
alphabets can be used, termed a tabula recta, 
Vigenere square, or Vigenere Table.  

 
Fig. 1 Vigenere Table 

 
This table comprises of alphabets written out 26 times 
in different rows, each alphabet is cyclically left 
shifted compared to the previous alphabet, resulting 
26 possible combinations of Caesar ciphers.  
In this cipher for encryption, the keyword is repeated 
until it matches with the length of the plaintext. 
Encryption is performed by going to the row in the 
table corresponding to the key, and finds the column 
heading the corresponding letter of the plaintext 
character; the letter at the intersection of 
corresponding row – column of the Vigenere Square 

produce the ciphertext character. The rest of the 
plaintext is encrypted in the same way.  
Example: suppose the message to be encrypted is 
CRYPTOGRAPHY with a keyword CIPHER, 
repeats the keyword until it is equal to the length of 
the plaintext. 
 
Plaintext     : CRYPTOGRAPHY 
 
Keyword     : CIPHERCIPHER 
 
Ciphertext   : EZNWXFIZPWLP 
 
And decryption is performed by going to the row 
corresponding to the letter of the keyword; find the 
position of the ciphertext letter in this row, and then 
the corresponding column's label will be the 
plaintext. In this existing system the number of 
possible solutions grows with the length of the text by 
a power of 26, so the Vigenere cipher was called 
unbreakable. 
 
IV. CRYPTANALYSIS OF VIGENERE 

CIPHER 
 
Cryptanalysis of classical ciphers is made possible 
because of the redundancy in the linguistic structure 
of natural languages. In monoalphabetic substitution 
cipher, the most frequent letters in the ciphertext are 
simply shifted versions of the most frequent letters in 
the plaintext. So the cryptanalyst can easily decrypt a 
ciphertext by performing frequency analysis on the 
letters in the ciphertext. The Vigenere cipher masks 
the frequency with which a character appears in a 
language, which makes the use of frequency analysis 
more difficult. 
 
The primary weakness of the Vigenère cipher is the 
repeating nature of its key. If a cryptanalyst correctly 
find the key's length, then the cipher text can be 
easily broken. Cryptanalysis of the Vigenere cipher 
has 2 main steps; first one is to find the length of the 
key, then find the specific key. In this cipher, once 
the length of the key is derived, we can divide the 
ciphertext into that many simple substitution 
cryptograms. Then using frequency analysis we can 
solve the resulting shift ciphers, so it is easy to derive 
the letters of the key. There are two methods to find 
the length of the key. They are the Kasiski method - 
to find the repeated text sequence of at least three in 
the ciphertext and the Index of Coincidence - to 
predict the number of alphabets used for substitution. 
If the ciphertext is too short or does not include 
repetitions, then these two methods cannot break the 
Vigenere cipher. 
 
The Kasiski method is based on the following 
observation: repeated portions of plaintext encrypted 
with the same portion of the keyword result in 
identical ciphertext segments [2].This method follows 
the rule: if a message is encrypted with m alphabets 
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(key length is m for Vigenere cipher), and if a 
particular word or letters group appears d times in the 
plaintext, then it should be encrypted approximately 
d/m times from the same alphabet [8]. The distance 
between the repeated patterns in cipher text should be 
a multiple of the key length or say the number of 
alphabets used. So in this algorithm first we can 
identity repeated patterns of three or more letters, 
then for each pattern, calculate the distance between 
the positions of starting point of successive instances 
of the pattern. Next determine the greatest common 
divisor of all distances, and then the key length 
should be one factor of the GCD. 
 
(d≡0 (mod m), m is the key length)  (1) 
After the length of the key has been found, we can 
divide the ciphertext into m different pieces and 
applies the method used to cryptanalyze the additive 
cipher, including frequency attack. Each ciphertext 
piece can be decrypted and put together to create the 
whole plaintext. In other words, the whole cipher text 
does not preserve the single-letter frequency of the 
plaintext, but each piece does [1]. 
William Friedman developed a statistical method for 
determining whether a cipher is monoalphabetic or 
polyalphabetic and it determines the length of the 
keyword if the cipher is polyalphabetic. Friedman’s 
test for determining whether a cipher is 
monoalphabetic or polyalphabetic is based Index of 
Coincidence. The Index of Coincidence measures the 
probability that two randomly selected letters of the 
string are identical [3]. Mathematically we can 
compute the Index of Coincidence IC for a given 
letter-frequency distribution as 
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Refer to “(2)”, where N is the length of the text and 
n1 through nc are the frequencies (as integers) of the c 
letters of the alphabet (c = 26 for monobasic English). 
This formula gives the ratio of the total number of 
coincidences observed to the total number of 
coincidences that one would expect from the null 
model.  
For an arbitrary string of English text Index of 
Coincidence is 0.065 and for random string it is 
0.038. If the ciphertext were generated by a 
monoalphabetic cipher, the frequencies of letters for 
the ciphertext should be nearly the same as for 
English – but in a different order. If the cipher were 
generated by a polyalphabetic cipher, the frequencies 
of the letters would become more nearly uniform – 
more nearly the same for each letter. If the Index of 
Coincidence of the ciphertext is closer to 0.065, the 
more likely we have a monoalphabetic cipher. If it is 
closer to 0.038, the more likely that we have a 
polyalphabetic cipher.  
Using this Index of Coincidence we can estimate the 
keyword length for the Vigenere cipher. The 

following formula gives an estimate of the keyword 
length: 

 0385.0065.0
0265.0




ICnIC
nm , (3) 

Refer to “(3)”, where n is the number of letters in the 
ciphertext message, IC is the Index of Coincidence 
and m is the keyword length. For verifying the 
keyword length m, divide the ciphertext into m 
substrings and compute the Index of Coincidence for 
each substring. If all IC values of the substrings are 
around 0.065, then m is the correct keyword length. 
Otherwise (IC value ≈0.038) m is not the correct 
keyword length.  
 
V. PROPOSED SYSTEM 
 
The primary weakness of the Vigenère cipher is the 
repeating nature of its key. In this cipher, for 
generating ciphertext the keyword repeats until it is 
equal to the length of the plaintext. Each time when 
the keyword repeats the Vigenere cipher uses the 
same Vigenere Table for encryption. In the proposed 
cipher also the keyword repeats until it is equal to the 
length of the plaintext, but here when each time 
keyword repeats the cipher uses different Vigenere 
Table for encryption. The new Vigenere Table that is 
generating from the previously used one. New 
Vigenere Table is formed by shifting each column of 
the previously used vigenere table to the right by one 
position and the last column will become the first 
column. So the proposed system offers different 
number of Vigenere Table and this number will 
depends on the number of times the keyword repeats 
for encryption. 
 
VI. RESULT ANALYSIS 
 
The program written was used to encrypt a text 
message and the result was analyzed with the existing 
Vigenère cipher. 
 
A. Result from existing the Vigenère Cipher 
Enter Text to be encrypted: 
THEPRIMARYWEAKNESSOFTHEVIGENER
ECIPHERISTHEREPEATINGNATUREOFITS
KEYONCETHELENGTHOFTHEKEYISKNO
WNTHECIPHERTEXTCANBEBROKEN 
Enter Encryption Key: TEXT 
Encrypted text:  
MLBIKMJTKCTXTOKXLWLYMLBOBKBGX
VBVBTEXKMPMAIOXIIXMBRDGTXRKXSCB
MWHXRSKVXXEXEIKZMLLYMLBDXCFLD
RLPGXEXVMMAXVQXQXZTGFBUKSHXG  
The frequencies with which the 26 letters in our 
alphabet occur in this ciphertext are shown in Figure 
2. Here we can see the number of occurrence of x is 
19 and n is 0. Occurrences of remaining letters in the 
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alphabets are varying in between these values. So it is 
identical to the letter frequencies in the ordinary 
English letters, but associated with different letters.  

 
Fig 2. Frequency Analysis of the traditional Vigenere Cipher 

 
B. Result from proposed algorithm 
Enter Text to be encrypted: 
THEPRIMARYWEAKNESSOFTHEVIGENER
ECIPHERISTHEREPEATINGNATUREOFITS
KEYONCETHELENGTHOFTHEKEYISKNO
WNTHECIPHERTEXTCANBEBROKEN 
Enter Encryption Key: TEXT 
Encryptedtext:  
MLBILNKUMEVZWRNAPAPCRQGTHQHM
ECICJBMFTVYVKSYHTTIXNDPSGKEXLG
QPBLWMHIALOOVOWACRFEERGFVXSX
AGZNHLDUBUTKKYWUPWQXZTHGCVMU
JZJ 
The frequencies with which the 26 letters in our 
alphabet occur in this ciphertext are shown in Figure 
3. In this graphical representation we can see that g, 
h, l, m, t and v having the highest frequency of 
occurrence and it is equal to 6. And letter d having 
least number of occurrence and that is 2. Occurrences 
of remaining letters in the alphabets are varying in 
between these values.  

 
Fig 3. Frequency Analysis of the Proposed Cipher 

 
C. Analysis based on Kasiski method 
The Plaintext was encrypted by the software and 
analyzed below by applying the Kasiski attack. 
Consider the existing Vigenere Cipher,  
Plaintext: 
THEVIGENERECIPHERISAMETHODOFEN

CRYPTINGALPHABETICTEXTBYUSINGAS
ERIESOFDIFFERENTCAESARCIPHERSBAS
EDONTHELETTERSOFAKEYWORDITISASI
MPL 
Encryption Key : TEXT 
Ciphertext: 
MLBOBKBGXVBVBTEXKMPTFIQAHHLYRZ
KRTQBGKXEILXUXXFVMIUMUCRLBRDTLI
OBXWLYWMCYXVBGMGXXLEOVBTEXKW
YTLIAHGXEXEIQMXVPHYEHXRALKWMQB
LEPBFTI 
Here we can see that in our plaintext the word 
CIPHER is repeating two times and it is encrypting 
with TTEXT and produce same ciphertext VBTEXK 
for both times. It makes this cipher is vulnerable to 
attack. 
Consider the Proposed Cipher 
Plaintext: 
THEVIGENERECIPHERISAMETHODOFEN
CRYPTINGALPHABETICTEXTBYUSINGAS
ERIESOFDIFFERENTCAESARCIPHERSBAS
EDONTHELETTERSOFAKEYWORDITISASI
MPL 
Key : TEXT 
Ciphertext: 
MLBOCLCHZXDXEWHAOQTXKNVFNNRE
EYGRZBYJPTGNSVHEIIQGYUGYHPEYPF
RHAXDQNMBONDTPPNTYFZQQFYIPWOZ
SGSUPIFXEEVCVDHPLXVPHZFIYTCNMZP
TEDITFKYN 
Here we can see that the plaintext word CIPHER is 
encrypting with the keystream TTEXT for two times 
and produce two different ciphertext XEWAO and 
PWOZSG respectively. This is because both cases we 
have used different Vigenere Table for encryption. So 
it is difficult to break this ciphertext. 
 
D. Index of Coincidence 
The Index of Coincidence IC for a given text can be 
computed using the following equation, 
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For the traditional Vigenere cipher IC Value is 
obtained as 0.0618 and it is almost equal to the IC of 
arbitrary string of English text (0.065). For the 
proposed cipher IC Value is calculated as 0.0327 and 
which is almost equal to the IC of random string 
(0.038). 
 
E. Frequency Analysis 
The frequency analysis for ciphered text is more 
difficult than traditional classical cipher. This has 
been stated in the table I with English letter 
frequency, Vigenere cipher frequency and proposed 
cipher frequency.  
Here we are observed that it is hard to break proposed 
cipher compared to traditional Vigenere cipher. In the 
proposed cipher, when each time key repeats we are 
using different vigenere table leading to decrease the 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-8, Aug.-2014 

A New Cryptosystem Based On Polyalphabetic Substitution Scheme With Multiple Number Of Vigenere Table 
 

38 

effectiveness of Kasiski and Index of Coincidence 
(IC) attacks as shown in Table 1, Figure 2 and 3. 
Weakness of proposed system is that, when each time 
key repeats we have to use different vigenere table, so 
we have to generate different vigenere table 
whenever the key repeats for encryption. But it 
increases the security and complexity. As far the 
Vigenere Cipher is concerned the proposed system 
enhanced its security. 
 

 
Table 1: Frequency Alalysis Proposed Cipher with traditional 

Vigenere Cipher 
  
CONCLUSION 
 
The proposed cipher overcomes the primary 
weakness of the traditional Vigenere Cipher by using 
multiple Vigenere table. In this system the keyword is 
repeating until it is equal to the length of the 
plaintext, but each time keyword repeats it uses 
different Vigenere table. So this system has to 
generate large number of vigenere table if the 
keyword is small. Proposed system can provide 
security for email, small sized text files and 

communication systems where amount of data 
transmitted is not very large enough. If the plaintext 
is too small or keyword is large this proposed cipher 
is not effective. As a result cryptography grows 
without any boundary, and which in turn cause an 
increase in activities of the cryptanalyst to find new 
loopholes [3]. Hence cryptography offers immense 
potential for research activities. 
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