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Abstract- One of the major concerns in the today’s extremely growing internet world is the user privacy. In a LAN 
environment this user privacy can be achieved using cryptographic methodologies such as encryption and decryption. DNS 
(Domain Name System) traffic moves  through the switch or hub in which the LAN assailants have the chance to gain the 
DNS information or can divert the normal DNS path to manipulate it,  if the DNS payload is in a plain data format. Hence 
more sophisticated  techniques are required to achieve maximum tolerance. PIR (Private Information Retrieval) is a concept 
over cryptography which permits to collect the required information from the server without disclosing the user privacy 
information to the server.  In this paper we are merging the concept of PIR(partial) into the DNS to achieve DNS user 
privacy from the DNS server using a proxy server situated between the user and the DNS server. Also,  we are able to handle  
the redirection attack by the proposed scheme. 
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I. INTRODUCTION 
 
People using the internet are increasing for various 
reasons such as internet banking, web based mail 
servers, e-commerce and online social network 
activities. Users use LANs to share the network 
among them using NAT rather than provide each 
computer a specific internet connection such as 
broadband. To share the internet within the LAN, 
there exists one default gateway that allows clients to 
communicate outside the LAN. In general, a LAN 
packet that has different network destination address 
is sent to the default gateway through a switch or an 
access-point. Attacks can be built by knowing the 
hosts network configuration. By these devices such as 
switches, hubs and wireless access-points encounter 
duplicate IP and MAC addresses and send the 
network packets to both the addresses. Here one of 
them might be an attacker. Attackers can either stop 
the network traffic or redirect it to perform further 
attacks such as responding to DNS requests using 
fake DNS server.  Hence in a two-database server 
private information retrieval scheme is introduced 
with probability theory. Also PIR (private 
information retrieval) allows a user to retrieve the ith 
bit of an n-bit database, without disclosing to the 
server the value of i. A typical solution is for the user 
to download the entire database, but this approach 
may end with enormous communication cost. A good 
PIR protocol is expected to achieve considerably 
lower communication complexity. PBR (Private 
Block Retrieval) is a natural and practical extension 
of PIR in which, instead of retrieving only a bit, the 
user retrieves a block of bits from the server. PIR was 
first introduced by Chor et al. In 1995 in a multi-
server setting, where the user retrieves information 
from multiple database servers. Each server is 
assumed to have a copy of same database. To ensure 
user privacy in the multi-server  setting, the servers 

must be trusted and not to collude. In, Chor et al. 
Have shown that if only single database is used, n  
bits must be communicated in the  information-
theoretic sense, that is, the user's query gives 
absolutely no information about i. They have also 
shown that any PIR protocol can be converted to a 
PBR protocol.  
 
II. RELATED WORK  
 
The DNS system can be attacked in many different 
ways as described by Cheung. Cheung divided the 
DNS system into three sections; the low level servers 
(resolvers), the communications between the servers 
and the clients, and the top level servers (name 
servers). In the resolvers, the attackers try to get 
access to the DNS system through the available 
vulnerabilities which could lead to damaging the 
resolver servers or misbehavior of the resolver 
servers. By flooding the DNS servers with a massive 
number of forged queries, the normal DNS queries 
could be dropped by the routers. This could also 
happen if the attacker was able to take advantage of a 
critical router along the DNS server path to cause it to 
misbehave. Other malicious attacks that take 
advantage of the DNS caching aspect include cache 
poisoning. In such an attack, the attacker inserts an 
incorrect DNS record or modifies an available DNS 
record in the DNS cache server so that it redirects the 
client to the attacker's website. To countermeasure 
malicious attacks on the DNS, several solutions were 
proposed. Another countermeasure uses the DNS 
security extensions to provide a secure integrity and 
authenticity to the DNS traffic. Researchers have 
worked on how to manipulate the TTL (time-to-live) 
value of the DNS records to improve the availability 
of the DNS system against DoS attacks. A solution 
provided in increases the efficiency of the DNS 
caching by suggesting two policies. The first policy is 
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renewal cache refreshment where the DNS record is 
refreshed upon the expiration of the TTL. The second 
policy is simultaneous validation where the expired 
DNS record is refreshed whenever a DNS lookup 
requests this record. Janbeglou et.al successfully 
redirects the outgoing DNS requests to a fake DNS 
server even if the DNS server resides inside the LAN.  
In the paper (MUE2007, Zhao, Hori and Sakurai) 
proposed a privacy-preserving scheme for privacy 
protection in DNS Query process. That proposal, 
Range Query, is unique in that it mainly aims to 
simultaneously decrease the privacy disclosure at 
DNS servers’ side and during query data 
transmission-this is in contrast to other proposals for 
secure DNS which does not make strong claims about 
privacy.  In the paper, they first analyze the Range 
Query and another well-known client to server 
privacy-preserving query scheme: Two-DBServer 
Private Information Retrieval theory.  They introduce 
a two-DBServer PIR  scheme that allows user to 
privately obtain the bit xi by receiving a single bit  
from each of two servers. The user uniformly selects 
a random set S [n] (i.e. each index j  ߳is selected with 
probability ½.  The user sends S to DBServer1 and S 
⊕ i to DBServer2. Each server, upon receipt of the 
message I [n], replies with a single bit which is the 
XOR of the bits with indices in I). The user XOR the 
answers it has received, thus retrieving the desired bit 
xi. Clearly, none of the servers has obtained any 
information regarding which index was desired by the 
user (as each of the servers obtains a uniformly 
distributed subset of [n]).It works in an Information 
Theoretic manner. Also in 2009, Gentry constructed 
the first FHE (fully homomorphic encryption) scheme 
for PIR using lattice based cryptography. Also  in the  
same year Dijk et al. Presented the second FHE 
scheme, which uses many of the tools of Gentry's 
construction, but which does not require ideal lattices. 
In 2010, Smart and Vercauteren presented a 
refinement of Gentry's scheme giving smaller key and 
ciphertext sizes. In 2011, Brakerski et al., presented  
FHE schemes based on the learning with error 
assumption. In 2013 Xun Yi et al. Modified Gentry's 
basic idea to a PBR protocol, where the user, who 
wishes to retrieve the ith block from a database with 
m blocks, sends to the server the encryption of the 
index i, and the server sends back the encryption of 
the ith block computed by fully homomorphic 
properties, as if the user sends the index I and the 
server replies the ith block. It can be seen that this 
solution is conceptually simpler than any other 
existing PBR protocols without FHE.  
 
III. EXISTING SYSTEM  
 
In one of the DNS poisoning [1], attacker forces the 
DNS packets to be redirected to a Fake DNS server 
by duplicating the IP and MAC address of the 
original DNS server, and is hence able to manipulate 
DNS data. Through this process, an attacker can 

include the fake DNS server in the network and 
respond to DNS requests. As a result, incorrect IP 
address might be given to the host. If the DNS server 
is located inside the LAN, either combined with the 
default gateway or is on an isolated computer, the 
attacker can duplicate the IP and MAC address of the 
original DNS server and then send fake reply to the 
users.   
 
One basic solution that comes into picture to 
overcome this redirection is the two-database server 
private information retrieval [15].This is also used in 
solving some problems from Range Query scheme, 
such as the huge computation at the local DNS server.  
 
Also some of the proxy-based programs promoted for 
Internet censorship circumvention use DNS for their 
server resolution. For example, Internet censorship 
circumvention product  client uses DNS server for the 
censored websites resolution like YouTube. Assume 
that a specific site is blocked within the organization. 
Actually DNS server does not adopt any intelligence 
to do access control to the blocked sites.  It simply 
resolves the IP address of the domain requested for. 
Sites are blocked in the gateway or firewall level.  
  
IV. PRILIMANARIES  
 
A. Homomorphic Encryption:  

 
 

 
 
C.   Why Homomorphic Encryption?  
Homomorphic encryption is chosen because one can 
arbitrarily compute on encrypted data i.e., one can 
process encrypted data (query it, write into it, do 
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anything to it that can be efficiently expressed as a 
circuit) without the decryption key. As an application, 
consider a private data center. A user can store its 
data on an un-trusted server in encrypted form. Later, 
it can send a query on the data to the server, 
whereupon the server can express this query as an 
expression to be applied on the data, and use the 
Response Generation algorithm to construct an 
encrypted response to the user's query, which the user 
then decrypts. So far, existing Fully Homomorphic 
Encryption schemes have not been practical for 
application in private information retrieval. Hence we 
considered the variant of DGHV somewhat scheme  
[6] for PBR  (Private Block Retrieval).  
 
V. PROPOSED SYSTEM  
 
The proposed scheme consists of two parts. The first 
part is mainly used to calculate the trusted address 
from the DNS reply. The second part consists of the 
user-friendly Web-server connectivity. 
 

 
Figure-1: DNS query with proxy 

  
 A.   Legitimate Address Calculation:  
One of the important aspects is to resolve the IP 
address more accurately to the user. To achieve this, 
we have implemented a proxy for which a DNS 
Recursive resolver is connected. The proxy further 
communicates with the user to supply the reply. 
Partial PIR is applied between the user and the proxy 
to successfully overcome the fake DNS reply in a 
LAN environment. Here the PIR is partial because it 
is applicable only when  the  entry  is  found in the 
cache otherwise the system should  decrypt  the 
Domain Name for further processing. Hence PIR 
partially serves the User only when the data is found 
in the cache.  If the system proceeds with encrypted 
data without decrypting the Domain Name when 
there is no entry in the cache, then DNS server has to 
be modified which is not practical since most of the 
organizations  uses public DNS service  along with 
their own DNS server. By this partial PIR, user 
secrecy is achieved even at the proxy level if the data 
is already cached.  The overview of implementation 

is given in the Figure-1.  Steps followed by both user 
and proxy for the implementation of legitimate 
address resolution is as follows.     
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Figure-2: Proxy with VerifyTable and BlockList. 

  
C.    Optional PIR based server connectivity: 
 

 
Figure-3: Optional PIR based server connectivity. 

  
1. Using trusted address, User selects the PIR as an 
option   to connect to the server. See in Figure-3.  
2.  If the User does not select the PIR, then normal   
connectivity proceeds. If the User selects the PIR for 
his   server connectivity then the following operation 
takes   place.  
a) User sends E (index) [10] to the server.  
b) Server calculates the required information [10]      
without   decrypting the index and returns the result 
as   an   E (result) back to the User. But the server is 
unaware of   the index sent from the User.  
c) User decrypts the E (result) [10] and obtains the      
desired   information.  
 
VI. APPLICATIONS  
 

 It is applied to all type of academic institutions 
where some of the sites are censored to an institution 
policy.   

 Academic institutions maintain a list of users for 
which different types of priority is given to access the 
sites. Our scheme successfully applies to this type of 

organizations and saves lot of bandwidth in un-
necessary internet surf activity.   

 PIR is applicable to Medical, Financial, 
Advertising and Pricing applications.  
 
VII. IMPLEMENTATION  
 
The implementation of OPTAR consists of three 
modules. Module 1 handles the communication 
between User and Proxy.    Module 2 handles the  
communication between the Proxy and the DNS 
server. Module 3 handles the communication between 
the User and Web-server. Finally these modules are 
combined to  form the entire single product.  
 
We selected the C programming language for the 
implementation of  our proposed  OPTAR because of 
its immense use in the Linux operating system. Linux 
is one of the most powerful and emerging  open 
source  operating system with  large availability of  C 
language background libraries  which are greatly 
helpful in the development process.  The GUI is 
developed using GTK software. The most basic 
library that we used is openssl library for 
cryptographic operations.   
  
The Key Generation process is carried out  with the  
following screenshot in Figure-4. 
 

 
Figure-4: Key Generation using C library 

    
The proxy restores the keys, verifies User Name and  

Password then  creates the hash table.  This  process 
is shown with the following screenshot in Figure-5. 
 

 
Figure-5: Key restore and Hash table creation  

  
The Hash table is generated with the following 
screenshot in Figure-6. 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-8, Aug.-2014 

Optar: Optional Pir Based Trusted Address Resolution for DNS 
 

27 

 
Figure-6:Hash table generation with encrypted hash  

  
The Response is generated when the PIR matches the 
entry in the cache and is shown with the following 
screenshot in Figure-7. 
 

 
Figure-7:Response generation for the particular IP 

  
VIII. ANALYSIS  
The basic analysis of our OPTAR Part1 is based on 
the time complexity and security tolerance. The total 
time is calculated as follows.  
1.  If the entry is found in the cache then,   Total 
Time=TC(Key Generation) + TC(Encryption)    
+TS(Hash Table Generation)+TS(PIR apply) +   
TC(Decryption)  
 2. If the entry is not found in the cache then,   Total 
Time=TC(Key Generation) + TC(Encryption) +   
TS(DNS Resolution) + TS(Update Cache) +   
TS(Hash Table Generation) + TS(PIR apply) +  
TC(Decryption) Where TC is the time taken by the 
client and TS is the time taken by the server.  

 
A. Comparison with previous scheme: 

 

The existing system is taking more time because of 
the server load (two server).The servers are working 
in parallel to achieve a single goal. The overall 
communication cost is less because no cryptographic 
methodologies are involved. But our proposed system 
is more costly because of cryptography. The security 
tolerance in existing system is moderate because no 
key length variations. But our proposed system works 
based on user requirement. The public key itself 
generated by the user.    
 
CONCLUSION 
 
The major advantage of applying partial PIR in the 
DNS is the trusted address resolution to the client 
even though the attacker redirects the outgoing DNS 
traffic on to the fake DNS server. By this we 
conclude that our proposed scheme successfully 
prevents the redirection attacks within the LAN 
environment. Our scheme also prevents the use of 
proxy-based programs promoted for Internet 
censorship circumvention for any organization if the 
organization users are assigned with a prioritized 
access levels. 
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