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Abstract- Vehicle implementing vehicular ad hoc network (VANET) is not a simple machine of glass and steel but a 
building block of network of computers. The main goal of VANET, and more broadly vehicular network, is to avoid traffic 
jams. The need for scrutiny is growing as vehicles are increasingly automated and connected to the Internet. Without better 
scrutiny, the network is vulnerable to various kinds of attacks. Hence, privacy of VANET users is to be preserved along with 
an anomaly free network. This paper reviews studies concerning the challenges of providing privacy to the users of vehicular 
network. The review adopts three perspectives. First, different ways an attacker can attack the network are discussed and it is 
shown that few of these attacks can be avoided with the solutions reviewed. Secondly, possible schemes for improvement in 
VANET privacy are presented. The proposed solutions exhibit a trend of different levels of privacy challenges in VANET. 
Finally, few of the privacy-based schemes are classified and examined according to the common characteristics displayed by 
them. 
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I. INTRODUCTION 
 
Vehicle implementing Vehicular Ad hoc NETwork 
(VANET) is not a simple machine of glass and steel 
but a building block of a network of computers. The 
main aim of VANET is to provide communications 
between individual vehicles and between vehicles and 
nearby fixed equipment, or roadside units in order to 
avoid traffic jams. VANET, more broadly vehicular 
network, helps in avoiding traffic jams by improving 
interactive driving among users of the network. 
Interactive driving can prevent fatal accidents from 
happening, thus ensuring traffic safety and efficiency. 
Vehicular network also provides location based 
services (LBS) to its users. For example, using the 
location based services a user can access information 
like weather forecast, news, nearest restaurants, etc 
while traveling. Networks safety can be ensured by 
providing timely information of network components 
to the concerned authorities. 
 
Vehicular ad hoc network integrates vehicles and 
Intelligent Transportation Systems (ITS). Intelligent 
transportation System is an application which uses 
sensors, processors, cameras, etc for an interactive 
and cooperative vehicle movement on road. In other 
words, vehicular ad hoc network is an advance 
application of ITS which offers improvement in 
safety, and productivity in the transportation services. 
VANET uses facilities like Google maps, GPS for 
identifying the appropriate route and WiFi devices for 
communications in the vehicular network. 
 
Every participating vehicle is converted into a 
wireless router or node, allowing vehicles 
approximately 100 to 300 meters away from each 
other to connect and form a network with a wide 
range. Vehicles can drop out of the network, or 
simply fall out of the signal or even can join the 

network at any point of time. This property of 
vehicular ad hoc network leads to a mobile internet 
creation with the vehicles on road. The systems that 
are mainly benefited by this technology are police 
and fire brigade as these can communicate with each 
other for safety purposes. 
 
Every vehicle is provided with a unique identification 
code in order to authenticate itself. One of the 
examples of unique identification code is the 
electronic license plate (ELP) which is the digitalized 
version of a traditional license plate. These vehicles 
are continuously monitored by a trusted third party or 
by concerned authorities in order to avoid attackers in 
the system. The feeling of continuously watched is 
not agreeable to the users of network. In a vehicular 
network, it is possible to locate and track a vehicle 
based on data messages transmitted by it. This type of 
tracking leads to threat the privacy by using vehicles 
personal information and also its location. Many 
researchers have proposed schemes that can preserve 
privacy of the network users along with providing 
trusted system. 
 
This paper reviews various schemes that provide 
privacy to the users of vehicular network. The review 
adopts three perspectives.  
 
First, different ways an attacker can attack the 
network is discussed and it is shown that few of these 
attacks can be avoided with the solutions reviewed. 
Secondly, possible schemes for improvement in 
VANET privacy are presented. The proposed 
solutions exhibit a trend of different privacy 
challenges in vehicular network. Finally, few of the 
privacy-based schemes are classified and examined 
according to the common characteristics displayed by 
them. 
The remainder of this article is described as follows. 
Section II presents the architecture of the vehicular ad 
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hoc network which includes system model, usage, 
applications and types of attacks of the network. 
Section III provides a discussion of the currently 
published literature on the subject of the privacy 
issues in VANET and a brief classification of privacy 
preserving mechanisms of the network. This article 
ends with the main conclusions in Section IV. 
 
II. VANET ARCHITECTURE 
 
A. System Model 
Vehicles generate and analyze large amounts of data, 
although typically this data is self-contained within a 
single vehicle. As part of interactive driving feature 
provided by the vehicular network, vehicles 
communicate with each other and with infrastructure. 
Communications within vehicular ad hoc network are 
of three types: Inter-vehicle communication (IVC), 
Inter-roadside communication (IRC) and Roadside 
unit to vehicle communication (RVC). In Inter-
vehicle communication vehicles perform data 
transmission among them and hence called as 
Vehicle-to-Vehicle communication (V2V). The main 
goal of a Roadside Unit is to inform passing vehicles 
about the roads precise topology. Inter-roadside 
communication (IRC) is communication among 
Roadside Units (RSU)s that are placed at either sides 
of the road. Roadside unit to vehicle communication 
(RVC) occurs between vehicles and Roadside Units 
justifying its other name, Vehicle-to-Roadside Unit 
(V2R) communication. Since wireless devices are 
inexpensive, typical wireless devices are installed at 
various Road-side Units, such as traffic signs and 
road light. RSU plays a vital role in vehicular ad hoc 
network as it is the only wired network connecting to 
the back end of the system. When a vehicular 
network user queries a location-based service, RSU 
responds with an optimal solution accordingly.  
 
B. Usage and Application 
The main advantage of using roadside units in 
vehicular network is that the traffic flow is optimized 
as it informs passing vehicles about the roads precise 
topology. RSU can even reduce the congestion in the 
network by synchronizing traffic lights with each 
other and by sending warning messages to the 
vehicles that are at risk of an accident. While 
planning for construction of new roads, civil 
engineers can use RSU's information like the 
observed traffic, road topology, traffic flow, etc. 
 
The number and severity of accidents on roads can 
also be decreased by integrating information about 
position and mutual distance with other vehicles. By 
using this information a vehicle will be able to assess 
the level of danger and if necessary, can even trigger 
a warning message to the respective driver. After 
taking all these measures if an accident occurs, rescue 
teams will have immediate access to relevant 
information and can reach their destination much 

quickly. The driver's posteriori data will help in 
analyzing his/her liability. One of the services 
provided by vehicular network is traffic monitoring. 
This service helps in reducing the traffic jams by 
warning the drivers about the traffic activity. For 
example, a vehicle can receive personalized advice 
regarding the alternative routes that can be taken 
according to their requirement via a personal 
navigation system. 
 
The electronic license plates used for authenticating 
vehicles on road can also be used for finding drivers 
who flee the scene of an accident. Even if there is no 
vehicle in the radio power range, the culprit’s vehicle 
likely will soon pass a parked car that can record its 
identity. The EDR of the nearby parked cars can be 
examined and thus police can retrieve the identities of 
all vehicles that have passed a specific spot at a given 
time. This narrows down the possible culprit list 
helping police to find the culprit quickly and easily. 
These are few of the advantages of using vehicular ad 
hoc network. Even though VANET is strong enough 
to find culprits on road, it suffers from attacker who 
attacks the system's security and privacy. So, 
measures have to be taken to avoid any possible 
attacks. The following section discusses few possible 
attacker techniques used in the vehicular ad hoc 
networks. 
 
C. Types of Attacks 
An attacker in the system can be easily identified 
simply by using the information provided by the 
roadside units. An attacker can be identified using 
information at RSUs since an authentic user uses all 
the RSUs on his/her way to the destination while an 
attacker uses fixed infrastructure. This method doesn't 
work if the attacker successfully spoofs his/her 
location at every RSU. The following are few of the 
methods an attacker can attack a group of vehicles or 
the entire network in VANET. An attacker can send a 
vehicle to get the key used for data transmission in 
the network. An attacker can install his/her own 
infrastructure mimicking the existing RSUs. This 
type of attack includes a lot of hardware and thus 
does not occur frequently. Another attacker technique 
includes Sybil nodes usage for broadcasting wrong 
location information. Using a WiFi receiver an 
attacker can monitor streets and track users of the 
network. One of the dangerous attacks on the network 
is denial of service attack where an attacker 
systematically or selectively jams the signals of the 
network. An attacker can fool the GPS receiver of a 
vehicle with a GPS satellite simulator. This simulator 
can fake satellite radio signals and can produce much 
stronger signals than legitimate ones. 
 
Using the following attacker techniques only one 
vehicle can be attacked at a time. A vehicle owner 
can deliberately steal another vehicle's identity and 
can use it for his/her own vehicle or vice versa.  



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-8, Aug.-2014 

Privacy In Vehicular Ad Hoc Networks: A Review 
 

12 

This type of attack can also be referred as 
impersonation attack as one of the vehicle users 
becomes the victim of identity theft.  
 
There is another type of attack where an attacker uses 
radio-transmitted information to track a vehicle's 
location and in turn its driver.  
This attack deprives location privacy from network 
users. The following two attacks can also be 
performed on the vehicles that are not using VANET.  
 
Firstly, without using any equipment, an attacker can 
track a vehicle by following the vehicle with his/her 
own vehicle. Secondly, an attacker can also track a 
vehicle using street cameras located at the RSUs or 
even placing his/her own cameras regularly spaced on 
either sides of the road.  
 
The last two attacks are difficult to perform as they 
are time-consuming and require a lot of hardware. 
 
One of the solutions for impersonation attack is to 
store the vehicle's identity in a tamper-resistant 
hardware and properly certify it using some 
authentication protocols. To prevent the attackers 
from attacking the identities of the legitimate users, 
each vehicle is assigned with a set of digitally signed 
certificates.  
 
These certificates can be used for authentication 
purpose. The vehicles can also use pseudo-ids that 
changes periodically misleading the attackers. The 
following section discusses various schemes 
proposed by many researchers which aim to avoid the 
attacks on privacy of VANET users. 
 
III. PRIVACY MECHANISMS FOR VANET  
 
Reviewing many of the vehicular ad hoc network 
applications, mostly location-based services, rely on 
periodic broadcast of the vehicle's location. This 
location information can be used for detecting the 
neighboring vehicles, avoiding collisions, sending 
warning messages.  
 
While this data is used by the applications, the 
attacker can use this information to track the users' 
whereabouts. Privacy of vehicular network users can 
be breached in many ways. Researchers proposed 
many schemes to preserve the privacy of the VANET 
users.  
 
As shown in Figure 1, these schemes can be classified 
into three categories according to the types of privacy 
attacks they are responding to: attack on vehicle's 
identity, attack on vehicle's location and attack on 
location based services.   

 
 
D. Attack on Vehicle’s Identity 
Vehicle's identity consists of all the personal details 
of the user like vehicle id, acceleration, etc. 
Impersonation attack is one of the attacks on vehicle's 
identity. The following are some of the proposed 
schemes to avoid this kind of attack. The proposed 
schemes can be further divided into two categories 
based on the technique they use: pseudonym based 
approach and key based approach. 
 
1) Pseudonym Based Approach 
Instead of real identity of users, pseudonyms are used 
in pseudonym based approach. Each vehicle on the 
road is given a pseudonym that can be used for 
authenticating itself in the network. RSUs store the 
pseudonyms of each vehicle by linking them with 
their real identity details. Authentication using 
pseudonyms requires multiple credentials, thus 
messages signed under different pseudonyms cannot 
be linked. The data transmission messages, like safety 
messages, are authenticated with a signature using 
pseudonyms. If a vehicle uses only one pseudonym 
for its entire life time in the system, then attacker can 
easily obtain the respective pseudonym using which 
can track all the future activities. To provide 
unlinkability feature to a vehicle, frequently changing 
pseudonyms of the vehicle are used. This can 
guarantee privacy of VANET user but changing 
pseudonyms at improper occasions will be ineffective 
as the adversary can still link a new pseudonym with 
the old ones. 
 
In, Chaurasia and B.K. propose a strategy that 
formulates for updating pseudonyms to preserve 
privacy when a vehicle is being observed by an 
adversary. This scheme emphasizes that time and 
place for pseudonym update is dependent on factors 
like the size of the neighborhood crowd, rate of 
neighborhood change and the capabilities of the 
adversary. M. Raya and J.-P. Hubaux propose 
schemes such that digital signatures for message 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-8, Aug.-2014 

Privacy In Vehicular Ad Hoc Networks: A Review 
 

13 

authentication are combined with short-lived 
pseudonyms for conditional anonymity of the 
vehicular nodes. Mike Burmester, proposes a scheme 
where all messages are digitally signed by sending 
vehicles and then encrypted with the public key of the 
intended receiver. Authors believe that with this 
scheme privacy is strengthened and even the 
changing pseudonyms' efficiency becomes more 
optimal. Rongxing Lu proposed a technique which 
uses social spots on roads for changing pseudonym in 
order to achieve the location privacy. In the proposed 
technique, the social spots are the places where many 
vehicles temporarily may gather, e.g., the road 
intersection when the traffic light turns red, or a free 
parking lot near a shopping mall. If all vehicles 
change their pseudonyms before leaving the spot, 
then it becomes difficult for the attacker to link the 
old and new pseudonyms, thus privacy of the user is 
preserved. 
 
Silent zones are used for providing unlinkability to a 
vehicle entering the network, only if the vehicle 
remains silent for a randomly chosen period of time. 
Krishna Sampigethaya and Leping Huangy propose a 
scheme called as CARAVAN which uses silent zone 
to provide unlinkability between locations. The old 
pseudonym of the vehicle entering the silent zone is 
replaced with the new pseudonym by making use of 
temporal and spatial relation between the new and old 
locations of the node. The maximum silent period 
will be limited to the time taken for safety message 
broadcasts. Using Group Concept along with the 
silent zone makes the privacy of the VANET even 
more efficient. The selection of the group also affects 
the efficiency of the protocol. CARAVAN protocol 
also uses this group concept where the vehicles in a 
geographical proximity share redundant data and this 
can result in misuse of the data by the unauthentic 
unit outside the VANET. But in a group concept, a 
group leader is elected which is responsible for all the 
communications over the network and the remaining 
vehicles remain silent for the extended period of 
silent zone. This reduces the redundancy in the 
network. But, the disadvantage is that group leader 
acts as a centralized system and can be easily 
attacked. Krishna Sampigethaya et al., in AMEOBA 
discuss that the privacy of the group members is 
attained by sacrificing the privacy of the group 
leader. The advantages of the group concept in silent 
zones are: Vehicle grouping confuse the attacker 
tracking a vehicle, prevents the profiling of the LBS 
applications accessed by the target vehicle and 
reduces the power consumed in transmitting the 
messages throughout the network. 
 
J. Freudiger et al. propose CMIX protocol which uses 
mix zones for pseudonym updates. The mix zones are 
predetermined locations and vehicles entering that 
region should undergo pseudonym changing process. 
Generally, mix zones are proposed at the road 

intersections. In this scheme, the pseudonyms of the 
two or more vehicles in mix zones are interchanged. 
Precautions should be taken that vehicles undergoing 
pseudonym change should be traveling in the same 
direction. One of the attacks possible is that an 
attacker can enter the network and can exchange a 
malicious pseudonym with the other vehicles during 
the pseudonym interchange. Encrypted mix zones are 
used for the synchronized change of pseudonyms, 
because beacon messages need to be sent during the 
synchronization time interval. In Cryptographic Mix-
Zones (CMIXes), an RSU at the mix-zone securely 
provides a symmetric key to any approaching vehicle 
to establish the pseudonym changing process. 
L. Buttyn et al. propose a scheme called SLOW 
which stands for Silence at low speeds. Vehicles 
whose speed is less than the threshold value stop 
transmitting heartbeat messages and they start 
changing their pseudonyms. The disadvantage of 
such scheme is that in a very populated area, there is 
a possibility that the vehicles travel at low speeds 
very often. This leads to more frequent pseudonym 
change than expected. This requires a large number 
of pseudonyms which is practically impossible. 
 
2) Key Based Approach 
All communications in the network can be encrypted 
using some cryptographic techniques in order to 
prevent the anomalies from reading messages 
exchanged between the vehicles. By using certificates 
and fixed public keys, public key infrastructure (PKI) 
can provide functionalities like authenticating 
messages, identifying valid vehicles and removing 
malevolent vehicles. In public key infrastructure, 
each node has one public key and one private key. 
Here, any entity can use its unique private key to 
generate a unique digital signature for an outgoing 
message. When a signed message is received, the 
recipient uses the sender’s public key to verify the 
digital signature of the sender of the message. 
Successful digital signature verification implies that 
the content of the message is not altered and only the 
sender can generate this message. Hence, a Trusted 
Authority (TA) generates an authentic certificate for 
each entity in the network binding the entity’s public 
key to its identity. But Albert Wasef and Rongxing 
Lu argue that usage of anonymous certificates in PKI 
can guarantee identity privacy but cannot provide 
certain security requirements such as location 
privacy, efficient authentication, distributed and fair 
revocation. 
 
However, fixed keys allow an eavesdropper to 
associate a key with a vehicle and a location, 
violating driver’s privacy. Ahren Studer et al. [23], 
propose a scheme where On-Board Units (OBUs) use 
short-lived keys to sign messages used for VANET 
communication. These short-lived keys are certified 
by Regional Authorities (RAs) and the certificates 
generated by RAs are only valid in their local region. 
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When a set of OBUs enters a new region, all of the 
OBUs update keys simultaneously, preventing 
eavesdroppers from tracking drivers across key 
changes. Using periodically changing key technique, 
researchers have proposed many schemes which can 
be classified based on the key management 
approaches they use: shared key / distributed key 
management approach and centralized key 
management approach. 
 
a) Shared / Distributed Key Management 
Approach 
In shared key management, a short group signature 
scheme is used to facilitate the revocation of 
malicious vehicles and heterogeneous security 
policies. Jessy Paul et al. Propose a shared key 
management scheme which uses group signature 
scheme and also a shared key approach. In this 
framework, roadside unit (RSU) acts as the key 
distributor. In, Yong Hao et al., proposed and develop 
a secure distributed key management framework for 
vehicular ad hoc network users. Here, when a vehicle 
approaches an RSU, it gets the group private key 
from the RSU dynamically. All vehicles which get 
the group private key from the same RSU form a 
group. 
 
b) Centralized Key Management Approach 
In group signature based framework one group public 
key is associated with multiple group private keys. 
By using this technique, even if the attacker is able to 
acquire the message, he / she cannot read the message 
nor can identify the sender of the message. The 
anonymous signing protocol each vehicle uses a 
public/private key pairs for a short period of time and 
then discards them. This improves the privacy of the 
user because even if an attacker successfully achieves 
the public/private key pair of the user, it becomes 
invalid after a specified time period. The 
disadvantage of this protocol is that it requires a large 
number of key pairs, pseudonyms and certificates. 
Albert Wasef and Xuemin Shen propose a privacy 
preservation scheme for VANETs using random 
encryption periods (REP). REP uses a probabilistic 
key distribution by adapting group key update 
technique. After certain interval of time the group key 
is again generated. This improves the privacy and 
safety of the messages transmitted through the 
network. REP follows state-fullness property which 
enables all the vehicles to calculate a new group key 
and update its invoked keys. Even if there are some 
keys generated by previous group re-keying 
processes, the number of revoked nodes in the missed 
re-keying processes should not exceed a certain 
number. 
 
E.  Attack on Vehicle's Location 
The location of a vehicle gives a lot of information 
regarding the user activities, his/her areas of interest, 
etc. For example, the location of vehicles can be used 

for detecting and avoiding collisions or geographical 
routing of data to disseminate warning messages. So, 
the location details of a vehicle have to be preserved 
in order to provide privacy to the vehicular network 
users. Krishna Sampigethaya and Leping Huangy 
examined that anonymous certificate in PKI 
guarantees identity privacy but cannot support 
location privacy. The following are few schemes 
proposed by researchers to provide the VANET users 
with more location privacy. 
 
Positioning or tracking in VANET is currently based 
on GPS which is prone to failure in case of 
emergencies. Even an attacker can attack the GPS 
and can track a vehicle. The proposed localization 
technique involves sampling the signal beacons 
received from three base stations surrounding the 
mobile unit for very small time duration. Vikas 
Ganjigunte Ashok et al. Propose a scheme especially 
for GPS-free situations. The proposed scheme 
estimates the position of vehicles in VANET, in 
situations where GPS services are unavailable, by 
using the existing cellular received signal strength 
measurements. The proposed technique involves 
sampling the signal beacons received from three base 
stations surrounding the mobile unit for very small 
time duration. All computations are restricted to 
mobile unit, thereby ensuring privacy. L-P2DSA 
detects Sybil nodes in the network using adjacent 
RSUs. The detection in this manner does not need for 
any vehicle to disclose its identity; thus preserving 
privacy. Florian Scheuer et al., propose a scheme 
which enables a user to decide when he / she want to 
reveal his / her position to anyone else. Tracking of 
users by querying the location service is prevented 
and even no entity of the infrastructure is in full 
knowledge of both identity and position of the nodes. 
Thus privacy of user is improved. 
 
S. Taha and X. Shen propose a location privacy 
scheme which can be used to ensure users privacy in 
VANETs implementing network mobility protocol 
(NEMO). The proposed scheme ensures mobile 
network nodes location privacy by increasing the 
attacker’s confusion when measuring the users 
received signal strength. EVSE has been identified to 
be not only capable of evaluating a vehicles sociality 
without disclosing the vehicles past location 
information, but also able to avoid the double-count 
in social evaluation. To avoid double-count in social 
evaluation means, for example, if more than one 
witnesses indicate the same location that the vehicle 
visited, these witnesses should be linked, though the 
real location information is still unknown. 
 
F. Attack on Location-Based Services 
The location based services work based on the 
location of the user. This causes a major privacy 
threat as their exact location is determined in order to 
obtain the desired services. For example, a mobile 
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user asking about his / her nearest restaurant is 
responded with optimal results based on his / her 
current location. With un trusted service providers, 
reporting private location information may lead to 
several privacy threats. The following are a few of the 
privacy preserving schemes proposed for attacks on 
location based services in vehicular ad hoc network. 
 
In [39], Chi-Yin Chow et al. propose a scheme that 
allows the mobile user to entertain anonymous 
location based services without the help of any 
centralized third parties. By using this scheme, the 
mobile user can find the required number of peers to 
form a group and then elect an agent. The elected 
agent is responsible for communicating with the 
location-based database server and forwarding the 
answer to the querying mobile user. Thus location 
privacy of the mobile user is preserved. The group 
concept in silent zone prevents the profiling of the 
LBS applications accessed by the target vehicle. 
 
Jian Xu et al. Summarize three types of attackers: 
local eavesdropper, collaborator eavesdropper and 
server eavesdropper. The local eavesdropper invades 
the user's computer and can observe all messages the 
user sends. Collaborator eavesdropper is on the path 
from initiator to agent. Server eavesdropper can 
observe all messages that the server receives. Local 
eavesdropper is a global attacker. The proposed 
scheme can avoid both collaborator eavesdropper and 
server eavesdropper. The algorithm considers the 
mobility of vehicles and selects a relatively stable 
peer as its next hop which improves the system 
connectivity and also improves the security on 
location based services. 
 
CONCLUSION 
 
Vehicular ad hoc network applications vary greatly 
and include safety, mobility, positioning, traffic 
management, driver’s assistance systems, policing 
and enforcement, pricing and payments, travel-related 
information and general information services. Proper 
privacy preserving techniques can lead to more usage 
of this technology as users feel more comfortable in a 
network which respects and preserves their privacy. 
These protocols aim to improve the privacy of users 
of the network along with providing a secure and 
stable network. In this paper, few of the privacy-
preserving protocols of vehicular ad hoc network are 
classified according to the type of attack they are 
responding to. Privacy preserving protocols focus on 
usage of pseudonyms and key based approaches help 
in avoiding the attacks on vehicle's identity. In order 
to avoid the attacks on location information of 
vehicular network users, some protocols use GPS-
free techniques, new mobility protocols, etc. Some 
protocols propose techniques like group concept to 
avoid the attacks on Location-based services of 
vehicular network. In future, we would like to 

propose a new scheme that would improve and 
preserve the privacy of the VANET user in a more 
efficient way. 
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