
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-7, July-2014 

An Approach for Protecting Sensitive Files at Endpoint via Meta Data Extraction 
 

83 

AN APPROACH FOR PROTECTING SENSITIVE FILES AT 
ENDPOINT VIA META DATA EXTRACTION 

 
1RAVINDRANATH .G. TONTANAL, 2JAGADISH .S. KALLIMANI 

 
1,2Department of Computer Science & Engineering, M.S. Ramaiah Institute of Technology, Bangalore 

 
 
Abstract- Each organization has sensitive data and every day employee work with sensitive data in an organization and also 
sharing these data among team members in an organization, there are huge chances of data vulnerability, leakage or misuse. 
These data are incredible for organization, so it should not be loose. This paper focuses on protect sensitive data at endpoint, 
whether these are connected or disconnected to corporate network. There are two module:  Discover module and enforce 
module. Discover module identifies sensitive data at rest by analyzing the data. Enforce module monitor the action like copy, 
print operation at end point. 
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I. INTRODUCTION 
 
Sensitive data is information in the enterprise and it is 
confidential for the organization, so that needs to be 
protected from loss or misuse. Sensitive data it may 
be text, doc, pdf or audio file. Organization to locate, 
monitor and protect sensitive data and keep in 
compliance by minimizing risk. 
 
Leakage of data refers to unauthorized transmission 
of data from within organization to an external 
destination or recipient. The transmission of sensitive 
data can be done both electronically and physically 
and the types of data leaked usually include Sensitive 
information, Intellectual property, customer data etc 
[1]. 
 
Data Loss Prevention is just discovering sensitive 
data and preventing this sensitive data from being 
lost, stolen or misused. This is good strategy used by 
organizations solve the complex business problems 
they face every day, and also DLP simply 
compliance, streamline business processes and 
protect intellectual property and brand value [2]. 
There are two type sensitive data: Regulatory data 
such as credit card data, social security data etc. and 
business confidential data such as company financial 
data, product confidential data [3]. Detecting the theft 
of data is made difficult by the requirements to: (1) 
continually share information between partners, 
customers, suppliers, and government; and (2) 
manage data external to the organization due to the 
adoption of mobile and cloud computing [4].  
 
Government regulations like GLBA, HIPAA, and CA 
SB-1386 impose financial penalties for loss of data 
including Personally Identifiable Information (PII) 
and Non-Public Personal Information (NPI). The 
Payment Card Industry (PCI) Data Security Standard 
imposes industry requirements to prevent loss of 
credit information. Furthermore, many large 
organizations have a significant investment in their 

own intellectual property (IP), and they are seeking 
ways to keep that property from being spread or 
copied into unauthorized locations in the network. 
Failure to protect sensitive or regulated data can lead 
to legal liability, loss of competitive advantage, and 
erosion of customer trust and brand equity. 
 
Given today’s strict regulatory and legal compliance 
requirement on intellectual and personal data 
protection, organizations, including universities, have 
invested a time and resources in safeguarding their 
information from unauthorized access. Security 
vendors and researchers also developed various 
techniques for data leakage issues, which are 
collectively known as data loss prevention solutions. 
A key feature of DLP is deep content analysis based 
on pre-defined security policies [1]. 
 
Organization identify and locate sensitive information 
within enterprise networks, whether it is stored on 
organization computers or file shares, being 
transmitted to external networks, or being copied, 
saved, printed, or otherwise used inappropriately. 
Using centralized policy administration and a 
distributed and highly scalable detection technology, 
the DLP products identify regulated or confidential 
data in the largest of networks and, if necessary, take 
immediate action on it. 
 
Organization monitors and protects the following 
type of data: 
Data in Motion: It can detect sensitive data in motion 
across organization network and create an audit trail 
of policy-violation incidents. It can automatically 
monitor or block transmissions containing sensitive 
content, encrypt emails containing sensitive content, 
or quarantine messages that may need approval to 
exit organization network. Example: Examination 
results sent to student over the network [1].  Data in 
Use: Organization protects confidential information 
in use on laptops and desktops. With Endpoint, 
monitor data activity for irregularities, alert users to 
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at-risk processes, and prevent loss of sensitive content 
before it happens. 
 
Data at Rest: Organization rapidly discovering all 
sensitive content stored on up to thousands of laptops, 
desktops and servers distributed across large 
corporate environments. With its distributed 
hierarchical architecture, Datacenter performs its 
analyses in parallel and without duplication or 
transmission of any sensitive data. As a result, 
organizations can scan thousands of computers 
simultaneously, cutting scan time from months to 
hours, while delivering the highest levels of detection 
precision. 
 
This paper focuses on protecting sensitive data at 
Endpoint from copy, move, paste, cut operation. 
 
Major use cases for protecting data at end point 

 Identify laptops, those have huge amount of 
sensitive data. and ensure they are properly 
secured [5]. 

 Prevent confidential company sensitive 
documents from being 
copied/move/cut/paste to a USB or burned to 
a CD/DVD, pendrive, USB devices [5]. 

 Educate endpoint users about organization 
policy violations and they have ability to 
make more educated decisions when 
handling sensitive data [5]. 

 
Data Loss Prevention at Endpoint is a comprehensive 
content security solution that provides strong audit 
trails and granular policy enforcement. Monitor 
where sensitive information goes, identify potential 
policy violations, and enforce policy compliance on 
end-user computers so that violations don't happen in 
the first place. 
 
Data Loss Prevention at Endpoint offers different 
levels of protection, from auditing actions on 
sensitive data to monitoring threshold behaviors for 
anomalies, to actively enforcing policies, and 
stopping the misuse of data before it happens. 
 
II. OBJECTIVES 
 
 Identify and protect sensitive data in the 

enterprise: 
Leverages common policies defined by organization 
across the infrastructure to identify and protect 
sensitive data at endpoints. 
 Mitigate risk: 

Make less severe through identity aware policy 
based remediation and enforcement 

 Educate Endpoint users through an optional self-
remediation option that provides real time 
feedback on policy violation. 

 Increases visibility into Endpoint policy 
violations by Enders, recipients and content type. 

III. EXISTING SYSTEM 
 

Data leakage detection is handled by watermarking 
technology, e.g., A unique code is embedded in each 
distributed copy. If that copy of that unique is later 
discovered in the hands of an unauthorized party, the 
leaker can be identified. Watermarks can be very 
useful in some cases, but again, it involves some 
modification of the original data. Furthermore, 
watermarks can sometimes be destroyed if the data 
recipient is malicious. e.g. A hospital may give 
patient old records to researchers who will devise 
new treatments. Similarly, a company may have 
partnerships with other companies that require 
sharing customer sensitive data. Another enterprise 
may outsource its data processing, so data must be 
given to various other companies. We call the owner 
of the data the distributor and the supposedly trusted 
third parties the agents[6]. 
 
IV. PROPOSED SYSTEM 
 
Goal of this paper is to prevent the loss of sensitive 
data at Endpoint. Organization uses content blades 
(These are sensitive data for the organization), 
fingerprint and it has own policies. In Policies, user 
define the Content Blades, those are sensitive for the 
organization and actions like Audit only, Block and 
audit, Notify and audit, Justify and audit. 
Algorithm 
Step 1: IM1 sends the data to IM2. 
Step 2: Interceptor 

 If data being transmitted is in plain text 
form from IM1 to IM2 then the text is 
parsed and then passed on to the next 
module. 

 If data is being transmitted as file or set 
of files then the text from the file/files 
are extracted and then passed on to the 
next module. 

Step 3: If extracted data are match with content, then 
perform step 4 otherwise go to step 6. 
Step 4: perform end point actions defined in policies. 
Like Audit, Block and audit, Notify and audit, Justify 
and audit. 
Step 5: Generate Incidents.  
Step 6: IM2 receive data from IM1.   
 

 
Figure 1.1 Process of data extraction and comparison to detect 

violation son text files 
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Content analysis: 
Analysis the content of file is first step. The engine 
parse the context and analysis it. For text, doc, pdf 
file this is easy, but for binary file it is little difficult. 
DLP use file cracking technique. File cracking is the 
technology used for read, analysis and understand the 
file. There are verity engines for file cracking [7].  
 
There are two content blades 
•Described-content detection. A content description is 
used by administrator for detecting sensitive content. 
The content description is encapsulated for use as a 
described-content blade. 
•Fingerprinted-content detection. Existing document 
or database content in organization enterprise is used 
to generate unique fingerprints to detect sensitive 
content. The fingerprints are encapsulated for use as a 
fingerprinted-content blade [8]. 
 
Fingerprinting is ideal to use to protect sensitive 
content when users know what that sensitive content 
is and where it is stored. For example, user can use 
fingerprinting to detect: 
- Source code for proprietary software developed and 
maintained by company. This sensitive content is 
often stored in a few well-secured repositories within 
a company. users may want to carefully monitor 
movements of this content and prevent it from being 
copied/move/cut etc operation. 
- Sensitive information stored in databases used by 
company. Specific database columns may include 
known sensitive information such as credit card 
numbers or Social Security Numbers that must by law 
be protected. The databases are usually stored in a 
few well-secured locations. users may want to 
carefully monitor this information as it moves into 
documents or emails within and possibly outside of 
company. 
- Confidential information developed within 
company. Marketing campaign materials and product 
specifications created before a product release are 
examples of this type of sensitive content.  
 
Content Analysis Techniques 
There are seven major analysis techniques used to 
find sensitive content.  
Rule-Based/Regular Expressions: It analyzes the 
content for specific rules — such as 16 digit numbers 
that meet credit card checksum requirements, medical 
billing codes, or other textual analyses. 
Database Fingerprinting: This technique takes 
database live data from a database and only looks for 
exact matches. 
 
Exact File Matching: which take a hash of a file and 
monitor for any files in an organization that match 
that fingerprint. 
 

Partial Document Matching: This looks for a 
complete or partial match on protected content of 
documents.  

Statistical Analysis: Analyze a corpus of content by 
use of machine learning, Bayesian analysis, and other 
statistical techniques and find policy violations in 
content. 
 
Conceptual: This technique used for protecting 
nebulous content that resembles an “idea”. 
Conceptual technique is a combination of 
dictionaries, rules, patterns and other analyses.  
 
Categories: Categories are rules and dictionaries for 
common types of sensitive data, such as credit card 
numbers / PCI protection, HIPAA etc. 
 
Protecting sensitive audio file 
Prevent the loss of sensitive multimedia data is a very 
efficient technique to prevent unauthorized usage of 
the multimedia data. Sampling is efficient technique 
used for protecting and preserving the integrity of the 
audio data. Sampling refers to converting the audio 
wave form in to binary form which is basic idea 
behind transmission of the digital data. In our 
approach we are scaling up the above stated idea for 
in DLP for audio data.  
 
In this section we explain about how our approach for 
enforcing security policie son audio data can be 
implemented. 
 
Step 1:  Identification of audio files having sensitive 
data: 
Here we need classify audio files according to the 
severity of data loss of the files. By this we can 
impose different policy actions according to data 
embedded in the audio files.  
Step 2: Sampling of the audio files:  
Sampling the audio files into binary/integer values for 
applying security policies and store it in text files. 
Process is represented in figure 2. 
 

Audio data 
Figure 2.  Process of converting audio data into integer values 

or 0/1’s using sampling technique. 
 
Step 3: User action on the audio file and comparison:  
 
After creating  the model  data  by  the audio  file  to 
be protected we will monitor  the user  action  by  
comparing  the model data with file  being  processed  
by  user.  Here file being processed by user also need 
to be sampled for comparison. If the comparison 
ended with the positive result specified policy action 
will be imposed.  Process of comparing the sampled 
model data and  sampled  data  of  file  being 
processed  is  shown  in  figure  3.if  the compared  
result  is positive appropriate policy action will be 
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imposed. Finding the exact match is the difficult job 
by sampled  data. The  reason  is,  if  there  is similar 
content in the file there may be chance of generating  
false  positives.  To reduce the generation of false 
positives we can set average value for comparison.   
If    the    comparison   of model data is not matching 
exactly of user file but with average value we can 
impose the policy action. Usage of the average value 
will reduce the wrong comparison results. It can be 
shown by the following example. 
 

 
Figure 3. Process of comparing of model data & user file’s 

data. 
 
Example:  
Let’s assume totally 10 sampled values are there after 
sampling of original audio file. Now user has 
performed some user action on an audio file. We will 
sample the file being processed by user. Let’s say 
there are 12 model sample values. We will do 
comparison of model data and user file sampled data.   
If first  3  samples  of  both  the  files matched and  
next 5  samples have not matched and again next 2 
samples got matched.  We can come to conclusion 
based on average value that its violation.  
 
Note: a sample refers to a sampled value of one cycle 
of sound wave.  If  x  is original  file  and  y  is  user  
file,  on comparison x=y   positive result if (x=y) 
==above average 
 
Here we also take care of matching content should 
give a meaningful pattern otherwise DLP will be big 
failure. So while sampling the original file as well as 
user file sampled values should be grouped  in  such  
a way  that  a  group should give  a meaning  full  
pattern. Our above mentioned equation should base 
on comparison of group of sampled values not on 
single sampled value.  Let’s apply above equation on 

group of sampled values. x1, x2, x3  are  the  3  group  
of  sampled  values of  original  file,  y1,y2,y3  are  
the  group  of sampled vales of user file. If we 
compare above group of values,  
x1=y1 true  
x2=y2 true  
x3=y3 false  
we have set the average comparison value for positive 
result has 2 because total 3 sampled value groups are 
there in original file. Our comparison return 2 results 
so we can say it is a policy violation by user.  
  
CONCLUSION   
  
We presented here idea of preventing data loss of 
sensitive files in any organization by using group of 
model data and comparison with extracted data from 
content. By considering this approach we can 
efficiently reduce the false positives and come up 
with accurate results.  Content blade values which 
can be used for comparison of content. All actions are 
defined in policies, if content blade matches with 
content then predefined action take place.  In order to 
restrict the user action on sensitive files efficiently.   
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