
International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-7, July-2014 

SDS Technique for Encrypting Image Secretly 
 

59 

SDS TECHNIQUE FOR ENCRYPTING IMAGE SECRETLY 
 

1MADHURI GUNJKAR, 2PUNAM GAJBHIYE, 3SAYALI BHAT 
 

1,2,3Department of Computer Engineering, K.K.Wagh Institute of Engineering and Research Centre, Nasik 
E-mail: sayali.bhat7@gmail.com 

 
 
Abstract- Maintaining the secrecy and confidentiality of images is a vibrant area of research and for this two different 
approaches are being followed. The first being encrypting the images through encryption algorithms using key and the other 
approach involves dividing the images into random shares to maintain the images secrecy. Unfortunately, heavy computation 
cost and key management limit the employment of the first approach and the poor quality of the recovered image form the 
random shares limit the applications of the second approach. In this paper, we propose a novel approach without the use of 
encryption keys. The approach employs Sieving, Division and Shuffling to generate random shares that with minimal 
computation, the original secret image can be recovered from the random shares without any loss of image quality.  
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I. INTRODUCTION 
 
In Today’s world, the advent of internet introduced to 
its users gave a new scope as how data can be shared 
from one partto another in near real time. However 
along with these opportunities came the challenges, 
such as, how to maintain the confidentiality of the 
data being transmitted. This gave rise to vibrant 
research area of cryptography. Encryption of images 
may broadly be classified based on the nature of 
recovered imageas either lossy or lossless image 
encryption. 
 
Secret texts and images often exist in the commercial 
or military application. About the storage of the 
secret data or images, the security is of big concern. 
In recent years, many techniques to increase the 
security of the secret were proposed; examples 
include image hiding and watermarking. However, a 
common weakness of these techniques is that the 
secret data are all in a single information-carrier, and 
the secret data cannot be revealed completely. 
 
II. EXISTING SYSTEM 
 
A. Image Encryption (using keys): 
Various schemes have been proposed for encryption 
of image using keys. Some of them includes Chaos 
Theory, Vector Quantization. In VQ images are first 
decomposed into vectors and followed by sequential 
encoding of these vectors. There are some inherent 
limitations with these techniques; they involve use of 
secret keys and thus have all the limitations as 
regards key management. 
B. Image Splitting: 
 
In case of image splitting, it involves splitting a secret 
image into n random shares such that these shares 
individually reveal no information about the secret 
image. The major issues which restrict its employ 
mentis the poor quality of the recovered image 
limited colour representation etc. 

III. PROPOSED SYSTEM 
 
Our proposed technique involves splitting an image 
into multiple shares. The shares so generated reveal 
no information about the original secret image and to 
retrieve the secret image all the shares are required. 
The proposed technique is implemented with SDS 
algorithm involving three steps. In step one (Sieving) 
the secret image is split into primary colours. In step 
two (Division) these split images are randomly 
divided. In step three (Shuffling) these divided shares 
are thenshuffled each within itself. Finally these 
shuffled shares are 
 

 
Figure 1: Steps Involved In Generating Two Random Shares 

 

 
Figure3 : Representation of Division Operation 
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Figure 2: Representation of Sieving Operation 

 
Combined to generate the desired random shares.  
Since our proposed technique involves computation 
during the encryption and decryption stages and 
involves three steps: random shares would be 
required. The generic algorithm for the above 
described process is as under: 
  
Sieving: 
Sieving as the name suggests involves filtering the 
combined RGB components into individual R, G and 
Bcomponents(refer figure 2).The granularity of the 
sieve depends the range of values that R/G/B 
component may take individually. To make the 
process computationally inexpensive, sieving uses the 
XOR operator. 
 
Division:  
Having filtered the original image into the R, Gand B 
components, the next step involves dividing the R, 
Gand B components into z parts/ shares each. 
R  (RA, RB, RC, ----------------, RZ) 
G  (GA, GB, GC, ----------------, GZ) 
B  (BA, BB, BC, ----------------, BZ) 
While dividing it is ensured that each element in RA-
Z, GA-Zand BA-Z is assigned values randomly, such 
that the entire domain is available for randomized 
selection; in case x = 8,then individual elements 
should be randomly assigned a value varying from 0- 
255. The shares so generated should be such that 
(RA, RB, RC, --------------- RZ) should regenerate R 
and similarly for G/B components. 
 
Shuffling:  
Though experimental results have shown that the 
random shares created by division in no way exhibit 
any resemblance to the original image, but as a 
second step towards randomizing the generated 
shares i.e. RA-Z, GA-Z and BA-Z , we perform the 
shuffle operation. This involves shuffling the 
elements in the individual shares. The sequence in 
which the elements within the shares are shuffled 
depends on the value of one of the other shares 
generated from the same primary colour. In other 
words RB decides how RA is 

Shuffled, RC decides how RB is shuffled, ------------ 
RZ decidesRZ-1 is shuffled and RA decides how Rz 
is shuffled. The shuffling operation uses the 
comparison operator on the LSBof the determining 
element to decide the shuffle sequence. 
Having carried out the above three operations the 
generated shares are combined to generate the final z 
random shares (RS). 
RSA (RA- shuffle, GA- shuffle and BA- shuffle) 
RSB (RB- shuffle, GB- shuffle and BB- shuffle) 
. …. 
RSZ (RZ,- shuffle GZ- shuffle and BZ- shuffle ) 
 
Algorithm 
1. Sieving 
Input Secret Image 
Sieve(Secret Image) 
Output (R, G, B components) 
2. Division 
n = total number of pixels (0 to n-1) 
Ri / Gi / Bi = individual values of the ith pixel in 
the R, G, B components 
z = total number of random shares 
x =number of bits representing each primary color 
max_val = 2x 
Repeat 2 for R, G, B component 
2(a) for i = 0 to (n-2) 
{for share k = A to (Z-1) 
Rki = Random (0, max_val) 
Aggr_Sumi = _ Rki 
} 
Rzi =( max_val + Ri – (Aggr_Sumi % max_val)) 
% max_val 
3. Shuffle 
Repeat for RA-Z, GA-Z and BA-Z (all generated 
shares) 
for k = A to Z 
{ Rk-shuffle = Rk 
PtrFirstVac = 1 
PtrLastVac = n-1 
For i = 1 to (n-1) 
{ If (R(k+1)(i-1) is even) 
{ R(k-shuffle) PtrFirstVac = Rki 
PtrFirstVac ++, i++ 
} 
Else 
{ R(A-shuffle) PtrFirstVac = RAi 
i++, PtrLastVac -- 
} } } 
4. Combine 
For k = A to Z 
RSk = (Rk-shuffle XOR Gk-shuffle XOR Bk-shuffle) 
Thus at the end of the above process we have 
Random 
Shares (RSA, RSB------------------- RSk). 
 
IV. ANALYSIS AND COMPARISON: 
 
Image encryption may be classified as lossy / 
losslessimage encryption. The conventional VCS 
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schemes all generate a degraded image quality of the 
recovered image and hence some modifications to 
VCS. In our proposed technique both during 
encryption and decryption the computation cost is 
low since the majority of the operations use logical 
XOR, OR and AND operators. The scheme involves 
3 steps, initial training, encoding and decoding. The 
initial training phase involves Principal Component 
Analysis (PCA) and Forward Neural Network(FFN). 
The initial training phase itself involves heavy 
computation cost though the encoding and the 
decoding phases in [13] and our scheme are 
comparable. In our proposed scheme there are no 
keys involved and hence there is no key management. 
All that is required is to transmit one of the random 
shares on a secret channel while transmitting the rest 
on an unsecure channel. The decoding step involves 
use of a weighted matrix generate dduring the 
training phase. In our scheme the recovered image is 
an exact replica of the original image as no data is 
lost during the sieving division and shuffling 
operations. 
 
CONCLUSIONS AND FUTURE SCOPE: 
 
In this paper a new enhanced visual cryptographic 
scheme is presented. A secret image is split into 
multiple random images and with minimum 
computation the original secret image can be 
retrieved back. The proposed algorithm has the 
following merits (a) The original secret image can be 
retrieved in totality (b) There is no pixel expansion 
and hence storage requirement per random share is 
same as original image (c) Key management is not an 
issue since there are no secret keys involved as 

encryption is carried out based on the distribution of 
values amongst various shares (d) The scheme is 
robust to withstand brute force attacks. 
 
The scheme is suitable for authentication based 
application or where trust cannot be reposed in any 
one participant for decision making and a collective 
acceptance is required to proceed. A typical scenario 
for this could be thought of as a secret code which 
has to be fed in to commence a nuclear strike; the 
said code could be converted into an image and split 
into random shares, held with the collective decision 
making body. To retrieve the secret code random 
share of all the participants would be required. 
Watermarking technique can be thought of as a future 
scope of this project.  
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