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Abstract- As the number of Wi-Fi Access points continue to grow, so does the need for their security. While encryption 
protocols for securing Wi-Fi access points exist, during the research it was found that such protocols are being overlooked 
by the access point administrator as he/she continues to use outdated and insecure protocols. This gives a false sense of 
security. A variety of malicious groups hunt for such weak Wi-Fi Access Points. This paper focuses on War driving activity 
as a means to gather data regarding the number of users who continue to deploy Weak Wi-Fi security and discusses related 
implications. The paper also suggests a solution in the form of a simple program that can be used even by a non-technical 
Wi-Fi user to determine if his/her Wi-Fi security is at par with the current Wi-Fi security practices. 
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I. INTRODUCTION 
 
Wi-Fi facilitates ease of use and is getting 
increasingly popular with homes and businesses. 
Multiple Wi-Fi Access Points are can be located in a 
given area. Wi-Fi security issues continue to be a 
problem as the number of Access Points grows. The 
security concerns lie in the fact that Wi-Fi 
administrators may be unaware of the underlying 
weakness in a particular Encryption Protocol. This 
can be due to the unfamiliarity with Encryption 
Protocols and lack of knowledge of currently 
accepted Wi-Fi security standards. Meanwhile 
malicious individuals actively hunt for potentially 
insecure Wi-Fi access points and make attempts to 
gain unauthorized access to such networks for a 
variety of reasons. As the importance of Wi-Fi 
security has been stressed in mass media, users are 
aware of the need to secure these access points. 
However they may lack the knowledge to distinguish 
between a poorly configured and a reasonably secure 
access point. The war driving activity carried out 
during the research was aimed at gathering 
information on the number of access points with no 
security or weak security. 
 
This paper also proposes a solution to this problem in 
the form of a simple program that a user can execute 
on his/her machine to determine the status of his Wi-
Fi security. The advantage of this approach is 
concealed in its simplicity in comparison to other 
approaches like deploying security professionals to 
perform war driving and issue notices to users with 
unacceptable Wi-Fi security. Also such war driving 
activity may go rogue and raise questions about 
privacy as in the case of Google. 
 
In contrast, the approach used in this paper is 
modeled on bringing the users to analyze their own 
Wi-Fi security and hence avoid privacy concerns and 
simplify the process of mass Wi-Fi security.  

II. EVOLUTION OF WAR DRIVING 
 
War driving was first formalized by Peter Shipley at 
Defcon 9 in 2001, where he introduced his war 
driving experiments to the hacking community [1]. 
The name ‘war driving’ originated from the movie 
‘Wargames’ where the lead character used war dialing 
to access remote systems. War driving is the act of 
hunting for Wi-Fi access points by an individual 
usually in a moving vehicle. Needless to say, the 
purpose of this activity can vary. While some 
individuals carry out this activity for security research 
purposes, others do it to gain illegitimate access to 
poorly secured wireless networks. As the number of 
access points has grown consistently over the years, so 
has the interest in war driving.  
 
III.  IMPLICATIONS OF WEAK WI-FI   
   SECURITY 
 
Having a poorly secured Wi-Fi access point, leads to a 
multitude of security concerns. Some of these are 
discussed below: 

 
A. Abetting Untraceable Criminal Activity 
Criminal activities (including terrorism) need 
communication. In such cases anonymity is highly 
desired by the perpetrator and an open or poorly 
configured Wi-Fi access point facilitates this 
requirement. Backtracking (for example, using an IP 
Address to determine the source of the 
communication) would not lead to the culprit but to 
the owner of these insecure access points.  
 
Terrorists hunt for such access points to aid their 
communication and these access points need to be 
properly secured or shut down.  
 
Additionally a notice may be issued to the concerned 
owner to configure the access point in accordance 
with the latest security standards. 
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B. Access to Host Computers Connected to the 
Compromised Wi-Fi 

As Wi-Fi access point security is compromised, the 
machines currently connected to this access point 
become exposed. If the attacker is further successful 
in compromising the host security, he/she may plant a 
malware into the host. This creates severe privacy 
concerns, as the compromised host may be a portable 
computer which may connect to another network and 
this leads to further loss in confidentiality of data.  

 
IV. EQUIPMENT AND METHODOLOGY 

 
C. Equipment 

1) A portable computer 
2) Alfa 1000mW 1W 802.11b/g USB Wireless Wi-

Fi Network Adapter 
 

D. Methodology 
Two cities in India (namely Delhi and Indore) were 
targeted for war driving. The areas selected for war 
driving can be divided into two broad types: 

1) Residential areas 
2) Commercial areas 

An Equal number of Residential and commercial areas 
were selected for the purpose of the research. The war 
driving vehicle was slowly moved through each 
selected street in the area. A note was made of the 
total Wi-Fi access points found, as well as their 
security mechanism. No actual Penetration or cracking 
was performed during the research without consent. 
Only SSIDs were noted along with the associated 
encryption mechanisms. On a few occasions, 
however, permission was granted to perform a 
penetration test on an SSID, following which, such a 
test was initiated as proof of concept. 
 
V. RESULTS 
 
A total of ‘113’ streets were scanned during the war 
driving activity. The following results were observed: 
Potentially insecure = Total number of WEP SSID + 
Total number of SSID having WPS Enabled + Total 
number of OPEN SSID = 143 + 407 + 253 = 803 
Potentially secure = WPA/ WPA2 = 1617 
Total SSIDs = 2418 
Potentially Insecure Percentage = 803 / 2420 * 100 = 
33.19% Potentially Secure Percentage = 1617 / 2420 
* 100 = 66.81%  

OPEN

WEP

WPS Enabled

WPA/WPA2

 
Fig 1.wi-fi encryption protocols observed 

TABLE I.  WI-FI ENCRYPTION PROTOCOLS 
OBSERVED 

Encryption 
Type 

Number of Access 
points observed Percentage 

OPEN 143 5.9% 

WEP 407 16.82% 
WPS 
Enabled 253 10.45% 

WPA/WPA2 1617 66.81% 
 
When permission was obtained to carry out a 
penetration test on an access point, following results 
were obtained: 
 

TABLE II. WI-FI KEY CRACKING 
Encryption 

Type 

Total 
access 
points 

Number 
of access 
points for 

which 
Password 
cracking 

was 
initiated 

Number 
of access 

point 
passwords 
obtained 

OPEN 143 - - 
WEP 407 23 21 
WPS 
Enabled 253 7 1 

WPA/WPA2 1617 9 3 
 
Analysis of data gathered from the war driving 
activity during the research, revealed a daunting need 
to tackle the issue of weak Wi-Fi access point 
security. When left neglected, poorly configured Wi-
Fi access points act as facilitators of malicious 
intentions. 
 
E. OPEN access points 
Commercial buildings were often found to have an 
‘OPEN’ Wi-Fi access point to allow customers/clients 
to surf the internet while visiting the premises for 
business purposes. Such businesses are reluctant in 
deploying passphrases at expense of customer 
convenience. However, the implications of such open 
Wi-Fi access points are much too severe to be 
ignored. 

 
F. WEP 
WEP has widely known and exploited encryption 
weaknesses. Tools exist that automate the process of 
cracking WEP security and no technical expertise is 
required to exploit WEP security using such tools, 
which makes them extremely popular with ‘script 
kiddies’. WEP is now infamous for providing a false 
sense of security and the users who deploy WEP to 
secure their access points were found to be usually 
unaware of the inherent weaknesses associated with 
WEP, when questioned. Breaking WEP security is not 
a matter of whether it can be done but how quickly it 
can be done. 
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During the research, permission was obtained to 
initiate password cracking process for ‘23’ of these 
WEP access points. ‘21’ of such access point 
passwords were recovered and the average time for 
recovery was observed to be ‘149’ minutes. It was 
also observed that the time for recovery increased with 
the decrease in rate of packet capture and decreased 
with the decrease in distance of the war driving 
vehicle from the access point. 
 
Additionally it was also observed that some users are 
habitual of securing their WEP access points using 
their personal cell phone numbers as the access point 
key.  
 
G. WPS Enabled 
Wi-Fi protected set up is an underlying technology 
used for configuring Wi-Fi devices in a secure 
manner. WPS security depends on the secrecy of the 
WPS PIN. This is an 8 digit PIN and the registrar 
conveys whether the first half and the second half of 
the PIN is valid in two separate messages. This flaw 
drastically reduces the maximum number of brute 
force attempts required to recover the correct PIN [2].  
 
Once again this leads to a false sense of security to the 
user who has WPS enabled on his router and WPS is 
enabled by default on most devices. During the 
research some of the users who had WPS enabled, 
were asked about whether they are aware of any 
security flaw in WPS. A 100% of these users either 
replied ‘no’ or ‘don’t know. This again illustrates the 
lack of sufficient security awareness among 
administrators of Wi-Fi access points. 
 
As part of the research, permission was obtained to 
initiate the password cracking process for ‘7’ of such 
access points. However only ‘1’ password could be 
recovered successfully. During the research it was 
observed that the time required for successfully brute 
forcing WPS PIN increased with increase in the 
distance of the war driving vehicle from the access 
point. Time was a major factor in brute forcing WPS 
PIN since the process is ‘online’ in nature and 
depends on constant messages received in reply from 
the access point and hence tends to be slow. 

 
H. WPA/WPA2 
The users who deployed WPA/WPA2 with a strong 
password were relatively secure and during the 
research, permission was obtained to initiate the 
password cracking process for ‘9’ of such access 
points. WPA handshakes were grabbed for all of these 
‘9’ access points. ‘3’ of these were found to have a 
weak password that could be located in a dictionary 
file. 
 
I. Proposed solution 
The research revealed that there is a significant lack of 
awareness among users as to which encryption 

protocols have known weaknesses and how to protect 
their access points. Based on the findings of the 
research the access point administrators are grouped 
into the following categories: 

1) Adamantly insecure: These are the users who 
were insisting on keeping an open access point for 
certain reasons or were not open to heeding security 
advices. 

2) Oblivious and insecure: These are the users who 
would like to secure their Wi-Fi access points but are 
unaware of the current security practices and avoid 
reading relevant technical literature. 

3) Reasonably secure: These are the users who 
were found to be deploying reasonably secure access 
point encryption with a strong passphrase to thwart 
potential attackers. 
 
As part of the research a solution is proposed for the 
‘Oblivious and insecure’ category of users in the form 
a simple-to-use program that will automatically look 
for the access points available in the vicinity and 
advice users on implementing proper Wi-Fi security in 
the form of simple statements. 
 
This program named ‘checkmywifi’, built to run on 
the Windows platform, has the following features: 
 
 Automatically detects the Wi-Fi network adapter 

on the user’s PC 
 Automatically scans for and lists the Wi-Fi 

access points in the vicinity 
 On selecting the appropriate access point, 

proceeds to determine the security protocols 
used (WEP, WPA2, Etc) 

 If an open access point is detected, it notifies the 
users to deploy WPA2 security with a strong 
passphrase 

 If a WEP secured access point is detected, it 
warns the user of the known weaknesses in WEP 
security and notifies the users to deploy WPA2 
security with a strong passphrase 

 Prompts the user whether ‘WPS’ is enabled on 
their device, if user’s reply is affirmative, it 
warns the user about the known weakness in 
WPS security and notifies the user to turn off 
WPS 

 If WPA/WPA2 security is detected, it asks the 
user for the current key and checks this key 
against a dictionary file. If a match is found the 
user is notified that his key is weak. If not, then 
the program proceeds to check if the key length 
is more than 8 characters. If not, the user is 
notified the key length should be increased to 
thwart brute force attacks.  
 
If the key length is greater than 8, the program 
proceeds to check if the current key has 
number(s) in it. If no number is found, it advises 
the user to add random number(s) in the key to 
thwart dictionary attacks. 
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 If all the checks are satisfied, it notifies the user 
that he/she is deploying optimum Wi-Fi security 
protocols according to current standards.  

 

 
FIG 2: ‘CHECKMYWIFI’ SEARCHING FOR AP 

 

 
FIG 3: ‘CHECKMYWIFI’ ATTEMPTING A DICTIONARY ATTACK ON 

A WPA2 AP 
 

 
FIG 4: ‘CHECKMYWIFI’ EVALUATING PASSWORD STRENGTH 

 

 
FIG 5: CRACKING WEP ENCRYPTION WHICH 

REVEALED A WEAK PASSWOD 

 
FIG 6: ATTEMPTING A DICTIONARY ATTACK ON A 

WPA2 KEY USING ‘AIRCRACK-NG’ 
 

 
FIG 7: ATTEMPTING AN ONLINE BRUTE FORCE 

ATTACK ON A WPS ENABLED WI-FI ROUTER 
 

 
Figure 8: Flowchart illustrating the working of ‘checkmywifi’ 
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CONCLUSION 
 
Poor Wi-Fi security is a growing concern and has to 
be dealt with head on. Authorities have realized the 
need to mandate effective Wi-Fi security measures 
[7]. However it is challenging to ensure that each Wi-
Fi administrator has a reasonably secure Wi-Fi access 
point configuration.  
 
The solution proposed in this research simplifies that 
task by distributing this small program among Wi-Fi 
users or nudging them to download the same from an 
online location. Further research may be done to 
determine what other currently accepted Wi-Fi 
security practices are being overlooked by the users 
and why.  Additionally, further research may 
illuminate the need for additional features desirable 
from a self-help program like ‘checkmywifi’. 
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