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Abstract- This paper dwells on the notion that the designing of networks must escalate from applying just a basic set of rules, 
to utilizing the myriads of technologies now available to us, the plethora of services whose provision to end users is now 
possible and the nuances that emerge by the combination of the different technologies and services. To adapt to the changes in 
network designing, we propose an architecture for campus network design using state of the art technologies such as  Ether 
Channels, VoIP (Voice over Internet Protocol), VPN (Virtual Private Network), Wi-Fi, redistribution of protocols, Link 
Redundancy and ISP Redundancy. The network architecture has been designed on Cisco’s network simulation software: Cisco 
Packet Tracer. The proposed design is an enhancement of the existing network architecture of Jaypee University of 
Information Technology. The design can be utilized while laying down the LAN architecture of any other campus, be that a 
University, Corporate office or Hospital.  
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I. INTRODUCTION 
 
Network architecture and designing, which was 
considered sheer art few decades ago, today, in the 
contemporary world, is an amalgamation of 
knowledge and art. Today, networks are embedded 
within our workplaces, homes and outside 
environment, making possible the miraculous aspect 
of real-time access to information throughout the 
world. The modern networks are designed to meet 
security, connectivity, and performance challenges 
while enabling key IT initiatives. They also must 
scale, offer operational simplicity, and flexibly 
accommodate new computing trends without an entire 
redesign. Networks are broadly classified as LAN 
(Local Area Network), and WAN (Wide Area 
Network). LANs, which persist over a relatively 
shorter distance are designed to allow personal 
computers to share resources, which can include 
hardware (e.g., a printer), software (e.g., an 
application program), or data. A WAN, which is a 
geographically dispersed collection of LANs, provides 
long-distance transmission of data, image, audio, and 
video information over large geographic areas that 
may comprise a country, a continent, or even the 
whole world [3]. In networking’s early days, networks 
were not considered a critical resource as they did not 
directly support revenue generation. Now, the picture 
has changed radically. As our ability to gather, 
process, and distribute information grows, the demand 
for ever more sophisticated information processing 
grows even faster. The issue here is resource sharing, 
and the goal is to make all programs, equipments, and 
especially data available to anyone on the network 
without regard to the physical location of the resource 
and the user [4]. The roots of this paper lie in the 
corporate LAN, which has matured from an inert 
business element to a very active and visible asset that 

today’s organizations rely on to support their 
day-to-day functions, critical to their market success. 
Another major evolution witnessed is the shift from 
traditional client/server data flow support to peer to 
peer flow support. 
 
This paper focuses on enhancing the existing LAN 
architecture Of Jaypee University of Information 
Technology (JUIT), by the incorporation of new and 
advanced technologies such as VoIP, VPN, Ether 
Channels, STP, ISP redundancy. The proposed 
architecture has been implemented and tested on 
Cisco’s Network Simulation Program: “Cisco Packet 
Tracer”. In addition to being an upgrade for the 
existing LAN of JUIT, the proposed architecture is 
generic and can be utilized for any campus, be that of a 
university, a corporate office, a hospital or myriads of 
other organizations. 
 
The rest of the paper is organized as follows: section 2 
presents a brief description about techniques 
employed in the proposed architecture. Section 3 
demonstrates the proposed network architecture, as 
designed in Cisco Packet Tracer. Section 4 presents 
the results and discussions along with demonstration 
of some of the results.  
 
II. TECHNIQUES EMPLOYED  
 
A. LAN ARCHITECTURE DESIGN 
To devise the architecture of a LAN, hierarchical 
model is employed, as depicted in Fig. 1. This model 
uses layers, which simplifies the task required for 
internetworking along with ease of understanding and 
fault isolation [5]. The Layered Approach stretches up 
to three layers: the access layer, the aggregation layer, 
and the core layer. The access layer marks the access 
boundary of the network and ensures connectivity to 
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end users in the network. The aggregation layer fuses 
connections and traffic flows from multiple access 
layer switches which is further delivered to the 
switches in core layer. The core layer provides secure 
link between aggregation layer switches and the 
routers connecting to the WAN and the Internet to 
empower business-to-business association. This layer 
also provides a link for high-speed packet switching 
between multiple aggregation devices in the network 
[1]. 

 

 
Fig. 1 Hierarchical Model of LAN design [1] 

 
Earlier, local area networks used to be simple, as they 
were not required to do hefty jobs. But as the 
organizations started growing in almost every 
dimension, the LANs were required to be capable of 
providing high speed connections and integrate data 
and voice services. Some of the technical features 
fulfilling such requirements, which authors have also 
incorporated in their proposed design, are discussed 
below. 
 
VoIP is a rapidly emerging technology that converges 
the voice and data networks for voice communication, 
using the omnipresent IP-based networks to deploy 
VoIP client devices such as IP phones, mobile 
VoIP-enabled handheld devices, and VoIP gateways. 
With the replacement of conventional 
telecommunications systems – even Private Branch 
Exchanges (PBX) – by IP-based systems (IP PBX), 
Voice over IP can also be used in the local network 
(LAN) of a company [6]. 
 
Ether Channel allows multiple physical Fast Ethernet 
links to combine into one logical channel. This allows 
load sharing of traffic among the links in the channel 
as well as redundancy in the event that one or more 
links in the channel fail. Fast Ether Channel can be 
used to interconnect LAN switches, routers, servers, 
and clients via unshielded twisted pair (UTP) wiring or 
single−mode and multimode fibre [7]. 
 
VPN (Virtual Private Network) is an overlay network 
that is built over a public network infrastructure, 
providing the VPN user with a private network using 

tunneling, encryption and authentication mechanisms 
[8]. There exist two types of VPNs, Site to Site VPN 
and Remote Access VPN. Site to site VPN can be used 
when several different companies need to work in a 
shared environment. Remote Access VPN is mainly 
used in scenarios where access to data on company’s 
private network is required by a member sitting at a 
distant location. The authors have incorporated remote 
access VPN in their proposed architecture. 
 

B. PROTOCOLS EMPLOYED 
A device, connected to a network, is capable of 
sending or receiving information. However, two 
devices cannot simply send bit streams to each other 
and expect to be understood. For communication to 
occur, the entities must agree on a protocol. A protocol 
is a set of rules that govern data communications [4]. 
 
RIP (Routing Information Protocol) is a 
distance-vector routing protocol which sends the 
complete routing table out to all active interfaces every 
30 seconds. It only uses hop count to determine the 
best way to a remote network with  a maximum 
allowable hop count of 15 by default, meaning that 16 
is deemed unreachable. RIP works well in small 
networks, but it is inefficient on large networks with 
slow WAN links or on networks with a large number 
of routers installed [2].  
 
RIP version 1 uses only classful routing, which means 
that all devices in the network must use the same 
subnet mask. In the network designed, authors are 
using version 2 which utilizes classless routing. OSPF 
(Open Shortest Path First) is a link state routing 
protocol that has been implemented by a wide variety 
of network vendors, including Cisco. OSPF is based 
on Shortest Path First routing algorithm. Each router 
computes the shortest path tree with itself as the root 
and then the routing table is populated with the 
resulting best paths [9]. It supports both IPv4 and IPv6 
routed protocols. EIGRP (Enhanced Interior Gateway 
Routing Protocol) is an advanced distance-vector 
routing protocol that is used on a computer network to 
help automate routing decisions and configuration. It 
is a classless protocol because it includes the subnet 
mask in its route updates.  
 
It synchronizes routing tables between neighbors 
initially and then sends specific updates only when 
topology changes occur, thus making it suitable for 
very large networks, having a maximum hop count of 
255. STP (Spanning Tree Protocol) is a data link layer 
protocol which is implemented on bridges and 
switches. STP vigilantly monitors the network to find 
all links, making sure that no loops occur by shutting 
down any redundant links.  
 
STP uses the spanning-tree algorithm (STA) to first 
create a topology database and then search out and 
disable redundant links. 
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III. PROPOSED ARCHITECTURE 
 
The proposed network architecture has been depicted 
in Fig. 2. The academic block is the area where all the 
different departments and the library are located. Each 
of the departments and the Library are under different 
VLANs. Each department has been provided an IP 
phone. The laboratory block is the area where the 
campus’ laboratories are located. Here too, IP phones 
have been provided. The campus’ server room is the 
area where all the servers supporting the campus’ 
network have been placed. Separate servers have been 
provided for the university’s website, data storage and 

for DNS service. The hostel block is the area where all 
the hostels are located. To increase bandwidth and 
provide link redundancy, ether channels have been 
implemented in this area. To tackle a situation where 
the link to the primary ISP breaks down, the network 
incorporates a private network which has an internet 
connection via a redundant ISP. To enable 
communication between the different protocols, 
redistribution has been implemented on the edge 
router.  Another feature of the network is the remote 
access VPN, which allows students and faculty to 
access their resources on the university’s servers, from 
outside the university intranet. 

 

 
Fig. 2 Proposed Network architecture 
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IV. RESULTS AND DISCUSSIONS 
 
The programming modules for each department are 
developed independently, given in Fig 3-5. The 
complete network is DHCP (Dynamic Host 
Configuration Protocol) enabled and each of the 
Departments and the Library are under different 
VLANs, as shown in Fig. 3(a). The routing protocol 
used in the academic block and hostel block is OSPF. 
The Academic Block, as shown in Fig. 2(a), is under 
OSPF area 1 and the Hostel Block, as shown in Fig. 
2(b) is under OSPF area 2. The edge router is under 
OSPF area 3.  
 
The routing protocol used in the Laboratory Block, as 
depicted in Fig. 2(c), is EIGRP. The Library has wired 
as well as Wi-Fi access. Configuration for Wi-Fi has 
been depicted in Fig. 3(c). Separate switches for VoIP 
facility have been used, to which the IP phones for each 
department and each laboratory are connected, the 
configuration for which is shown in Fig. 3(b). In the 
hostel block, Ether Channels have been deployed, i.e. 
bundling of two individual Ethernet links into a single 
logical link. If a segment within an Ether Channel fails, 
traffic carried over the failed link, switches to  
the second segment within the Ether Channel. The 
Ether Channels have been configured using the Port 
Aggregation Control Protocol (PAgP), as shown in Fig. 
3(d). 
 

 
Fig. 3(a) Configuration of VLAN on academic switch and 

DHCP on academic router 
 

 
Fig. 3(b) Configuration for VoIP on academic router 

 
Fig. 3(c) Configuration of Wi-Fi in Library 

 

 
Fig. 3(d) Configuration for Ether Channels in hostel block 
 

We propose the Server Room, as depicted by Fig. 2(d), 
which runs on RIPv2 (Routing Information Protocol 
version 2). One server is exclusively for the 
university’s website (www.juit.com), second as the 
DNS (Domain Name System) server, third acts as 
teachers’ resources server, and the fourth is the 
students’ resources server. The configuration for the 
DNS server is as shown in Fig. 4. To provide 
uninterrupted access to the servers even in situations 
where any one of the links fails, a redundant path has 
been provided which has been automatically blocked 
by STP, to avoid loop formation. 
 

 
Fig. 4 Configuration of DNS server 

 
As the design is based on a multiple protocol 
environment, redistribution is a necessity, and has 
been implemented on the edge router, to enable 
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communication between the three different protocols, 
i.e. OSPF, EIGRP and RIPv2, as depicted in Fig. 2(e). 
The corresponding configuration has been shown in 
Fig. 5.  

 

 
Fig. 5 Redistribution of the different protocols on edge  router 

 
The ISP is shown in Fig. 2(f), with two servers of 
example websites (www.google.com, 
www.yahoo.com). The network connecting the 
servers to the ISP, i.e. 85.0.0.0 has been added to 
RIPv2. To tackle a catastrophic situation in which the 
connection to the primary ISP breaks down, a stand-by 
private network with an exclusive connection to a 
redundant ISP has been set-up, as depicted in Fig. 2(g). 
This private network will be used for internet access in 
emergency situations. The private network can 
communicate with the rest of the campus’ network, 
but the redundant ISP is accessible only through the 
private network. PAT has been implemented here, i.e. 
the private IP network 172.16.4.128/25 has been 
translated to the public IP network 204.0.0.0/24, as 
shown in Fig. 6. 
 

 
Fig. 6 PAT for redundant ISP 

 
The cloud is symbolic of a WAN. The private home 
network, as depicted by Fig. 2(h), can belong to any 
student/faculty of Jaypee University of Information 
Technology, who wants to access the students’ 
resources or faculty resources server from outside the 
college’s intranet. To make this service possible, 
remote access VPN has been implemented, in which 
the concerned person would log onto the ftp server 
using his unique username and password. Fig. 2(i) 
represents the layout of VPN designed for the institute. 
 

A. DEMONSTRATION 
The proposed architecture, when simulated on Cisco 
packet tracer, produced results which are 
demonstrated as follows: 
(a). The case of a student, with an example username 
student\101003 and password ece, trying to access the 
students’ resources server in the campus’ server room, 
from his private home network, is demonstrated by 
Fig. 7. 

 
Fig. 7 accessing the students’ resources server from outside the 

campus’ intranet, using remote access VPN 
 
(b). The case where an IP phone user with number 
1000, from department 3 of the academic block, 
wishes to call an IP phone user with number 4000, in 
laboratory 1 of the laboratory block, is demonstrated 
in Fig. 8(a) and (b). As redistribution of protocols on 
the edge router, and appropriate configurations on the 
academic and laboratory routers have been carried out, 
IP phones under different protocols and networks can 
communicate with each other. 
 

 
Fig. 8(a) User with number 1000 calling user with number 4000. 

Ring Out message gets displayed on the screen. 
 

 
Fig. 8(b) User with number 4000 receives the call from user with 
number 1000. Connected message gets displayed on the screen. 

 
Thus, concluding in a nutshell, the Ether Channels 
provide link redundancy and an increase in bandwidth, 
thus making the network faster and more reliable. A 
VPN enables the students and faculty to remotely 
access the college’s resources. In the event of a 
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catastrophe, where the connection to the primary ISP 
breaks down, there exists a private connection to a 
redundant ISP, for access to the internet. Moreover, 
the feature of VoIP is advantageous as it leads to cost 
savings and poses no geographical boundaries. The 
proposed network architecture, though has higher cost 
of implementation as compared to the existing 
network of Jaypee University of Information 
Technology, it presents important enhancements. The 
design can further be improved by creating a back-up 
of the campus’ server data, using cloud technology. 
Nowadays, as cloud services are being provided at 
reasonable prices, the university can have this 
alternate storage area for the important resources, so 
that in case of a calamity, the data can be retrieved 
from the cloud. 
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