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Abstract - We proposed a simple and effective technique to secure Ad hoc on demand Distance Vector (AODV) routing 

protocol against hello flood attack. To deal with flood attack, we proposed Preventive Ad hoc On-demand Distance Vector 
(PAODV). The proposed technique is designed to isolate the malicious nodes with the use of timer and counter. We have 
analyzed the performance of (AODV) and (PAODV) routing protocols with hello flood attack and compare the network 
performance with number of attackers. Network performance is evaluated by modifying the ad-hoc on demand distance 
vector (AODV) routing protocol by using NS2 simulator. The proposed algorithm has been tested under different scenarios 
like single attacker, and multiple attackers. The results of delay, packets dropped packet delivery ratio, and throughput. We 
notice that (PAODV) behaves better than (AODV) in term of all performance measurement except the delay, and also 
PAODV has better throughput  than NEIGHBOR DEFENSE TECHNIQUE FOR AD HOC ON-DEMAND  DISTANCE 

VECTOR (AODV)when the time is more than 5 seconds. 
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I. INTRODUCTION 

 

Mobile Ad-Hoc Network (MANET) is a type of 

wireless network with mobile hosts creating a 

temporary network without the help of any 

independent infrastructure or centralized 

management. Most proposed MANET protocols do 

not take security issues into consideration [1]. The 

primary objective of any ad-hoc network routing 

protocol is to meet the challenges of dynamically 
changing topology and create an effective route 

between any two nodes with minimum routing 

overhead and bandwidth consumption in secure 

process [1]. AODV is based on Bellman-Ford distant 

vector algorithm. It sets a route to the destination only 

when a node needs to send a packet to that 

destination. Routes are kept as long as they are 

needed by the source [2]. It uses traditional routing 

tables, one entry per destination, and sequence 

numbers to decide whether routing information is up 

to date and prevent routing loops [2, 3]. Control 
packets used in AODV are the routing request 

message (RREQ) which is broadcasted by a node that 

requires a path to another node, a routing reply 

message (RREP) which is sent back to the source of 

the packet, route error message (RERR) which is sent 

to notify other nodes of a like failure, and HELLO 

message which is used to discover and monitor links 

to neighbours [2]. Each active node will periodically 

broadcast a hello message that all its neighbours 

receive. AODV may carry a large network overhead 

because it depends more often on a route discovery 
flood. Uncontrolled floods generate many 

unnecessary transmissions that may cause the so-

called broadcast storm problem. [2, 1, 4]. AODV is 

subject to various types of attacks, because it assumes 

that all nodes will cooperate. Without this 

collaboration, no route can be created [2, 1, 4]. Hello 

flood attack, is an attack in which malicious node in 

the network can flood hello requests to the legitimate 

nodes and breaking the security of the network. It is 

an easy task for the enemy to capture the node in the 

large scattered network through the use of this slave 

node he can easily broadcast the hello packet flood. 

The solutions to these types of attacks are essentially 

cryptography which suffers from heavy 

computational complexity. Thus, they are less 

suitable for MANET [5, 6,7]. The rest of the paper is 

organized as the follows: Section 2 presents a related 

work, Section 3 presents the methodology, Section 4 
shows the Results and discussion and finally a 

conclusion is shown in section 5. 

 

II. RELATED WORK 

 

In [8], Ping Yi et. al. proposed an approach to 

prohibit flood attack and also compared the Ad Hoc 

flood attack and the SYN flood attack in AODV. 

Their outcomes show that packet delivery ratio is 

better compared to the original AODV. In [9] they 

proposed an algorithm to stop flood attack. They 
define various levels of trust for the neighbours. The 

three levels of trust are a friend, who is most 

confident, an acquaintance who is less confident, and 

a stranger who is dangerous in terms of flood attack. 

In [10] they proposed AODVSEC where they 

modified the process of route discovery process of the 

basic AODV in such a way that the protocol could 

mitigate the effects of the active counterfeiting 

attacks in sense. AODVSEC performance is no less 

than that of SAODV but the same thing is achieved 

with lower processing requirements leading to saving 
arithmetic energy. In [11] they provide a simulation 

analysis of reactive routing protocol AODV in the 

presence of a malicious attack under different load. 

They proposed an algorithm to detect and insulate the 

malicious node. It provides simulation results based 

on packet delivery, throughput, normalized routing 

load, and packet loss. The result shows that the 

throughput and packet delivery ratio of the normal 
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AODV is much better than AODV with a malicious 

attack. The researchers found that the performance of 
the routing protocol AODV decomposes by entering 

the malicious nodes but with less overhead routing 

compared to the normal AODV. In [12] they 

introduce a simple mechanism to resist these 

malicious that can be incorporated into any reaction 

routing protocol. It does not require the cost of 

encryption or authentication mechanisms, but 

depends on the timing applied locally and thresholds 

for classifying nodes as malicious. There is no need 

for amendments to the package formats, so overhead 

is a small, and there are no additional connections. 

The simulation results show that AF-AODV has a 
marked improvement in network performance in all 

network metrics compared with AODV. In [13] they 

surveyed and compared current solutions to black 

hole attacks on the AODV protocol. They suggested a 

way to detect black hole nodes. The information from 

the detection black hole nodes is also broadcast to all 

other nodes to delete the entries detected from the 

routing table. The nodes that receive the broadcast 

message from black hole nodes disclose the addition 

of these black hole nodes in black hole’s disclosure 

list so that all future communications can be avoided. 
In [14] they provide a secure mechanism for 

MANETs using AODV routing protocol against two 

of the most common Denial of Service (DOS) 

attacks, Black hole Attack and Gray hole Attack 

which disrupts the route discovery process by sending 

Counterfeit routing information. The solution isolates 

multiple malicious nodes during the process of 

detecting the route and ensures a short and secure 

route selection to the destination. Simulation results 

in NS-2 demonstrate the reliability and efficiency of 

its protocol. In [15] they analyzed the performance of 

a hello flood attack and compared network 
performance with an increased number of attackers. 

The performance of the network is evaluated by 

modifying the AODV routing protocol using the NS2 

simulation. It has been tested under different 

scenarios like any attacker, single attacker, and 
multiple attackers to see how network performance 

changes. Simulation results show that the greater the 

number of attackers in terms of throughput and delay 

changes. In [16] they proposed a simple and effective 

technique to secure Ad hoc on demand Distance 

Vector (AODV) routing protocol against flood 

attacks. To deal with the flood attack, they have 

proposed a neighbour defence technique for Ad hoc 

On-demand Distance Vector (NDTAODV). The 

proposed technique has been designed to separate the 

flood attacker with the use of timers, peak value and 

hello alarm technique. Their work is simulated using 
NS-2.33 (NS-2) with different pause times by 

different number of malicious nodes. The 

performance of NDTAODV has been compared with 

AODV in normal as well as in the presence of 

malicious attacks. They took into account Packet 

Delivery Fraction (PDF), average throughput (AT) 

and Normalized Routing Load (NRL) to compare the 

performance of NDTAODV and AODV. 
 

III. METHODOLOGY 

 
This section provides the simulation setup for the 

performance of AODV with hello flood attack using 

Network Simulator (NS-2) [17]. Table 1 shows 

details of simulation scenario. The hello flood attack 

is introduced into the system by making some of the 

nodes as malicious nodes. In our system, the 

simulation is shown from single attacks to multiple 

attacks. We get the delay, packets dropped, packet 

delivery ratio and throughput by using network 

simulator, NS2. In our studies, malicious node is 

introduced and performance of network is analyzed 

with routing protocol. Simulation is performed for 
single attacker, and multiple attackers’ scenarios. The 

hello flood attack is simulated by modifying the 

aodv.h and aodv.cc files in NS2 simulator [6].

 

Parameter Parameter Values 

Simulator NS-2.33 

Channel type Channel/Wireless Channel 

Radio-propagation model Propagation/Two Ray Ground 

Network interface type Phy/Wireless Phy 

MAC type Mac/ IEEE 802.11 

Iinterface queue type Queue/DropTail/PriQueue 

Link layer type LL 

Antenna model Antenna/Omni Antenna 

Max packet in ifq 50 

Number of mobile nodes 22 

Routing protocol AODV 

Packet Size 1000 byte 
Table 1: Environment parameters 

 

Hello flood attack is very dangerous as far as 

MANET’s performance is concerned. Such an attack 

adversely affects battery life and leads to congestion 

in the network. In this type of attack, requester 

(Attacker) floods the network with unnecessary 

RREQ packets. This can result to denial of service 

attack, as intermediate nodes have to do extra work to 

forward these fake packets. Thus the nodes may not 
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be able to do other useful work and may not be able 

to involve it in other operations. In our proposed 
algorithm, Black list table and RREQ count table are 

maintained by every node. 

 

IV. RESULTS AND DISCUSSION 

 

Using the network simulator NS2, the attacks are 

simulated to monitor the network performance. The 

simulation is executed many times to get the results at 

different design parameter values. AODV routing 

protocol is configured for each node. For each design 

parameter, the simulation is executed to find the 

delay, packets dropped, packet delivery ratio, and 
throughput of the network. 

 

4.1 Delay 

 

The delay is the difference between the time of 

message sent and the time of its successful arrival at 

the destination. Figure 1 shows the effect of delay on 

the wireless sensor network. Initially, there will not 

be any delay in network but as time elapses, and the 

number of attackers’ increases. 

 
From figure 1, we observe that the delay increases for 

AODV as the time increases for single attacker and 

multiple attackers. On the other hand we observe that 

the delay with PAODV for multiple attackers also 

increases as the time increases but it has high value 

than AODV with multiple attackers. 

 

 
Figure 1: Delay for PAODV with Multiple Attackers 

 

4.2 Packet Dropped 

 

Packets drop is usually happened when the sender 

fails to deliver some or all packets to the receiver or 

when the receiver buffer is full. In MANET there are 
more reasons for packets to drop, like fading, 

interference from other devices and noise, so it’s 

impossible to determine the reason for packets 

dropped. A number of dropped packets can be 

measured as: 

 
Where NDP is the Number of Dropped Packets, PS is 

the Packets Sent and PD is the Packets Delivered. 

 
Figure 2: Dropped Packets for PAODV with Multiple 

Attackers 

 

Figure 2 shows the effect of packets dropped in 
MANET with AODV. Initially, there will not be any 

packets dropped in network but as time elapses, the 

packets dropped increases, then it starts to decrease 

sharply when the time is greater than 4 seconds since 

the delay increases sharply after this time and the 

packet delivery ratio decreases sharply after this time. 

The packet dropped from the network with one 

attacker in AODV has no big difference than multiple 

attackers until the first 5 seconds, and as the number 

of attackers increases the dropped packet will 

continue to fall when there are multiple attackers 
while they remain constant when there is one 

attacker. According to PAODV with multiple 

attackers we observe that the packets dropped 

behaves similar to AODV with single attackers until 

5 seconds and as the time increases more than 5 

seconds PAODV has less packet dropped which 

means that it also behaves better than AODV with 

multiple attackers which means it behaves much 

better. 

 

4.3 Packet Delivery Ratio 

 
This is the ratio of the number of data packets 

successfully delivered to the destinations to those 

generated by sources. A packet delivery ratio can be 

measured as: 

 
Where PDR is the PacketDelivery Ratio, PS is the 

Packets Sent and PD is the Packets Delivered. 

Figure 3 shows the impact of the packet delivery ratio 

on the wireless sensor network. Initially, when the 

transmission begins there is a huge amount of traffic 

in the system, so the packet delivery ratio is high, and 

as time increases the packet delivery ratio decreases 
when it reaches the lowest value in 4 seconds time 

and then begins to increase as the number of 

attackers’ increases. The packet delivery ratio of the 

network with single attacker in AODV does not have 

a big difference than AODV with multiple attackers 

until the first 5 seconds, and as the number of 

attackers increases the packet delivery ratio will be 

stable when there is one attacker while it increased 

when there are multiple attackers. But for PAODV 

with multiple attackers we observe that the packet 
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delivery ratio have the highest value after 7 seconds 

than AODV with single and multiple attackers which 
means that PAODV behaves much better. 

 

 
Figure 3: Packet Delivery Ratio for AODV from single to 

Multiple Attackers and for PAODV with Multiple Attackers 

 

4.4 Throughput 

 

Throughput is the number of successfully transmitted 

data from source to destination per second. It depends 

on the number of packets sent and a number of 

Dropped packets through the network. If T is the 

Throughput, NKB is the Number of Kilobytes 

received, ST is the Start Time and ET is the End 
Time. It can be measured as: 

 
 

 
Figure 4: Throughput for AODV from single to Multiple 

Attackers and for PAODV with Multiple Attackers 

 

Figure 4 shows the Throughput of AODV routing 

protocol. When transmission starts there is huge 

amount of traffic in the system, so the throughput is 

high and since it depends on number of packets send 

and received and on number of dropped packets we 

observe that the throughput starts to decrease at the 
4’th second since it has the least packet delivery ratio 

and the highest number of packets dropped and 

continue to decrease as the number of attackers 

increased. The throughput of the network for AODV 

with single attacker has no much difference than 

AODV with multiple attackers till the first 5 seconds 

and as number of attackers’ increases the throughput 

will decrease for both. According to PAODV with 

multiple attackers we observe that the throughput has 

highest value after the time more than 5 seconds 

which means the throughput is much better for 

PAODV with multiple attackers than AODV with 
single and multiple attackers. 

 

V. CONCLUSION 

 

In this paper, we suggest an effective mechanism 

PAODV to deliver security against hello flood attack 

in existing AODV routing protocol to establish a 

secure route for communication. We have simulated 

hello flood attack using NS2 simulator and 

performance of network is analyzed based on AODV 

routing protocol. We have considered 22 sensor 

nodes and simulated the network from single attacker 
scenario to many attackers’ scenarios. Our results 

show that the attacks have a great effect on the 

network performance and PAODV efficiently detects 

and separate the malicious nodes from the active 

route to make the network available. Four 

performance metrics were used to evaluate the 

performance of AODV and NDTAODV includes 

Delay, Packed dropped, Packet delivery ratio, and 

Throughput. We notice that PAODV has better 

performance results than AODV. PAODV has also 

better throughput than NDTAODV [16] when the 
time is more than 5 seconds. More accurate value for 

RREQ counter threshold should be chosen based on 

many parameters in the future. 
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