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Abstract - Internet has changed human's life by providing anytime and anywhere connectivity with anyone. As many 

advancements in technology, sensors, processors, transmitters, receivers, etc. are now available in very cheap rate. Hence, 

Internet of things (IoT) can be used in our daily life. Home area network (HAN) is one of the important applications of loT. 

However, deploying HAN in developing and under developed countries like in African countries is not easy due to the lack 

of Internet connectivity and stable electricity. The aim of this paper is to model a HAN for resource constrained environment 

over IoT, which are focused on network connectivity and energy stability. The proposed HAN model provides the resource 

constrained module composed of network connectivity function and energy stability function to support the two constraints 

based on the IoT basic module. The proposed HAN model could be applied to various countries HAN applications with poor 

electricity supply and network connectivity. 

 

Keywords - Home Area Network, Resource Constrained Environment, Network Connectivity, Electricity Connectivity, Han 
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I. INTRODUCTION 

 

Wireless sensor networks (WSNs) have become an 

important component in our daily lives. In near future, 

it will dominate the technology industry around the 

world. WSNs gain its importance due to the variety of 

vital applications it can participate in such as military, 

health care, agriculture, surveillance and monitoring 

natural phenomena applications. WSNs consist of 

small devices with limited energy and storage 

capabilities, called sensor nodes [1]. Home 

automations and home area networks (HANs) have 

evolved into more than a connection between 

autonomous devices. It is evolving towards systems 

and processes that are becoming more intelligent and 

systems that are even capable of communicating with 

people by connecting to Internet, named as Internet of 

things (IoT) [2-4]. According to [5], IoT will 

increasingly be embedded in our natural movements 

and interactions with our environments, both physical 

and social. This means we are close to having a 

transparent social relationship with an autonomous 

system, in which computers would increasingly 

enable the integration of simple objects, such as 

clothing labels, air conditioners, light switches, online 

classes and more, in unobtrusive way in the user's 

life. The requirements for the large-scale deployment 

of IoT are rapidly increasing with a major security 

concern [6]. 

The Internet in Africa is growing fast. Internet 

penetration levels are about 20% and rising. Mobile 

subscriptions are just 70% and mobile broadband 

access accounts for more than 90% of Internet 

subscriptions. At the high end of the spectrum, 

countries such as Morocco enjoy penetration rates 

above 50%, but at the other end are countries with 

penetration rates below 2% and the majority of 

countries have Internet penetration of less than 10. 

Various works are now underway to improve the 

conditions that currently mean users in Africa pay up 

to 30 or 40 times more for Internet access than their 

peers in developed countries [7]. 

In recent years, wireless sensor and actuator networks 

have gained high momentum, receiving significant 

attention from academia, industry and standards 

development organizations. One of the primary 

application domains of this technology is home 

automation networks. HANs enable monitoring and 

control applications for home user comfort and 

efficient home management. The different HANs 

have been affected by several initiatives from the 

government, industry, utility companies, standard 

committees and technology groups [8]. 

In intelligent surveillance applications, HAN has 

been used to monitor the activities at home. Some of 

these systems also allow a user to do the same from a 

remote location. One such system based on ZigBee 

has been designed in [9]. The system transmits 

periodic data from a location information service to 

determine the current position of a user. In a similar 

work, digital living network alliance (DLNA) 

compliant digital home appliances have been 

addressed [10]. The authors have claimed that the 

ZigBee technology can be considered a suitable 

solution for such type of network. To interconnect 

DLNA compliant home appliances with a ZigBee 

network, a Gateway is necessary. The authors have 

proposed the architecture of such Gateway. They also 

proposed an energy efficient method for controlling 

the WSN. The authors have proved that the system is 

power efficient by measuring the power consumption 

in the network. Another HAN gateway based on 

ZigBee technology has been proposed in [11]. The 

system has realized the connection of low rate HAN 
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and Internet. A user can control the home appliances 

through the HAN gateway. This was one of the 

earliest works to depict that the home appliances 

could be controlled from a remote location via 

Internet. The hardware and software used to design 

the home gateway and device nodes have also been 

presented in the same work. Another similar wireless 

remote monitoring for HAN security has been 

proposed in [12]. In this work, a real time 

surveillance of the HAN security was developed 

based on variety of sensors, the ZigBee technology 

and GSM/GPRS network. The system can send 

abnormal images and warning messages through 

MMS and SMS. The system can also receive remote 

instruction to monitor and control the household 

appliances. A ZigBee WSNs of star topology has 

been proposed for wireless intelligent HAN in [10]. 

The system is suitable for a typical small HAN. The 

system can be remotely monitored and controlled by 

using GSM module. The system is composed of the 

following three main components: (i) home server 

(HS) with GSM module, (ii) intelligent environment 

detection sensor modules, and (iii) intelligent home 

appliances. The concepts and the architectures of the 

system have been discussed in the same work. The 

system has been tested to ensure its remote alarming 

and control ability. Another HAN based on IoT and 

the ZigBee WSN technology has been proposed in 

[13]. The authors have implemented the system by 

using Texas Instruments MCU device. Users can 

access this system by using a dynamic webpage of 

LwIP TCP/IP protocol stack or GSM SMS. By using 

this system, a user can monitor and control the 

environmental parameters such as temperature, 

humidity, meter readings and light of a home 

The aim of this paper is to model a HAN for resource 

constrained environment over IoT, which are focused 

on network connectivity and energy stability. The 

proposed HAN model provides the resource 

constrained module composed of network 

connectivity function and energy stability function to 

support the two constraints based on the IoT basic 

module. The proposed HAN model could be applied 

to various countries HAN applications with poor 

electricity supply and network connectivity. 

 

II. RELATED WORKS  

 

This section provides related works on ZigBee based 

HAN. In order to enable seamless, robust, efficient 

and reliable HAN communications and hence realize 

the high expectations for HAN communications, 

many research problems need to be thoroughly 

analyzed and solved. In the following, the authors in 

[3] highlighted some key research challenges. We 

will restrain the research issues into the following 

aspects. 

 Design of HAN is challenging, as each node 

typically consists of a sensor, a radio transceiver, 

a microcontroller and an energy supply. 

 Node should possess some intrinsic features, 

such as: low-cost, low-complexity, low-size and 

low-energy. Each node must have the ability to 

maintain long-running operation by faultlessly 

solving the problem of energy supply. 

 

III. HAN MODEL FOR RESOURCE 

CONSTRAINED ENVIRONMENT 

 

The main concern of the proposed HAN design is 

how to provide stable services to user even in the 

harsh situations of network offline and black out.  

 

 
Fig. 1. Conceptual HAN model based on IoT for resource 

constrained environment. 

 

As shown in Fig. 1, we consider the smart home 

environments with multiple IoT devices and services 

that collect, process and exchange data with home 

server (HS). The environment provides users several 

possibilities to control and adapt the status of their 

home, either manually or automatically and also 

locally and remotely. To support the requirements, 

IoT devices and services exchange data with internal 

and external actuators. These interactions take place 

with mobile applications on user's device and also 

with the remote central server (CS).  

 

3.1 IoT Basic Module 

IoT basic module defines the basic functions for 

sensors/actuators, HS and CS during mandatory 

situation, which does not have any harsh situations. 

 Sensor/Actuator Function: Sensor/actuator is 

considered to be an electronic platform with 

some wired or wireless connectivity such as 

Bluetooth, ZigBee, or an analogue or digital 

wired connection. The common feature of it is to 

write the compete procedure of initializing the 

connected sensors and actuators, read the value, 

and send the values to a defined destination. 

 Home Server Function: HS is an electronic 

system, such as a Raspberry Pi or 

communicating not only with IoT devices, but 

also with Internet.  As a result, it does not 

necessarily offer services to Internet through 

inbound connections. 

 Central Server Function:   CS can be any 

application server on Internet offering services to 

HS. The proposed HAN model calls such 
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systems external from HAN as they are not in 

direct control of the user but are not limited to 

access Internet. Moreover, these systems can 

include some storage capabilities to fulfill the 

application's goal. However, even though some 

storage-related calls could be invoked by HS, the 

gateway, the external system would do some 

kind of processing on the data, therefore 

controlling data in terms of format, size, etc. CS 

is a term the proposed HAN model uses to refer 

to systems offering data storage functionality. 

Such systems can offer any kind of storage and 

querying interface. In contrast to external 

systems which manipulate input data as provided 

by the user. CS processes the received 

information from the sensors via HS, correlates it 

with other information sources and decides upon 

appropriate actions to be initiated with reference 

to the combined events, reported and analyzed. 

 

3.2 Resource Constrained Module  

Resource constrained module is for HS, which works 

as a gateway from sensors/actuators to CS in normal 

situation but works two constraints that are network 

offline and blackout. 

 Network Connectivity Function: This module 

supports Internet connectivity from HS to CS. 

Internet connectivity refers, which always 

present in IoT devices even in network offline 

situation and interconnected inside and outside 

the home. If user is in network offline, HS works 

as a temporal server, which collects data and 

provides home automation service for the whole 

IoT entities. However, it works as a gateway role 

to CS when network is online as the mandatory 

case. By using this module, the proposed HAN 

module can provide network connectivity more 

easily for the home appliances. 

 Energy Stability Function: This function is 

designed to support power in blackout situation 

to HS, which is based on a rechargeable extra 

battery. Stability refers always powered on for 

IoT devices to be controlled even in blackout 

situation. Normally, HS should always be 

accessible to users and IoT entities even in 

blackout status due to emergency reasons to 

control home appliances. To support this module, 

the proposed HAN model uses at least a backup 

battery with periodic sleep mode. 

 

 

IV. SIMULATION 

 

The purpose of this section is to provide simulation 

results. The model is implemented using Raspberry Pi 

with Arduino. Thereby we will, first of all, implement 

the proposed HAN model. Raspberry Pi will pose the 

role of HS but two Arduino devices will play home 

appliances in a HAN. However, a Laptop is used to 

form a CS with database. 

 

To show the feasibility of the proposed HAN model, 

we will review sustainability on Internet 

disconnection and black out scenarios. Thereby, we 

will show that the proposed HAN model could 

support well for those situation. The aims of the 

experimental sessions are planned to answer the 

following questions. 

 

 Could the proposed HAN model provide stable 

HAN services even if the target HAN 

environment is in the constrained situation? 

 What is the maximum period does the proposed 

HAN model provide services even if the target 

HAN environment is keep in the constrained 

situation? 

 

4.1. Simulation Environment 

Fig. 2 shows the HAN model simulation environment 

focused on the fire detection and alarm system based 

on Arduino, Raspberry Pi and Laptop. 

 

 
Fig. 2. HAN model simulation environment for fire detection 

and alarm system. 

 

4.2. Network Disconnection Simulation 

Network disconnection simulation is performed by 

disconnecting Internet with simulation. In the 

network disconnection situation, we only could think 

that there are communications only between HS and 

IoT devices. That’s why HS should contain some 

logics to control IoT devices to make proper decision 

even if in this situation. The proposed HAN module 

supports the function well and HS keeps the sensed 

data in its database from IoT devises. Only after the 

network is stabilized, HS communicates with CS to 

send the collected data during the constraints 

situation. It only requires memory on Raspberry Pi. 

Thereby, we can argue that the proposed HAN model 

could provide sustainability even in the network 

disconnection situation. 

 

4.3. Blackout Simulation 

The proposed HAN model has been validated by 

means of a wide functional evaluation. Fig. 3 

considers the energy consumption simulation results 

depending on the variation of Tin and Tout within 1 

hour. For the clarity, Fig. 3 shows the variations on 
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energy consumption rate depending on Tin of 2, 4, 6, 

8 and 10, which has effects to Tout.  

 
Fig. 3. HAN model energy consumption simulation results. 

 

Thereby, we can argue that the proposed HAN model 

could provide sustainability even in the blackout 

situation. 

 

V. CONCLUSION 

 

This paper has been proposed a HAN model for 

resource constrained environment based on IoT, 

which are focused on network connectivity and 

energy restrictions. Poor connectivity, the prevalence 

of low end devices and several other obstacles should 

be considered for the secure HAN deployment in 

developing and under developed countries. The 

proposed HAN model provides network connectivity 

module and energy connectivity module. Both of two 

modules distinguish the constrained situations and 

disconnect the connection with the remote server but 

work in standalone mode. The proposed model could 

be applied to various countries with poor electricity 

supply and network connectivity. 
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