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Abstract - With the rapid growth of Internet of Things (IoT) applications, Fog computing has come into play. Fog 
computing provides IoT data processing locally at fog nodes instead of transferring them to the Cloud. In contrast to the 
Cloud, Fog provides services with faster response and supports latency-sensitive IoT applications. In addition, to reduce 
bandwidth consumption in the network and enhance quality of service (QoS) for heterogeneous IoT applications, the 
integration of Software Defined Network (SDN) with Fog computing is proposed.  SDN technology will give the Fog 
service providers a greater control over the network configuration and it can facilitate the security management in Fog-IoT. 
In this paper, we exploit the SDN benefits to protect user’s privacy which is one of the significant challenges in Fog-IoT. 
SDN-Based privacy schema is proposed aiming to protect user’s privacy considering QoS in latency sensitive application. 

Two mechanisms are proposed to preserve user privacy: the homomorphic encryption and identity hiding. Using these 
mechanisms, will not only preserve data and location privacy of IoT devices but also, they implicitly could be considered as 
a usage privacy mechanism. At the end, we finalize this paper by presenting a Child Monitoring System (CMS) as a use case 
to illustrate the effectiveness of the proposed solution. 

 

Keywords - Internet of Things, Fog Computing, Sdn, Preserving Privacy, Homomorphic Encryption, Identity Hiding, Data 
Privacy, Location Privacy, Usage Privacy. 

 

I. INTRODUCTION 

 

The huge amount of data collected from IoT devices 

are usually stored and processed on the Cloud, as it 
provides quick, low-cost installation and integration 

of complex data processing and deployment [1]. 

Though centralizing services at the Cloud may lead to 

high latency due to frequent movements of big data 

from their source to the Cloud [2,3]. This means that 

real time requirements that most of the IoT 

applications require cannot be fulfilled with 

traditional Cloud computing. Therefore, there is a 

need for a computing paradigm that takes place closer 

to IoT devices to address the issues of high-

bandwidth, geographically distributed, ultra-low 
latency, and privacy-sensitive applications [4]. Fog 

computing is considered as a great candidate to 

mitigate these challenges and fulfill new application 

requirements [1,5,6]. Faster service will be provided 

by fog nodes, as the data generated or collected by 

IoT devices are processed locally [7].  

 

Despite the computational and the availability that 

Fog computing may provide to the IoT there is still a 

challenge of how to manage and secure all these 

distributed fog nodes and how the fog nodes will 

forward the coming packets from IoT devices to the 
Cloud [7]. As it is difficult to configure, reconfigure 

and allocate resources in a large distributed system 

[8]. The complexity of management prevents the 

dynamic deployment of new services because when 

the control is distributed, reconfiguring and adding 

new features to the network will be exhaustive [9]. 

Here where the SDN come into play, the separation 

of the control plane and data plane that SDN provides 

will hide the management complexity of the 

heterogeneous network by centralizing the control 

[10]. It is necessary to have an orchestrator that have 

a global view to the whole network that helps fog 

nodes in making the decisions. The orchestration 
involves automated instantiation, replication and 

migration of service instances on a large number of 

fog nodes that have different capabilities [11]. SDN 

for Fog-IoT is introduced to manage both the flow 

space allocations [7] and service orchestration [11] 

for dynamic resources allocation. This integration 

will significantly reduce bandwidth consumption in 

the network and enhances QoS for many 

heterogeneous IoT applications [7]. 

 

Although introducing SDN into Fog-IoT brings many 
benefits in terms of security management and 

mitigate some of the IoT security challenges [12], 

there is still a concern of how to protect the user’s 

privacy. The position of fog nodes near to the end 

users allow them to collect more sensitive 

information including financial records, identity, 

location, usage of utilities, and others [13]. This 

means that attackers can use these unsecured fog 

nodes as an entry door to get inside the network and 

steal user’s data [13]. Therefore, protecting and 

preserving the end user’s privacy issues is one of the 

most significant challenges [1,3,6,14] that requires 
more attention and might be facilitated with the 

existence of the SDN. 

 

In this paper, we first discuss the integration of SDN 

and Fog computing for IoT. Then, we propose an 

SDN-Based privacy solution that aims to protect 

user’s privacy considering the QoS in latency 

sensitive application with the presence of SDN. Our 

goal is to cover the limitations in current research and 
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present the research trends of existing privacy 

solutions for Fog-IoT.  
The rest of this paper is organized as follows: Section 

2 discusses the integration of SDN with Fog-IoT. 

Section 3 reviews the proposed solutions that 

preserve user’s data privacy in Fog-IoT. Section 4 

provides an overview of our proposed solution for 

privacy preserving, and finally conclusion and future 

work are presented in section 5. 

 

II. SDN-BASED FOG COMPUTING FOR IOT 

APPLICATIONS 

 

Although SDN does not have native support for Fog 
computing, it is believed that enhancing and 

standardizing SDN for Fog computing use cases will 

ease the development of Fog computing software [4]. 

There are several efforts in the literature that 

introduced SDN for Fog-IoT systems. In this section, 

we will present some of these proposed solutions and 

challenges.  

 

Gupta et al. [15] proposed a service-oriented 

middleware that abstract devices functionality and 

data source as a service to be hosted by application 
and devices in Fog environment. It also performs 

QoS aware service orchestration that are hosted at 

different node in the network. In their design there is 

a central SDFog controller that have a global view of 

the whole network and make network decisions to 

satisfy the application’s QoS. Similarly, Khakimov et 

al. [16] designed an SDN network with a centralized 

controller and distributed OpenFlow (OF) switches. 

The controller allows certain OF switches to handle 

some of the processing and computing tasks for the 

IoT forwarded data after the Fog level, such as 

aggregating and synchronizing the IoT data with the 
Cloud. The main goal of their proposal is to improve 

resource utilization efficiency and reduce latency for 

latency sensitive applications by allocating tasks to a 

switch using data offloading algorithm. In contrast to 

[15], they only involved the switches in the design 

and they didn’t consider the fog nodes at all.  

 

Desai et al. [17] on the other hand, took another 

direction and proposed an OF-enabled management 

device which facilitate the communication between 

IoT and OF-enabled switches. The main purpose of 
the management device is to solve the challenge of 

heterogeneous communication methods used in IoT. 

It supports plug and play mode with several protocols 

and new drivers can be installed to support new 

vendors sensors. One of the main weakness of this 

device design is that, the IoT vendors need to follow 

the standard and create applications as an interface 

between the device and the IoT sensors.  Although 

the concept of the device is promising, it is might be 

more practical to apply its functionality in the fog 

devices rather than introducing a new device.  

 

Tomovic et al. [11] proposed the use of distributed 

SDN controllers that covers regions in the network. 
Multiple physical controllers insure scalability and 

reliability in large-scale IoT network. These 

controllers are responsible for Fog orchestration, 

traffic control, and connectivity management of IoT 

devices. Fog services are orchestrated in a dynamic 

policy-based way to meet end-user QoS 

requirements. SDN controller detects and reacts to 

policy violation based on the current state of the 

system. Two classes of traffic, emergency and delay-

insensitive, are identified where routes are installed 

proactively for emergency traffic and reactively for 

others. Singhe et al. [18] took another direction and 
integrated both machines learning and data analysis 

concept to the SDN paradigm. They proposed a self-

organized software defined edge controller that can 

learn from the traffic data and patterns. The controller 

uses its knowledge to utilize all the available 

resources and minimized response time of IoT nodes.  

On the other hand, Liang et al. [19] proposed a hybrid 

control model of two-level hierarchical including 

global and the local controllers. The global controller 

has the whole network view and control network 

devices. Local controllers are responsible for 
forwarding data and fulfilling the demands of real-

time and latency-sensitive applications. They also 

proposed extended OpenFlow (exOF) protocol which 

extend the standard OpenFlow protocol and backward 

compatible with it. exOF implemented in wireless 

forwarding devices, switches, and channels between 

the controller and forwarding devices.  

 

Despite the benefits of applying SDN to Fog-IoT 

infrastructure there are number of challenges prevent 

their application.  For instance, most of the work in 

the literature focused on developing the SDN 
architecture with less effort on developing traffic 

engineering tools for SDN [20]. Though the features 

of SDN would provide a great motivation to improve 

the existing techniques and even invent new ones. 

The global view of network and flow patterns can be 

used enhance the traffic control and management. In 

addition, moving control functionalities from in-

device to a remote controller can potentially result in 

new bottlenecks and signaling overheads depending 

on the type of network and applications [21]. 

Therefore, the overhead should be investigated 
carefully in every solution proposed and look for 

possible directions to reduce the overhead as much as 

possible. For example, the SDN controller model 

would play an important role in reducing the 

overhead and improve resilience to failures. Hybrid 

SDN control plane and adding additional controllers 

at runtime may be a good solution in case of a 

controller failure or overhead [7]. In addition, 

reactive and proactive flow handling also have an 

effect on the flow setup delay and the scalability [21]. 

Furthermore, the Fog privacy concern must be 
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addressed in the presence of SDN as it is one of the 

most significant challenges in Fog computing. 
 

III. PRESERVING PRIVACY IN FOG-IOT 

 

In the presence of Fog computing, privacy 

preservation is a challenging task as fog nodes are in 

vicinity of end users and can collect sensitive data 

concerning the identity, location and usage of utilities 

compared to the remote Cloud server. Therefore, in 

the Fog-IoT systems three dimensions of privacy 

have to be considered: the data privacy, usage 

privacy, and location privacy [2].  

 Data Privacy, user’s data can be stolen from 
network intruder. To protect this data from 

intruder it should be obfuscated before sending 

it through network to protect it from intruder 

who can steal exchanged data.  

 Usage privacy, user’s habits can also be 

exposed from an adversary by analyzing user’s 

usage habits of Fog services. For example, 

smart meters' readings can reveal information 

about the time that the house is empty [22].  

 Location privacy,is one of the important 

models for privacy, since the position of 

equipment can be linked to the owners. As fog 

clients offload their tasks to nearest fog nodes 

trajectory, location, and even mobility habits 

can be discovered from an adversary [2].  

These privacy models need more sophisticated 

solutions and countermeasures in the Fog-IoT 

systems. Although the privacy in the existence of 

SDN is not yet investigated and it seems to be absent 

in the literature review, different privacy preservation 

policies and methods are proposed for Fog 
computing. Here in this section, we will discuss the 

current existing work on the Fog computing privacy 

and in our proposed solution we will apply the most 

suitable one to the SDN-based Fog-IoT system. 

Table1 summarizes the existing solutions based on 

different technologies. 

 

 

Ref & 

year 
Approach Advantages 

Data 

privacy 

Location 

privacy 

Usage 

privacy 

Computation 

Overhead 
QoS 

23 -

2014 

-  Data fuzzing 

-  Data Segregation 

-  Selective Public Key 
Cryptography 

- Eavesdropper unable to 

recover useful 

information from 
collected data 

- Provide Confidentiality 

Yes No No High No 

24 -

2017 

-  Authentication and 

session key agreement 

-  AES symmetric key 

encryption mechanism 

based on session key 

- SHA-1 algorithm 

- Can detect man-in-the 

middle attack and identity 

forgery 

- Provide authenticity, 

confidentiality and 

integrity 

Yes No No 

 

 

High 
No 

25-

2017 

-   Certificate aggregate 

signcryption 

-  Provide confidentiality, 

authenticity, integrity, 

privacy and anonymity 

Yes No No Low No 

26-

2017 

-  Location based 

encryption schema 

- Cryptography puzzle 

-  SHA-1 algorithm 

- Defending denial of 

service attack 

- It provides 

confidentiality, 

authenticity and integrity 

Yes Yes No Medium No 

27-

2017 

 

-  Dummy rotation 

algorithm 

- Can achieve enhanced 

privacy preservation and 

provide anonymity 

No Yes Yes High No 

28-

2018 

-  Pseudonym and 

pseudonymcertificate 
-  Paillier algorithm 

-Provide confidentiality, 

anonymity and 
authentication 

Yes No No Low No 

Table1:Summary of Privacy-Preserving Schemes for Fog Computing 

 

Kulkarni et al. [23] proposed Fog-friendly framework 

to retard privacy loss against a harmful eavesdropper. 

Their framework consists of several elements 
including: feature reduction, data fuzzing, data 

segregation, and selective public key cryptography. 

These integrated elements make it harder for an 

eavesdropper to guess the correct sequence of data 

even if they are collected. On the other hand, Hu et al. 

[24] proposed three schemes, 1) identity 
authentication scheme, 2) data encryption scheme, 

and 3) data integrity scheme, for Fog computing with 

face identification and resolution application. 
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Depending on authentication and session key 

agreement, Advanced Encryption Standard (AES) 
symmetric key encryption mechanism based on 

session key, and Secure Hash Algorithm-1 (SHA-1), 

these schemes can provide confidentiality, and 

integrity under Fog computing in IoT. 

Basudan et al. [25] also proposed a privacy-

preserving scheme, called Certificate Less Aggregate 

Sign Cryption scheme (CLASC), using Fog 

computing for vehicular crowd sensing. This scheme 

can provide data integrity, confidentiality, mutual 

authentication, privacy, and anonymity. In addition, 

the CLASC scheme has a low computational cost but 

the location privacy is not considered. Similarly, Liu 
et al. [26] introduced two secure traffic light control 

schemes in Vehicular Ad hoc NETwork (VANET) 

using Fog computing. Depending on two 

countermeasures, namely, 1) Location based 

encryption and 2) cryptographic puzzle, these two 

schemes are well-organized to defend denial-of-

service attacks but compared to the scheme in [25] 

the anonymity is not considered, and adversary's 

model is limited.  

Wang et al. [27] proposed a Dummy Rotation (DR) 

algorithm to ensure the anonymity on a Fog structure. 
The DR algorithm can achieve privacy-preserving by 

1) trajectory disclosure probability, 2) position 

disclosure probability, 3) average Euclidean distance, 

and 4) local data volume.  One of the latest works in 

preserving privacy for Fog-IoT is [28] which 

proposed a device-oriented Anonymous Privacy-

Preserving (APPA) scheme with authentication for 

data aggregation applications in Fog-enhanced IoT 

systems. It supports multi-authority to manage smart 

devices and fog nodes locally. APPA scheme 

guaranteed the anonymity and authenticity of the 

device with pseudonym and pseudonym certificate, 
which can be updated autonomously. Taking the 

advantage of a local certification authority (CA), the 

management of pseudonym can be shifted to a 

particular Fog (or Fogs) at the network edge, which 

provide real-time service for devices registration and 

update. In addition, the data privacy can be ensured 

using the Paillier algorithm during data aggregation. 

Most of the proposed solutions ignore limited 

capabilities of IoT devices and fog nodes and their 

contributions cause computation and communication 

overhead.  In addition, none of these solutions 
support data privacy, location privacy and usage 

privacy together.  

As fog nodes leave or join the Fog layer frequently 

and IoT computation power is low, critical security 

and privacy issues are taking attention. One of them 

is the possibility of existing fake fog node that will be 

a big threat to user data privacy in this architecture. 

Therefore, the existing privacy preserving algorithm 

that applied in Cloud computing cannot be applied in 

Fog computing directly due to the lack of a trusted 

third party. Moreover, the computation overhead of 

privacy-preserving algorithms that is running in the 

Cloud should be reduced to be compatible with the 

resource prohibited Fog and IoT devices. In addition, 
the QoS should be maintained and managed specially 

in such scalable network. In the next section we will 

present our proposed solution that attempt to resolve 

these issues.  

 

IV. PROPOSED SOLUTION 

 

Our solution aims to protect user’s privacy 

considering QoS in term of latency for latency 

sensitive application. As mentioned above, the central 

goal of Fog computing environment is to make sure 

that latency is brought down to minimum. Although 
the SDN-Based privacy in Fog-IoT seem to be absent 

in the literature, the integration of SDN with Fog-IoT 

can solve the problem of distributed network 

management, such as flow allocation and resource 

utilization. Therefore, we proposed SDN-Based 

Privacy mechanism which take in consideration 

performance of Fog-IoT. Our proposed solution will 

cover privacy challenges, mentioned in previous 

section, at Fog computing for IoT systems in the 

presence of SDN. Our main contributions can be 

summarized as follow: 

 Employ SDN technology to manage the flow space 

allocations, focusing in reducing communication 

overhead and latency, using the proactive flow 

handling. 

 Preserving user privacy at fog node in the three 

privacy dimensions (data, location, and usage) 

using homomorphic encryption and identity 

hiding. 

 The Cloud is used as trusted parity to generate and 

distribute keys and fake IDs. This moves some of 

the privacy algorithm functions from the resource 
constrained devices to the Cloud and avoid lack of 

trusted third parity of fog node.  

 

The following subsection will present our system 

structure and privacy preserving mechanisms 

deployed in the system. 

 

 
Fig 1.Proposed System Architecture 
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4.1Architecture of Fog-IoT System with SDN 

Enabled 
The proposed system deploys the concept of SDN 

with Fog computing to serve IoT systems. Fig. 1 

shows the structure of our proposed system. The 

system consists of four main layers: (1) The bottom 

layer represents the IoT devices which generate data 

and transfer it through the network, (2) The middle 

layer represents the fog devices which enable 

computing, storage, and networking closer to the IoT 

devices, (3) The network layer consists of SDN 

switches and Internet Service Provider (ISP) SDN 

controllers, and (4) The top layer represents the core 

of network (Cloud) which supports different IoT 
applications. In this core layer there are two server, 

ID server and key management server, that will serve 

the two privacy mechanisms that will be discussed in 

next section.    

The SDN technology is deployed in the network to 

facilitate the scalability and management of this 

heterogeneous system. In our SDN architecture, 

Application Service Provider (ASP) controller in the 

Cloud communicate with ISP controllers to enforce 

traffic management policies and application delivery 

constraints. These policies are required because both 
latency-critical and high-bandwidth delay-insensitive 

traffics are sharing the same infrastructure [15].  

Hybrid SDN controllers’ model is adopted that 

consists of physically distributed ISP controllers 

which are logically centralized. These controllers are 

distributed on a large geographical area and a shared 

data store is used to maintain a global network view. 

This model mitigates the issues brought by 

centralized SDN controller which are poor scalability, 

single point of failure, performance bottlenecks, etc. 

[29]. The distributed ISP controllers in the control 

plane manage the flow control and provide intelligent 
networking for all OpenFlow enabled devices on the 

data plane. In our structure not only OF-Switches are 

OpenFlow enabled but also the fog nodes in the Fog 

layer are OpenFlow enabled too. Fog nodes are also 

managed by the controllers to improve the 

management and scalability of Fog-IoT and provide a 

centralized control mechanism. Fog nodes are the 

first linking point between the IoT devices and the 

rest of network. Therefore, they need to know how to 

forward the coming packets from IoT devices either 

to the Cloud or other devices in the network. 
Flow allocation and optimizing data traffic route is 

one of the main contributions of SDN into this 

architecture, aiming to minimize the latency and 

improve resource utilization [30]. Flows are installed 

dynamically over the underlying network by a 

controller who sends control commands to network 

devices situated in the path chosen for the flow. The 

controller allocates flows both reactively or 

proactively depending on the situation. Since reactive 

flow allocation can introduce installation delay which 

might limit scalability, proactive flow allocation is 

used to reduce this delay by setting up flow before 

packets arrive [12]. Delay-insensitive traffics are 

allocated reactively while delay-sensitive traffic will 
be allocated proactively. As the controller has a 

global network view, an entire connectivity graph can 

be built and optimization algorithms is used 

periodically to enhance resource utilization and QoS. 

Mobility of IoT device is also supported and 

facilitated by the SDN controller. This is important as 

the devices in the IoT layer might move from an area 

to another which might involve changing the fog 

node they are connected to. For instance, a moving 

smart vehicle need to handover from a fog node to 

another located in different base stations. The SDN is 

responsible for guaranteeing a smooth handover from 
one fog node to another without interruption. A 

proactive handover process is triggered when a 

mobile node (e.g. vehicle) starting to lose coverage 

with the original fog node and is able to acquire 

connection with the new fog node. In this case, the 

mobile node will inform the original fog node which 

in turn will contact the SDN controller. The controller 

will allocate a new flow (path) from the new fog node 

proactively before even the mobile node starting to 

send packets to the new fog node. Without this 

mobility support there will be service disruptions and 
degradation in user experience and resource 

utilization [31]. 

 

4.2 Privacy Preserving Scheme 

Two mechanisms are proposed to preserve user 

privacy in Fog-IoT environment considering the three 

privacy dimensions (data, location, and, usage). User 

data privacy is protected using the homomorphic 

encryption, and fake ID is used to hide the user 

identity and location. Using these mechanisms not 

only will preserve the data and location privacy of 

IoT devices but also, they implicitly can be 
considered as a usage privacy mechanism [32]. This 

is valid for two reasons; the fog node will not know 

the real identity of IoT devices, and as fake IDs are 

changing periodically fog node will think that they 

are different devises. In addition, the homomorphic 

encryption will help in hiding user’s usage by hiding 

the user information from even the fog node. In next 

subsections we will discuss each mechanism in detail.  

 

4.2.1Homomorphic Encryption (HE)  

To protect data privacy, sensitive end user’s data 
must be encrypted before offloading it to the fog 

node. In this paper we are introducing a Fog-friendly 

algorithm that take into account both Fog and IoT 

capabilities. The resource constrained require a low-

cost privacy solution, specially encryption is already 

an additional task which consumes large amounts of 

resources. Therefore, the homomorphic encryption 

has been chosen as it reduces computation overhead 

and provides private computation [33,34].  

In the traditional encryption techniques, the Fog 

should decrypt the user data before it performs 

calculation on it. This would disclose user’s sensitive 
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information and privacy. Here homomorphic 

encryption come up to prevent this disclosure where 
the fog devices can perform an operation on cipher-

text without decryption. In this encryption, the 

computation on cipher-text will generate an encrypted 

result. The result of the operations, when decrypted, 

will match the results of operations as it was 

performed on the plain-text [35]. 

Fig. 2 shows that the homomorphic encryption 

consists of four functions: Key generation, 

Encryption,  

 

Decryption, and Evaluation [33,34]. These functions 

work as follows: 
1. Key generation, the Cloud generates the secret 

key (sk), public key (pk), and evaluation key 

(evk) and sends it to IoT devices. 

2. Encryption (Encpk(PT)), the IoT devices uses 

the pk to encrypt the plain text (PT) and 

generate cipher text (CT) and send CT with 

evk the server. 

3. Evaluation (Evalevk(f(PT)), a server uses evk to 

evaluate CT and perform the required function 

f.  

4. Decryption (Decsk(CT)), the IoT device uses sk 
to decrypt the generated result. 

 

 
Fig.2.Homomorphic encryption functions 

 

In our solution, a key generator server in the Cloud, 

as shown in Fig. 1, is used to generate and distribute 

the keys among the involved entities instead of doing 

that in IoT devices. It is also responsible for 

frequently updating keys which is important to avoid 

inferring of permanent keys. In addition, the overhead 

and computation will be tolerated compared to doing 

this in IoT devices. 

 

4.2.2 Identity Hiding Mechanism 

Since the IoT devices generally connect to the nearest 
fog node, the location can be disclosed to untrusted 

entity which may use this information maliciously. 

This possible misbehavior should beprevented by 

hiding the IoT devices location from fog node. We 

propose a privacy-preserving schema that aim to 

protecting identity of users from being inferred using 

fake IDs. In any existing privacy-preserving protocol, 

hiding the user’s real identity requires a third-party 

involvement [36]. In our solution schema we have a 
central trusted third party reside in the Cloud, named 

ID server, as shown in Fig. 1. It is considered trusted 

for holding the real identity (real ID) and the fake ID 

(temporary identifiers) of IoT devices. These IDs are 

generated and stored in a table of [real ID, fake ID, 

expiration time] entries that can be encrypted to 

protect the disclosure of its content to attackers. ID 

server will generate a fake ID in the registration 

process of new IoT device joining to the system. This 

fake ID will have an expiration time and when the 

time is passed the ID server will generate and send 

the new fake ID to the corresponding device. If the 
ID is expired and a new ID is not received from the 

server, IoT device can sends get_fake_ID request. In 

this way the communicating between the ID server 

and IoT devices is reduced as no need for requests 

messages to be sent.  

 

 
Fig.3. Signaling diagram for case 2 

 

To describe how the mechanism works in our 
architecture, two cases are presented here. The first 

case is when data is sent from IoT to Cloud passing 

through the fog node:  

 

1. The IoT device will check the expiration time of 

its Fake ID (Fi), if it is expired a new one will 

be requested from ID server. Otherwise, if it is a 

valid ID, it will be used directly.   

2. The IoT device, after encrypting its data, will 

offload it to the fog node with its ID as Fi. 

3. The fog node will process the encrypted data, if 

needed, and send it to the Cloud with Fi. 
4. As the ID server is in the Cloud, the Cloud will 

know the Real ID (Ri) and deals with the data 

as required. 

 

The second case is when data has to be sent from an 

IoT device (A) to another IoT device (B). In this case, 

let us assume that device A has (FiA, RiA) and 

device B has (FiB, RiB) as Real ID and Fake ID. 

 

1. Device A need to get FiBfromID server that 

iscorresponding to RiB, this request is encrypted 
to protect RiB. 
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2. The ID server will get FiB of RiBfrom its IDs 

table entries and send it to A. 
3. A will send the data to its fog node with FiBas 

destination node. 

4. When the packets arrive at the fog node, it need 

to find out what to do with it by contacting SDN 

controller. Therefore, it will send the packet 

information to the controller, only for the first 

time to allocate the flow (path). 

5. The SDN controller will select the best flow 

between A and B depending of the required 

QoS and network status as it has a global view 

of network.  

6. The selected flow by the controller will be 
allocated by sending control signals to all nodes 

in the chosen route, including the fog node. 

7. When the fog node receives the flow entry, it 

will forward the packet to its next step, until it 

reaches B. After that, device A will continue 

contacting to device B directly.  

 

V. USE CASE: CHILD MONITORING SYSTEM 

 

Although smart homes are gaining much attention in 

IoT applications, privacy issues are inevitable here. 
These connected devices at home can expose user’s 

pictures, voices, movements and daily habits to 

malicious people. Here we will present one of the 

possible use cases for smart homes, which is a Child 

Monitoring System (CMS). It is presented as a use 

case for our proposed solution and brings out the 

need for such a privacy preserving mechanism based 

on SDN for Fog-IoT Applications.  

 

 
Fig.4.Child Monitoring System Use Case 

 

In CMS, parents are using the CMS application 

installed in their smartphones to monitor their 

children status locally or remotely. Figure 4 illustrates 

the use case showing the system components and 

flow between them. CMS consists of a number of 

smart home devices, such as CCTV cameras, alarm 

systems, and child wearable device (track movement, 
heart-rate, etc.), that parents use to monitor their 

children at home. All these IoT devices are connected 

wirelessly to home gateways (as fog node) and they, 

together with parent’s smartphone, are registered to 

the Cloud to obtain fake IDs and get security keys.  

The CMS applied in the cloud and normal operation 

data are offloaded to the Cloud and are stored there to 

be available for parent to monitor their children status 

whenever and wherever they want. The frequency 

that data should be collected from IoT is specified by 

the parents using their CMS application.  

On the other hand, when parents want a real-time data 
from IoT devices they can be collected directly from 

fog nodes without the remote Cloud server 

involvement. The SDN controller will select the best 

route between the two fog nodes: home gateway and 

fog node that parent smartphone is connected to. The 

controller routing decisions are made based on QoS 

requirements. For instance, if parents want to watch 

their children lively using the CCTV camera, this 

video streams requires a very low latency. Therefore, 

the controller will try to optimize the resource 

allocation and select the best route to meet bandwidth 
requirements of video flows. In addition, the home 

fog node can provide real-time processing of video 

frames which will further reduces the network 

consumption of bandwidth.  

 

As we are talking here about a very sensitive data that 

is related to children safety, the privacy of these data 

should be preserved. The privacy preserving 

mechanisms we proposed here in our solution will 

guarantee the users data privacy. This is because only 

parent’s devices can decrypt, the encrypted data from 

IoT devices. In addition, frequently changing fake ID 
will hide the parent identity and location from 

attacker. 

 

VI. CONCLUSION AND FUTURE WORK 

 

The Fog provides computing, storage, and 

networking services among IoT devices as well as 

traditional Cloud computing data centers. It mostly 

solves the problems of mobility support, low latency, 

and location awareness in many applications. 

However, its distribution increases the complexity of 
management which prevents the dynamic deployment 

of new services. To facilitate this, we proposed a 

system that deploys the concept of SDN technology 

to hide the management complexity of the 

heterogeneous network by centralizing the control. In 

addition, the Fog computing suffers from other 

challenges that stand in its successful way of 

deployment. This paper focused on protecting and 

preserving the end user’s privacy issues as it is one of 

the most significant challenges. The fog nodes are in 

vicinity of end users and can collect sensitive data 

concerning the identity, location and usage of utilities 
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which means that unsecured fog nodes can be the 

entry door for an attacker who can get inside the 
network and steal user’s data that are exchanged.  

In this paper, we reviewed a privacy preserving 

schemas, and come up with SDN-Based privacy 

solution that aim to protect user’s privacy considering 

QoS in latency sensitive application with presence of 

SDN. Our SDN-Based privacy solution uses two 

mechanisms to preserve user privacy in Fog-IoT 

environment considering the three privacy 

dimensions (data, location, and, usage). User data 

privacy is protected using the homomorphic 

encryption that have great practical implications in 

the outsourcing of private computations and fake ID 
is used to hide the user identity and location. Using 

these mechanisms not only will preserve the data and 

location privacy of IoT devices but also, they 

implicitly can be considered as a usage privacy 

mechanism. At the end we finalized this paper by 

presenting a Child Monitoring System as a use case 

to illustrate the potential of the proposed solution. 

In future, we want to implement the solution and 

evaluate it in different scenario. In addition, as future 

work, we will consider the risk of IoT devices, as 

these devices can have built-in vulnerabilities and 
backdoors that enable hackers to access them 

remotely even if they are properly configured. 
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