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Abstract - To resolve the access of irrelevant websites in a company on a computer network, a network system constructed 

using the Web Traffic Filtering Method on the Mikrotik router. Mikrotik is a router device and an operating system that can 

be used as an Internet network traffic regulator with rules set and agreed. The Technical specifications needed to design a 

network monitoring system by implementing a simulation and realization of a variable comparison test such as the website 

link in WinBox Application, configuration rules access-list network monitoring system is in the Layer 7 Protocol feature in 

WinBox Applications and monitoring process for the function and performance of LAN ( Local Area Network ) in the dude 

application by licensed Mikrotik. The result of the study was used to conduct an analysis of the network security agency 

monitoring system to the handling of Internet access rights with the rules of filter rules permit or deny of Bengkulu Province. 
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I. INTRODUCTION 

 

1.1. Background 

The development of the telecommunications world 

today is very rapid along with the increasing need for 

services that quickly and efficiently show that the 

security system is important for a computer network 

system that is connected to a computer network. 

Computer networks have consequences that must be 

borne by the user as a guarantee of security connected 

to the Internet. In the use of the Internet, users feel 

that this world seems to know no geographical 

boundaries. With the Internet all data information can 

be obtained in seconds and wherever we are. 

 

However, often we find all the information obtained 

from the website, it is not uncommon to lose 

connection when sending a data and the delay in the 

delivery of such information, not even to the user's 

destination address. Often disputes between client 

and server due to experiencing communication 

system security time-out on the computer. Therefore, 

a computer network requires a router, which is a tool 

that functions as a regulator of internet data traffic to 

the right target. As a regulator of internet data traffic, 

the proxy involves designing network security 

policies by utilizing an administrator mechanism of 

the Traffic Filtering method and Internet Network 

Monitoring System management system.  

 

Network Monitoring System itself is a subsystem in 

network management which involves the use of 

software that is managed through a process of 

monitoring the functions and performance of the 

network. Density and filtering traffic in terms of 

bandwidth usage for data channels in internet 

network access rights. The performance of the rule 

access list in the WinBox application that can allow 

or block based on the website link address of the 

Layer7 Protocol Feature [1].  

 

With this research, it is expected that the 

development and application of the network 

performance of the Bengkulu Provincial Government 

Network Security Agency can be achieved and be 

responsive to the reality in the field or the 

community. The scope of the Bengkulu Provincial 

Government Network Security Agency lies in the 

Office of Communication, Information and Statistics 

are very necessary to build an information Network 

Monitoring System in managing internet networks. In 

implementing a utilization of the Network Monitoring 

System information at the Office of Communication, 

Information and Statistics in the form of data traffic 

monitoring with wireless technology, it is possible to 

improve the system implemented directly. 

 

1.2. Research Purposes 

The purposes and objectives in the design of the 

Network Monitoring System at the Bengkulu 

Provincial Government Network Security Agency 

Using the Traffic Filtering Method are as follows: 

a. Provides additional knowledge to the user. 

b. Provide motivation for users to be able to learn 

the network using Mikrotik RouterOS 

c. Introducing and providing knowledge of the steps 

in using Mikrotik RouterOS so that a basic 

knowledge of Mikrotik RouterOS is obtained 

d. Network Monitoring System is done by managing 

internet bandwidth in the Local Area Network 

 

II. RESEARCH METHODOLOGY 

 

The scope of research is at the Bengkulu Provincial 

Government Network Security Agency 

Communication, Information and Statistics Agency 
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(DISKOMINFOTIK) located at Basuki Rahmat 

Street No.6, Sawah Lebar Sub-District, Ratu Agung 

District, Bengkulu City, Bengkulu Province. 

 

2.1. Analysis of The Problem 

Internet connection users in a company often access 

websites that are not relevant to work on a computer 

network. With limited bandwidth on each PC, the 

Client will have an impact on user convenience. This 

is because internet network activity at the same time 

will burden traffic and bandwidth. So that when this 

happens together it will create a decrease in the speed 

of internet access rights to one of the clients. 

The decrease in the speed of internet access rights 

occurs because there is no allocation of the same 

bandwidth to each client.  

 

2.2. Research Flow 

The research methodology is described in the form of 

a chart as follows: 

 
Figure 2 Research Flow 

 

The initial step of designing this research is to study 

the Literature Study with all the theories needed in 

the research, then determine the scope of the research 

along with the analysis of existing problems. The 

problems that have been described in terms of the 

security and stability of the internet connection 

obtained a data access object of irrelevant internet 

network research have an impact on user comfort and 

the absence of the same bandwidth allocation to each 

client computer. 

 

Data collection specification, determined by the 

number of the client computers in the activity using 

the internet network. In the observation of the scope 

of the source of the data obtained in the form of 

primary data obtained from interviewing sources and 

are raw or not yet processed. To manage the primary 

data, it is necessary to have a qualification first, 

whether the data obtained is as expected[4]. If the 

primary data is as expected, then the next step is to 

determine the steps for installing the Mikrotik where 

the internet network configuration is connected 

directly to the WinBox and The dude applications.  

The last thing to do is to test the WinBox application 

and The dude. The test is carried out based on the 

method to be applied, namely Traffic Filtering to 

users in accessing the internet network and the traffic 

monitoring system implementation of network 

security system design based on the network topology 

DISKOMINFOTIK Bengkulu Provincial 

Government. 

 

2.3. Implementation 

At this stage, the implementation of the system that 

was previously designed is carried out. Configure the 

IP Address implementation using the Winbox 

application. One of the features in Mikrotik is useful 

in recording various system activities and router 

status information. This router setting is intended so 

that the activity recorded in the log can be accepted 

by the dude as a log monitoring service, access rules 

in the logging system with the aim that it can record 

the services performed by WinBox in the log.  

 

The next step is to install the dude. After the dude is 

installed, select the discovery scan network or 

monitored IP. The purpose of Discovery is to be able 

to bring up the display network that is connected to 

the internet network. Clients that are connected in 

green are in the UP status and red ones are Clients 

that are not connected to the internet network while 

orange is a client that is connected to the internet 

network but the conditions are unstable. In the client 

computer that is connected to the internet, the 

network is given traffic information, color, the 

number of clients in real-time, and client compute 

service activities. Testing is done by testing the 

Mikrotik-based network. 

 

2.4. Access Filtering Rules 

At the stage of filtering access rules carried out to 

determine the actions (actions), what will be taken by 

the firewall, whether the packet will be received or 

will be thrown (dropped).  

 

 
Figure 3 Access Filtering Rules 

 

In Figure 5 above, it can be seen that there are three 

packages that will be processed by the firewall based 

on IP Address, Package, and website. Three rules 

with the principle of Top to Bottom in sequence. 

 

a. Package 1 access is denied, the firewall uses Rule 

1 to check. But by looking at the condition of the 

package, it is still forwarded to the next rule (Rule 2) 

to undergo inspection. The header checking continues 

repeatedly based on the specified Source IP Address, 

namely 192.168.1.30, 192.168.1.14, 192.168.1.19, 
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192.168.1.34, 192.168.1.37, 192.168.1.43 and 

192.168.1.44. The firewall takes action, whether the 

packet will be accepted or dropped. If a package 

matches a rule, then the package will no longer be 

given to the next rule. 

 

To ensure rules based on Source IP Address are 

successfully created and the access is denied, a ping 

test is performed via the Command Prompt 

 

 
Figure 4 Trial Source Sources IP Address Access Filtering 

Rules 

 

b. Package 2 access is denied , by seeing the packet 

header matches Rule 2. However, packet 2 is still 

forwarded again to the next rule (Rule 3) to undergo 

another check. 

 

c. In the packet 3 header it appears that website 

blocking access with the Layer7 Protocol feature 

matches Rule 3. What kind of actions will be taken 

by the firewall, whether accepted or dropped. If a 

package matches a rule, then the package will no 

longer be given to the next rule [5]  

 

The order of access rules that have been created using 

the WinBox Application, Firewall is presented in the 

picture as follows: 

 

 
Figure 5 List of Internet Access Filter Rules 

 

2.5. Layer7 Protocol Features 

Blocking the access rights of internet site websites 

that are not related to the real world such as 

pornography sites is done with the Regexp ( Regular 

Expression ) parameter based on the websites that 

will be blocked [6] . A list of websites and content 

that will be blocked is presented in the following 

table: 

 

No The website 

1 pomhub.com 

2 xnxx.com 

3 xvideos.com 

4 iobstertube.com 
Table 1 Blocking Site internet access rights 

 

If the website has been blocked, the firewall display 

in the WinBox application is as shown below: 

 

 
 

Figure 6 List of blocked website access rights 

 

2.6. Topology Design 

The design of internet network monitoring is done in 

two ways, namely research design based on network 

topology and Firewall Traffic Filtering.  

 

In network topology design to get the efficiency of 

system implementation with the help of data obtained 

in the analysis phase, including the process of 

selecting network topology. The network topology 

used is Hybrid topology. Selection of Hybrid 

topology is considered easy to implement internet 

network configuration. 

  

 
Figure 7 Hybrid Topology Design 

 

Figure 7 above is a hybrid topology design. The 

specifications of each client computer use Intel Core 

i5 and i7 with the Windows operating system . The 

client computer that is connected to the proxy switch 

and router consists of 45 client PCs, where 

researchers only use 23 client PCs, 1 switch and 1 

router. 

 

The monitoring system directly on the router is 

carried out the process of implementing the winbox 

application configuration. On server and client 

computers connected directly through the internet 

with the same sub-netting, each client computer is 

given an IP Address Source and Destination. 

However, not all IP Address Source for client 

computers can be accessed to the internet network. In 

other words, the IP Address Source available for 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 

Volume-7, Issue-12, Dec.-2019, http://iraj.in 

Architecture Design Network Monitoring System on Network Security Agencies the Government of Bengkulu Province using Web Traffic Filtering 

 
   13 

internet access are done randomly to the client 

computer. 

 

Name IP Address Subnet mask 

Personal 

Computer 

(PC) 

192.168.1.2/24 

through 

192.168.1.44/24 

255.255.255.248 

Mikrotik 

Router 
192.168.1.1 255.255.255.248 

Table 5 Distribution of IP Addresses 

 

In the design of the Firewall Traffic Filtering design, 

detecting every packet that enters or leaves the 

network will be configured to be accepted or rejected 

according to the access rules specified by the user.  

 

Filtering is known as the head in terms of internet 

network security systems. On the user's computer 

both client and server side if you want to access the 

website website must be confirmed by a proxy router 

where the access is processed by a firewall to be 

configured both actions are accepted or denied. In the 

configuration of the security process if access is 

permitted, it is forwarded to the internet network 

based on IP Address. However, if there is a 

configuration during the security process, 

communication is not permitted to access the IP 

Address of the website, the router cannot be 

forwarded back to the server which results in the 

return of access to the user's computer. In other 

words, the user's computer access rights to the desired 

website IP address of the website occurs denial of 

internet access [8]. 

 

III. RESULT AND DISCUSSION 

 

3.1. Research Device 

 

In configuring Mikrotik, it is assisted with WinBox 

and The dude applications as a means of entering 

internet network gateways and computer network 

management. 

 

a. Software 

 

The software used in the study is described as 

follows: 

 
Table 2 Software 

 

b. Hardware  

 

The hardware used in the study is presented in the 

following table: 

 
Table 3 Hardware 

  

c.  Supporting Devices  

 

The supporting device is presented in the use of the 

ICON PLUS cable connection service as an internet 

provider of the Office of Communication, 

Information and Statistics of the Bengkulu Province 

Government by limiting the bandwidth capacity of 10 

Mbps to Unlimited for each client computer 

connected to the internet network [7] . 

 

3.2. Mikrotik Specification 

The device specifications that will be used in the 

Network Monitoring System implementation use 

Mikrotik the RB951Ui-2HND. To clarify the proxy 

specifications, presented in the following table 4: 

 

Product Code RB951Ui-2HND 

LAN Ports 5 

Current Monitor               No 

RAM 128MB 

Architecture MIPS-BE 

10/100 Ethernet ports 5 

Dimension 113x138x29mm 

Operating system RouterOS 

The CPU AR9344 600MHz 

Maximum power 

consumption 

No 

Table 4 Mikrotik Specifications 

 

Meanwhile, in terms of internet network system 

specifications used in the implementation using the 

WinB ox application as an IP address configuration, 

set the logging feature, and the Traffic Filtering 

firewall system and the Traffic graph History of each 

client computer using the dude. The results of the 
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study compared the monitoring performance of the 

two applications. 

 

3.3. Results 

 

3.3.1. Access Point Signal  

Test result are performed on the access point signal 

range first to ensure the Local Area Network (LAN) 

signal is connected to the ICON PLUS cable.  

 

Access Point Signal Range is detected automatically 

10 wireless hotspots are performed 4 test points for 

20Mhz Width channel main channel Mikrotik 

RouterBoard channels based on MAC Address, 

Protocol 802.11 and automatic frequencies provided 

by internet network SSID.  

 

 
Figure 8   Trial of Wireless Hotspot Access Point Signal 

Coverage 

 

From the picture above shows the signal strength of 

internet networks from several different locations 

described in the following table:  

 

Testing 

Point 
MAC Address 

Signal Strength 

The 

zone 
dBm 

1 00: 27: 22: A8: 

E5: C7 

Orange -80 dBm 

2 7E: D6: 61: 91: 

E4: 72 

Orange -77 dBm 

3 34: 1E: 6B: 37: 

11: AC 

Blue -68 dBm 

4 9C: 71: 3A: AA: 

51: 28 

Red -88 dBm 

        
Table 6 access point testing points 

 

Test point number 1 with MAC Address 00: 27: 22: 

A8: E5: C7 is the location where the lobby of the 

Bengkulu Provincial Government Office has a signal 

strength of -80 dBm and enters the orange zone. Test 

point number 2 with MAC Address 7E: D6: 61: 91: 

E4: 72 is the location where employees of the 

Bengkulu Provincial Government Office have a 

signal strength of -77 dBm and enter the orange zone. 

Test point number 3 with MAC Address 34: 1E: 6B: 

37: 11: AC is the location of the head room of the 

Bengkulu Provincial Government Office and the 

Head of Subdivision has a power of -68 dBm. 

Finally, test point number 4 with MAC Address 9C: 

71: 3A: AA: 51: 28 is the lower floor has a signal 

strength of -88 dBm and enter the red zone. It can be 

concluded that the access point signal coverage is in 

accordance with the previous design and 

implementation.  

 

3.3.2. Bandwidth Management 

Testing bandwidth management is used based on the 

organizational structure of the Network Security 

Agency Office of Communications, Information and 

Statistics Bengkulu Provincial Government. Personal 

computer devices connected to Mikrotik with a 

maximum upload and download limit ranging from 

64Kbps to Unlimited. 

 

 
Figure 9 Final Results of bandwidth management 

 

The red mark beside the computer's name is a sign 

that the bandwidth used by the computer is 

approaching its limit, yellow is a sign that the 

bandwidth used by the computer is reaching the 

average limit and the green color is a sign that the 

bandwidth used is far from the limited limit. 

Bandwidth of 23 users used does not exceed the 

specified limit. 

 

3.3.3. Traffic Filtering Monitoring 

The monitoring results are carried out in two ways 

namely the Winbox and the dude Application 

licensed by Mikrotik.  

Based on monitoring the first internet, network traffic 

path is done using WinBox Application. When 

uploading and downloading a file simultaneously. 

Visible transfer rate of target upload from client 

computer in the room head of informatics Media 

relations and ICT range from 3.6 kbps and the target 

download ranges from 65.7 Kbps. Each user upload 

and download is done recording rate package of each 

packet passed. It shows that the bandwidth usage is 

not the limit of upload and download targets that have 

been in the limitation and corresponding from the 

queue list. However, sometimes the graph of the 

transfer rate automatically knows the access speed 
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that is owned by the PC Client to the Internet 

network. 

 
Figure 10 Test Results Statistics of Monitoring Bandwidth 

 

 
Figure 11 Test Results of Internet Network Traffic Monitoring 

 

Monitoring of second internet network traffic is done 

using the dude application . The dude itself does the 

scanning automatically or manually to find out new 

devices that are connected to the network so that the 

appearance of the devices on the dude can be 

increased. 

Client PC Device 10 has three different services from 

router activities, namely DNS, imap4 and nntp. The 

bandwidth usage traffic graph is calculated as daily 

usage where there is a maximum notification limit for 

updates every 10 minutes and the condition of each 

device varies from the status of down to up, up to 

down, and unstable to down.  

 

 
Figure 12 Monitoring Traffic Filtering the dude 

 

From the results of network system monitoring test to 

do two application, it is known that the subnet 

gateway from the Network Security Agency of the 

Communication, Informatics and Statistics Office of 

Bengkulu Province 255.255.255.248/29 connected to 

ICON PLUS Cables is described in the form of tables 

7 as follows: 

 

Name Winbox Queues IP Address MAC Address Condition  

Client 1 Common Functional Group 192.168.1.3 94: DE: 80: 62: 56: D3 UP 

Client 2 
General sub-section head and 

equipment 
192.168.1.4 00: 26: 18: 3F: 1C: BA 

UP 

Client 3 Head of Governance of E-Gov 192.168.1.15 00: 26: 18: 96: C9: E5 Unstable 

Client 4 
Head of Planning Division. 

Evaluation & Reporting 
192.168.1.5 74: D4: 35: E0: 7F: 01 

UP 

Client 5 Head of Subdivision of Finance 192.168.1.6 10: BF: 48: 71: 63: 6D UP 

Client 6 
Head of Public Information & 

Communication Partnership 
192.168.1.10 D8: CB: 8A: 6F: 92: 02 

UP 

Client 7 
Head of Service Media 

Relations Service 
192.168.1.17 00: 21: 91: 00: 4B: 56 

UP 

Client 8 
Head of E-Government 

Organization 192.168.1.11 7D: 4D: 7B: B1: E7: A7 
UP 

Client 9 
Kasi Infra Safety Info & 

Technology 
192.168.1.12 00: 26: 18: 3F: 18: 7C 

UP 

Client 10 

Head of Information and 

Technology Security 

Infrastructure 

192.168.1.16 18: 31: BF: 45: 77: 87 

UP 

Client 11 
Head of ICT Resource 

Development 
192.168.1.20 FC: EC: DA: 6A: 9E: F2 

UP 

Client 12 Head of Statistics & Friendship 192.168.1.21 FC: EC: DA: 66: 61: BF UP 

Client 13 Head of Corporate Governance 192.168.1.22 B8: 27: EB: 88: 33: 3C UP 

Client 14 Sectoral Statistics Section 192.168.1.25 D0: 50: 99: 96: 3C: 0D Unstable 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 

Volume-7, Issue-12, Dec.-2019, http://iraj.in 

Architecture Design Network Monitoring System on Network Security Agencies the Government of Bengkulu Province using Web Traffic Filtering 

 
   16 

Client 15 Empty_26 192.168.1.26 9C: 14: 63: 83: A8: E1 UP 

Client 16 
Staff Field Information and 

Communication Public 
192.168.1.27 D0: 50: 99: 9A: 41: 03 

Unstable 

Client 17 Staff Application System 192.168.1.29 00: 24: 88: C4: 01: AD UP 

Client 18 Blank_30 192.168.1.30 00: E0: 4C: 36: 09: 7B Unstable 

Client 19 Studio 192.168.1.31 00: 24: 8C: B6: F6: D2 Unstable 

Client 20 
Staff of media relations of 

informatics services and TIK 192.168.1.32 18: 0F: 76: 02: F8: C5 
Unstable 

Client 21 
Staff of Public Communication 

Management System 
192.168.1.35 74: 27: EA: 27: CA: EF 

Unstable 

Client 22 

Staff of Public Information & 

Communication Partnership 

System 

192.168.1.36 00: 26: 18: A8: E2: 95 

Unstable 

Client 23 
Information Security and ICT 

Infrastructure System Staff 
192.168.1.38 00: 26: 18: 96: BC: 64 

Unstable 

Table 7 Test Results of Monitoring the Network Map traffic

The results of testing the traffic monitoring of the use 

of Network Map The dude, there are 23 Client 

computers that are connected to the internet through 

the user monitoring application WinBox. The results 

of system monitoring testing conducted by the dude 

application are known from detecting each device 

that is connected to the local network through a 

switch connector.  

 

After obtaining the results of testing the monitoring 

system, then it should monitor the bandwidth capacity 

that is running on the Mikrotik Router interface list 

with traffic conditions that are not too large sent 

packets and packets received by the internet network 

to the client computer. 

 

 
Figure 14 Microtic Interface List 

 

To verify that the computer can communicate over 

the network with other computers or devices. The 

order is carried out to check website access rights 

testing by entering the website link www.xnxx.com 

in a web browser. 

 

 
Figure 15 Final results of the website blocking test access rights 

Or do the ping command and enter the website link in 

the Regexp Firewall Menu Layer7 Protocol Feature 

in the Command Prompt. 

 

Figure 16 Final results of testing blocking website access rights 

through the command prompt 

 

If when trying to do the ping command as shown 

above, it can be said that the results show the website 

Request Time Out. The ping xnxx.com command 

sends an IP Address to a restricted website, but after 

searching it turns out that the data packet does not 

reach the Destination IP Address Website. In other 

words, the IP Address of the Website when pinging 

automatically loses the 100% packet sent by the 

server to be returned to the client computer.  

 

IV. CONCLUSION 

 

Based on the results of the design and testing of the 

analysis carried out, the following conclusions can be 

drawn: 

a. The results of the Network Monitoring System 

Design in the realization show the difference graphs 

of internet network traffic on the website access 

rights on each PC either through the WinBox 

application or The Dude 

b. The Filtering test section on realization shows 

good performance in the web browser and command 

prompt. 

c. Part testing monitoring system based on primary 

data obtained at the time of observation scope 

research managed through the application WinBox to 

determine the traffic and bandwidth capacity of each 

client PC. 

https://translate.google.com/translate?hl=id&prev=_t&sl=id&tl=en&u=http://www.xnxx.com
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d. Mikrotik can also be called one of the most 

powerful Linux distributions in solving computer 

network problems.  
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