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Abstracts - The Internet of Things (IoT) covers a large range of industries and the users of this cases, ranging from a single 

constrained device to massive multiplatform deployments of embedded technologies and real-time cloud systems. All these 

are related to many legacy and emerging communication protocols that allow devices and servers to communicate with each 

other and in a more interconnected way. At the same time, dozens of alliances and coalitions are forming in the hope of 

unifying the now fractured and organic IoT landscape. The issues we face in the Internet of Things (IoT) are the exponential 

volume of devices and the impossibility of accessing them as a user. Designed to help organizations manage the identities of 

users and "objects" as well as security and easily accessible services, these solutions enable dynamic identity management 

that is modular, scalable, unlimited and that is done according to a context Security in IoT environments which is a big 

challenge, given the high number of information exchanges, the diversity and openness of the used communication 

technologies. In this work, we present some issues on routing security in the context of the internet of things especially the 

use of Key management in configuring a cryptographic security system. 
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I. INTRODUCTION 

 

The Internet of Things represents a considerable 

growth lever for the IT and industrial sectors. 

Concretely, it involves billions of "smart" and 

connected objects, which communicate continuously 

or at regular intervals, transmit to distant information 

systems a state, a statement, a status, a consumption, 

an alert, a need, and a geolocation, etc. In general, all 

our everyday devices are likely to integrate the 

Internet of Things [1] [2]: 

 Automotive: geolocation, contact emergency in 

case of accident, exchanges with traffic devices 

(radar, cameras ...), etc. 

 Home automation: real-time monitoring of 

heating devices, lighting, water consumption, 

security, etc. 

The Internet of Things is therefore a fairly broad 

concept, and even catch-all in some cases. Internet 

data traffic will be more provoked by machines than 

by humans! Then there will be new machines 

(specialized datacenter) dedicated solely to process 

data generated by the objects. 

Nevertheless, the IOT is only in its beginning, several 

progress remains to be made in terms of 

standardization, routing and identification, 

optimization of consumption energy and especially 

security. Indeed, the omnipresence of the Internet of 

Things in the daily life of individuals requires the 

establishment of robust security solutions respecting 

the heterogeneity of objects and their limited 

capabilities. This strong integrity generates only the 

classic threats of attack that present on data and 

networks, but also, the emergence of new threats that 

affect the integrity of the objects themselves, 

infrastructure and processes as well as privacy of 

people. The keys management in IoT is the most 

delicate problem of cryptography because it 

represents a mixture of objects (objects are not 

equal), the properties and capabilities of objects vary 

(static or mobile, powered by a battery, hardware 

resources, sensors, etc.) and to each of them 

corresponds to particular constraints (lifetime, 

achievable tasks, etc.) this makes modern security 

technologies inadequate to IoT environments and the 

key management mechanism more complex. 

 

II. SECURITY OF CONNECTED OBJECTS 

 

IoT is a technology characterized by a strong ubiquity 

in the physical world and omnipresence around its 

users. The various potential applications of IoT, the 

heterogeneity of its enabling technologies and its 

strong human and socio-economic dimensions make 

security a difficult and complex subject. In addition 

to the problems security of technologies that will 

constitute it, the IoT accentuates the security 

problems of the people who will use it, and brings up 

new problems related to the security of the systems 

under its control. Security and privacy in the IoT can 

be approached from three complementary angles that 

reflect its technological, human and systemic 

dimensions. The protection of technology primarily 

concerns the security of data, communications and 

network infrastructure. This protection is necessary to 

thwart conventional and future attacks on the 

integrity, authenticity and confidentiality of data, as 

well as attacks on network infrastructures and their 

functionalities. The protection of individuals will 

concern the protection of privacy of users ("privacy") 

which requires, in addition to technological solutions, 

appropriate regulation which sets out the 

responsibilities in case of litigation. The protection of 

the interconnected systems hosting IoT objects will 

concern the protection of the objects themselves 

delivered to these objects, systems and processes that 
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they will control. More computer technologies 

diversify, more opportunities bypass (hacking) 

multiply, the Internet of Things may not escape the 

rule. The data transmitted automatically by the 

objects can be altered by the user; there are other 

risks to take into account [3] [4]: 

 Interception of the data during transmission 

(hacking of the communication means: GPS 

signal, Wi-Fi network, etc.). 

 Large grouping of personal data in specialized 

datacenters, likely to attract covetousness. 

 Temptation for holders of personal data to resell 

them to marketing agencies. 

The connected objects security is a secondary 

concern of the designers, behind the cost reduction, 

the fast marketing of the products, the optimization of 

the performances of the company, etc. 

The Internet of Things is based on the existing 

technologies, which are not always controlled by the 

end user, such as the Cloud for companies, social 

networks for individuals, and smartphone users. 

Before connected objects embody the smallest details 

of our dailies, it will be wise to ask the following 

questions, and if possible to answer them [5] [6]: 

 What are precisely the personal or sensitive 

information that the objects transmit? 

 What type of communication is used (GPS, 3G, 

Wi-Fi, etc.) for this transmission? 

 Are my data preserved, or stored? If yes by 

whom? How are they analysed? Are my data 

marketable without my explicit agreement? 

 Are the Datacentres hosting these data 

sufficiently secured? 

 

2.1 The key management function in IoT 

Key management is one of the most difficult aspects 

in configuring a cryptographic security system. For 

such system works is either secured, each user must 

have a set of secret keys (in a secret key system) or 

public / private key pair (in a public key system). 

This involves generating keys and distributing them 

securely to users or offering the user the means to 

generate them. It must also be able to record and 

manage its public and private keys in a secured way. 

In public key systems, key management includes the 

ability to verify and manage the public keys of the 

other users who signed digital certificates [7] [8]. 

After deployment, objects need to establish 

cryptographic keys with their neighbors to provide 

security services:  

 Secure routing 

 Secure the aggregation 

 Cooperation (authentication), etc. 

 

2.2 Asymmetrical and symmetrical systems 

In public key systems, key exchange is greatly 

simplified. Each communicating party publishes its 

public key. Public keys are usually distributed using 

digital certificates, used by the receiver to 

authenticate the received public key. All 

communications with this part will be encrypted with 

this key. The main advantage of using public key 

algorithms is the easy key management and 

reliability. The disadvantages of this approach 

include the energy consumption due to the calculation 

of public key algorithms, the power consumption due 

to the transmission of certificates, and storage of keys 

known to be larger than symmetric keys. The use of 

the symmetric key mechanisms for establishing 

confidence greatly reduces the energy consumption 

and the storage space to accommodate these keys. 

However, the exchange of keys in symmetric key 

systems is much more complicated [9] [10]. Usually, 

a single symmetric key is used between two 

communicating parties, on a single session or for a 

limited period.  

 

Although public key cryptography has advantages 

compared to the symmetric key cryptography and 

despite the research aimed to apply them for IoT, the 

symmetric key cryptography has its own qualities that 

always make the most preferred for 'IoT. For this 

reason, most key management schemes proposed for 

IoT are based on symmetric cryptography. The major 

problem with symmetric cryptography is to be able to 

find a method that facilitates the establishment of 

keys between nodes. The common solution is to use a 

pre-distribution method, in which keys are loaded 

into objects before deployment. 

 

III. RANDOM SCHEME OF PRE-

DISTRIBUTION OF KEYS  

 

Eschenauer and Gligor proposed a key management 

scheme based on the probability of sharing a key 

between the nodes of a random graph. It provides 

techniques for pre-key distribution, shared key 

discovery, key path establishment, and key 

revocation. The main idea of this scheme is to 

randomly distribute a number of keys from a finite set 

to each network node before deployment. Any two 

nodes will be able to exchange secured messages if 

they have a common key[11]. 

 

3.1 Key pre-distribution phase 

A large set S of keys is generated (217-220 Keys). 

For each node, m keys are chosen randomly from the 

set S (S = {(kid1, key1), (kid2, key2), ....}). These m 

keys are stored in the node's memory and form the 

keyring of the node. The number of keys | S | of the 

set is chosen in such that two random subsets of S 

size m will have a certain probability p of having at 

least one key in common, for example for a 

probability p = 0.5 we need a sub-set set size m = 75 

keys of set S of size | S | = 10,000 keys [12]. 

 

3.2. Shared key discovery phase 

The nodes discover their neighbors and especially 

those with whom they are able to communicate in a 
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secured way because they have an identical key in 

their respective keyring. The protocol may be to 

broadcast the list of kidi identities of the keys owned. 

The shared key becomes the session key of the link 

between the two nodes. The following figure 

illustrates this phase [13] : 

 

 
Fig. 1.Shared key discovery 

 

3.3 Key Path Establishment Phase 

After the shared keys discovery phase, the network 

becomes a connected graph formed by some secured 

links. Nodes can then use existing links to set up 

shared keys with their neighbors who did not share 

keys with them. The following figure illustrates this 

phase: 

 
Fig. 2.Establishment of SecuredPaths 

 

3.4 The Keys Revocation 

The revocation of a compromised node is done by the 

elimination of their keyring. For this, a controller 

node (which has great connectivity and can be 

mobile) announces a simple revocation message 

containing a signed list of k key identifiers (kidi) for 

these keys to be removed from the keyrings of the 

other nodes. The list of identities is signed by a 

signature key Ke generated by the controller node and 

sent in unicast to each node i by encrypting it with the 

Kci key (the Kcikey is shared between the controller 

and the ith node during the keys distribution pre-

phase).  

 

Some links will be lost because of the keys deletion 

of the compromised node which requires a 

reconfiguration of these links (by the discovery of 

shared keys or the establishment of key way). The 

following figure illustrates this phase: 

 
Fig. 3.Keys Revocation  

 

IV. Q-COMPOSITE SCHEME 

 

This scheme is identical to Eschenaur and Gligor 

scheme except that instead of requiring the sharing of 

a common key to secure a link, a node pair must 

share q keys with q> 1 to establish a secured link[14]. 

The new key used for the communication between 

these two nodes is the hash of all the shared keys, for 

example for any two nodes that share q' keys (q'≥q) 

the key used for the communication is K = hash (k1 | | 

k2 || ... || kq '). The more the number of shared keys 

increases the more the resilience against node capture 

increases. Otherwise, when the required number of 

shared keys increases, it becomes harder for an 

attacker with a given set of keys to break a link. 

However, to preserve a given probability p only two 

nodes sharing sufficient keys to establish a secured 

link, it is necessary to reduce the size of the set of 

keys S. This allows an attacker to gain a larger 

sample of S by breaking few nodes. The following 

figure shows an example of key sharing with q = 2. 

 

 
Fig. 4. Q-Composite Scheme 

 

V. LEAP  

 

LEAP (Light Weight Extensible Authentication 

Protocol)is a deterministic key management protocol. 

The key management mechanism provided by LEAP 

supports in-network processing while limiting the 

security impact of a compromised node on its 

immediate neighborhood in the network. LEAP 

supports the establishment of four types of keys for 
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each node: individual key, key by pair, group key and 

global key. 

 

VI. OPERATING HYPOTHESIS 

 

LEAP is based on an initial KIN transient key loaded 

in each node of the network. The authors of LEAP 

assume that to compromise a node, the adversary 

requires a minimum time Tmin: it is the time to 

connect a serial cables and the time to copy the 

contents of the memory of the compromised node.  

 

LEAP uses this (trusted) time to allow two 

neighboring nodes to securely establish a symmetric 

session key from the initial KIN transient key. After 

Tmin, the KIN key is removed from the node's memory. 

 

6.1 Initial Key Loading  

The controller generates an initial key KINand loads 

each node with this key. Each node u derives a main 

key (Maser Key) Ku = fKIN (u), fk being a pseudo-

random function. 

 

6.2 Discovery of Neighbors 

Immediately after its deployment, the node u tries to 

discover its neighbors by broadcasting a HELLO 

message that contains its id. Also, it initiates a timer 

that will be triggered after the Tmin time. The node u 

expects an ACK from each of its neighborsv which 

contains the identifier of v. the ACK is authenticated 

using the main key Kv, which is derived as follows: 

Kv = fKIN (v). As the node u has the key KIN, it will 

also be able to derive Kv, so it will be able to verify 

the authenticity of the received ACK: 

 

u ==> *, u 

v ==> u, v | MAC (Kv, u | v) 

 

6.3 Establishment of the Key Pair 

The node u calculates its key by pair Kuv with v, as 

follows: Kuv = FKv (u). The node v can similarly 

calculate Kuv in the same way. Kuv serves as the key 

between u and v.  

 

6.4 Erasing the Keys 

When the timer expires after Tmin, the node u clears 

KIN and all the main keys Kvof its neighbors. It 

should be noted that the node u does not erase its 

main keyKu. 

 

6.5 LEAP security 

At the end of these four steps, the node u will have 

established a key per pair shared with each of its 

neighbors. This key will be used to secure the data 

exchanged between them. Moreover, no node in the 

network has the KIN key.  

An opponent can eaves drop all traffic in this phase, 

but without the KIN key it cannot inject incorrect 

information or decrypt messages. An opponent 

compromising a node after Tmin, only gets the keys of 

the compromised node. When a compromised node is 

detected, its neighbors simply delete the keys that 

were shared with it. 

 

VII. CONCLUSION 

 

In this article, the aim was to give a general image of 

IoT, with a special focus on security. Our planned 

future work will be on the Lightweight security 

solutions. As objects, IoT does not support complex 

computing, and as cryptography is still important to 

securitize data, we would like to study on the future 

Lightweight cryptography algorithms. This is in fact 

an ongoing research issue that can be of high interest 

for the scientific community, and we would like to 

participate with our little contribution in this huge 

project of IoT. 

Because of the strong integration of the IOT, 

everyday objects become potential risks of attack on 

security, the ubiquity of IoT will amplify the classic 

threats of the security that hangs over data and 

networks, and the emergence of new threats that will 

directly affect the integrity of the objects themselves, 

the infrastructures and processes and the privacy of 

the people 
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