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Abstract - This paper designs and an unified vulnerability assessment system which can efficiently assess vulnerabilities of 

computer systems in which functions of the vulnerability assessment were distributed. Developing a vulnerability assessment 
system needs two steps; constructing a vulnerability analysis database and implementing a vulnerability assessment tool. The 
vulnerability analysis database is constructed based on CVE to report vulnerabilities in standard assessment result forms by 
updating newest information, and is organized to be suitable to the distributed network. The vulnerability assessment tool is 
implemented using Nessus and OVAL. The vulnerability assessment tool suggested in this paper can provide fast and more 
accurate vulnerability assessment and proper guidelines to corresponding vulnerabilities.  
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I. INTRODUCTION 

 

A purpose of the vulnerability assessment system on 

a distributed network environment is to detect 

vulnerabilities of systems and to suggest appropriate 

security guidelines so that each system and 
information can be secure.  

The vulnerability assessment systems are broadly 

categorized into a host-based assessment system and 

a network-based assessment system, and existing 

commercial systems and public systems were 

developed in one of both systems but not an unified 

one. And there is a problem to keep individual 

assessment results of each system because most 

systems use their own vulnerability databases. 

Therefore it is necessary to construct an unified 

vulnerability assessment system which can provide a 

standardized vulnerability database and interface with 
other systems[1]. 

Vulnerability Assessment Tool(VAT) mentioned in 

this paper has an unified vulnerability database for 

the network vulnerability assessment and the host 

vulnerability assessment. The unified vulnerability 

database is based on CVE(Common Vulnerabilities 

and Exposures), which is a vulnerability standard 

naming tool, and includes proper guidelines of 

corresponding vulnerabilities. The network 

vulnerability assessment system used Nessus and the 

host vulnerability assessment system was 
implemented using OVAL. VAT can assess 

vulnerabilities of both of networks and hosts at a 

same time in an unified way. 

 

II. RELATED WORKS 

 

A. Vnerability Database 

The vulnerability database is a database storing 

classified vulnerability information of computer 

systems and one of the most important parts of the 

vulnerability assessment. The vulnerability database 

is used to query about collected vulnerabilities and to 

report the assessment results[2]. The research of the 

vulnerability database is world-widely being 

performed, and some of leading research centers are 

Security Research Team COAST at University of 

Purdue and ICAT Meta Vulnerability Database of 

NIST. 
 

B. Current Vulnerability Assessment Tools 

The vulnerability assessment tool is a tool which 

investigates security weaknesses broadly distributed 

in networks and hosts, analyzes those weaknesses, 

and provides vulnerability information. The 

vulnerability assessment tool is normally called a 

scanner, and classified into a network scanner and a 

host scanner[1]. 

The network scanner assesses vulnerability of 

network services of a system. Scanning objects are 

unnecessarily opened ports, DoS, RPC, HTTP, SMTP, 
FTP, FINGER, and etc. Typical network scanners are 

Nessus, SAINT, ISS network scanner. 

 

Name of 

Tools 
Type Used Languages 

Tiger Host scanner C, Shell Script 

COPS Host scanner C, Shell Script 

Nessus Network scanner NASL 

SARA Network scanner C, Perl 

SAINT Network scanner C, Perl 

sscan Network scanner C 

vlad Network scanner Perl 
Table.1. Free Vulnerability Assessment Tools and Their 

Languages 

 

The host scanner assesses security weaknesses within 

hosts. The host scanner has a strong point for 

detecting and diagnosing weaknesses at a host level 

in detail and accurately. But it is mostly platform 

dependent, should be installed at all target hosts, and 

needs administrator’s permission to be executed[3]. 

Typical host scanners are COPS, Tiger, STAT, 

CyberCop but most of them have limitations of 
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checking vulnerability in a distributed environment. 

C. CVE(Common Vulnerabilities and Exposures) 
CVE is a naming-schema to give standard names to 

vulnerabilities of a computer systems. Now, a lot of 

security companies take part in standardizing names 

of vulnerabilities[4]. Vulnerability assessment 

systems not using the CVE based vulnerability 

database have an interoperable problem with other 

vulnerability assessment systems since those systems 

assess vulnerability by their own security policies. 

 

D. OVAL(Open Vulnerability Assessment 

Language)  

OVAL, suggested by MITRE, is a standard language 
to check the presence of vulnerability based on 

specific information of a system, and its 

standardization is currently done [2, 5]. OVAL uses 

XML script and SQL script to describe OVAL 

definition which includes vulnerability definitions 

and conditions of vulnerabilities on the target system. 

Different OVAL definitions are necessary for 

different operating platforms because each platform 

may have different conditions of the presences of 

vulnerabilities. It does not directly apply simulation 

attacks to detect vulnerabilities but uses vulnerability 
information existing at the software of the system. 

 

 
Figure.1. Operational Procedures of OVAL 

 

III. DESIGN OF VAT 

 

A. Structure of Vulnerability Assessment System 

VAT  

 
Figure.2. System structure of VAT 

VAT consists of a vulnerability database, 

vulnerability assessment tools (a network scanner and 
a host scanner), an agent, and a web manager(Fig. 2).  

The web manager uses the agent to make both 

scanners assess vulnerabilities of the system. The 

scanners detect vulnerabilities, query the 

vulnerabilities to the vulnerability database, and 

report the assessment results to the web manager. 

Because of using NTP protocol and encrypting data 

packets in SSL, vulnerability information transferred 

within EVAT is surely secure against packet 

sniffing[6]. 

 

B. Vulnerability Database 
The vulnerability database consists of schemas 

described in Table 2, and can be opened to the 

external through a web interface. It uses CVE ID as 

an identifier of the vulnerability, and provides 100% 

CVE compatibility with other vulnerability databases 

because of using CVE. It can be optimized by parsing 

I-CAT DB, and includes web clients which contain a 

module performing real-time update of the database 

 

 
Table 2. Entities of the vulnerability database 

 

C.  Vulnerability Assessment Tool 

The unified vulnerability assessment tool consists of the 

network scanner and the host scanner, interfaces with the 

vulnerability database, diagnoses vulnerabilities, and reports 
the results. 

 

Network Vulnerability Assessment Tool(Network 

Scanner) 

The network scanner uses Nessus[7]. Nessus can 

periodically and rapidly update the vulnerability 

script by the user group, includes lots of plug-in 

scripts, and can diagnoses large scale networks. The 

network scanner communicates with the web 

manager using NTP protocol and SSL encryption. 

Host Vulnerability Assessment Tool(Host 

Scanner) 
The host scanner is designed based on OVAL on 

Redhat9 Linux platform.  The host scanner collects 
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vulnerability information of hosts using the host 

vulnerability assessment client installed on each host, 
analyzes those information using the OVAL 

interpreter, queries to the vulnerability database, and 

then reports the assessment results [6]. The host 

scanner can detect all the vulnerabilities registered on 

CVE and describe vulnerabilities clearly and logically 

because the vulnerability assessment script is written 

in XML and SQL [2, 5]. 

 

 
Figure. 3. Overall Structure of Host Vulnerability Assessment 

Tool 

 

The host scanner includes system information 

collecting module, OVAL definition, and OVAL 

definition interpreter (Fig. 3). The system information 

collecting module collects host information such as 

system, file, network demon, process, RPM package, 

shadow password, operating platform, and etc. The 
OVAL definition is specified using vulnerability 

definitions which MITRE standardized and has 

names of “OVAL + ID-number”[4]. The OVAL 

definition interpreter interprets the OVAL definition, 

decides what kinds of information to be collected, 

makes the system information collecting module 

collect the information, compares collected 

information with conditions of vulnerability 

described in the OVAL definition, and then forwards 

results to the reporting module. 

 

D. Web-Manager System   

The web manager communicates with scanners using 

the agent. The web manager requests scanner to 

check vulnerabilities of the system, and the scanners 

report the assessment results to the web manager. At 

any computers in which the web manager is installed, 

the vulnerability assessment is available in a real-time 

just after logging in the web manager. The web 

manager can adjust the environment setup and plug-

in setup for assessing the vulnerability. 
 

IV. CONCLUSION 

 

The purpose of the vulnerability assessment system, 

VAT, implemented in this paper is to remotely detect 

the vulnerabilities of networks and hosts and to 

provide proper guidelines through WEB system on 

the distributed network environments. 

Because VAT uses CVE to construct standard 

vulnerability database, it can interface with other 

systems using CVE based vulnerability database and 

easily updated.  
VAT can reduce time-cost and increase maintenance 

efficiency of a system since it is a centralized system 

which can assess networks and hosts at a same time 

and provide vulnerabilities and guidelines together. 

VAT is designed on Redhat9 Linux platform and the 

vulnerability assessment scripts are periodically 

updated; the network vulnerability script is by Nessus 

user group, and the host vulnerability script is by 

MITRE.  

Data packets transferred within VAT are secure 

because of using NTP protocol and encrypting in SSL 
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