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Abstract - There are used to define patterns of malicious network loads, while anomalous detections is more suitable for 

detecting normal and anomalous network loads in wireless networks. The important goal of these issues is to recognize the 

anomalous detections for better preparation against future load balancing of wireless networks. The deep learning based object 

recognition approaches attracting more attention to the researcher due to the revolution of a neural network parts called deep 

learning. Therefore, we propose an agent Detectbot that processes anomalous detection for load balancing based on deep 

learning in this paper.  
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I. INTRODUCTION 

 

Deep learning has a variety of definitions, but the core 

and key words with respect to deep learning are as 

follows: unsupervised machine learning, artificial 

intelligence, learning multiple layers. [1]. A great deal 

of attention has been given to deep learning over the 

past several years for many applications in diverse 

areas, such as image processing, natural language 

processing, computer vision, and so forth [2, 3]. The 

loads of network are deployed to monitor one or more 

events in an unattended environment. A large number 

of the event data will be generated over a period of 

time in network environments. So, a scheme of 

anomalous network detection for load balancing based 

on deep-learning is critical issues in network 

environments. 

 

In this work, we focus on investigating deep learning a

lgorithms employed for anomalous network detection. 

And, we propose an agent Detectbot that processes ano

malous detection for load balancing based on deep lear

ning. Also, the Detectbot measures network load and p

rocess structural configuration by analyzing a large am

ount of user data and network load, and applying Deep

 Learning’s Deep Belief Network method in order to a

chieve efficient load balancing in network environmen

ts. We address the key functions for our proposed sche

me and simulate the efficiency of our proposed scheme

.  

The rest of the paper is structured as follows. Section 2 

includes the background introduction about open load 

balancing and Deep Learning issues. In Section 3, we 

describes our proposed architecture and provide the 

detailed a anomalous network detection scheme which 

is proposed an agent Detectbot that processes 

anomalous detection for load balancing based on deep 

learning and processes a measures network load and 

process structural configuration and a neural load 

prediction algorithm and balance of the load in order to 

achieve efficient load balancing in network 

environments. In the final section, we constitute a 

summary of our proposal.  

 

II. RELATED WORKS 

 

In the [4]. They are introduced various methods for 

malicious code detection such as nave bayes, decision 

trees, Support Vector Machines (SVM), and so on 

through literature research. However, the major 

problem was that feature extraction was not 

appropriately applied to malicious detection so that it 

caused low detection rate and accuracy. For this reason, 

this research proposed a hybrid malicious code 

detection model in conjunction with Auto-Encoder and 

Deep Belief Networks. In this research, Auto Encoder 

that consists of three steps such as pre-training, 

unrolling, and find-tuning was used for dimensionality 

reduction, and Restricted Boltzmann Machine was also 

used in this Auto Encoder methodology as a 

pre-training step. One important concept was that the 

RBM algorithm was driven by the energy formula and 

the weight updating formula as described earlier.[5]  

 

Denial-of-Service (DoS) attack which floods a host 

website with a huge number of requests to make it slow; 

Remote-to-Local (R2L) attack where a remote hacker 

tries to get local user privileges; User-to-Root (U2R) 

attack where a hacker operates as a normal user and 

exploits vulnerabilities in the system [6]; and the 

Probing attack where a hacker scans the machine to 

determine vulnerabilities which could be exploited 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 

Volume-7, Issue-11, Nov.-2019, http://iraj.in 

A Scheme of Anomalous Detection based on Deep Learning for Load Balancing in Wireless Networks 

 

26 

later. Totally there are 148, 516 connections of which 

53.5% are normal and the rest are malicious. The 

dataset contains 41 features of which 32 are continuous, 

6 are binary and 3 are categorical. For the purpose of 

this study, we converted like the previous research [7] 

that all the continuous features into categorical using 

binning, and then converted all the categorical 

variables to a binary representation using one hot 

encoding.  

 

Salama et al. [8] conducted research for the anomaly 

intrusion detection scheme using RBM-based Deep 

Belief Network (DBN). In this research, SVM 

classifier was followed by DBN which was used for 

feature reduction so that a hybrid scheme of DBN and 

SVM was the primary research methodology. This 

methodology consisted of three main phases: 

pre-processing, DBN feature reduction, and 

classification.  

 

III. PROPOSED SCHEME  

 

In order to model complicate nonlinear relationship 

such as IoT network, we drew out the structure map of 

network load by using Deep Belief Network which is 

graph generating model and connected to each layer by 

in-depth connection between multiple layers which 

created nerve network. [9-13] 

 

 
Fig 1. Deep Belief Network [14] 

  

In the model [14], there is an input vector x ∈ Rd, 

which maps it to the latent representations hi ∈ Rdi, 

where d represents the dimension of the vector using a 

deterministic function in equation (1).  

 

hi = σ(Wi.hi−1 + bi); 

 

 i =1 …,n                                          (1) 

where h0 = x, σ is an activation function (the sigmoid 

function σ(t) = 1/(1 + e−t)) and n is the number of 

hidden layers. And its output vector is calculated by a 

similar formula to equation (2) as the latent 

representation.  

 

y = σ(Wn+1.hn + bn+1)                      (2) 

where the estimator of the model θ = (Wi,bi) by 

minimizing the square reconstruction error over m 

training samples (x(i),y(i))mi=1, as shown in equation 

(3).  

E(θ) =∑𝑖=1 𝑚 (x(i) −y(i))2                     (3)  

 

IV. CONCLUSION 

 

In this paper, we propose an agent Detectbot that 

processes anomalous detection for load balancing 

based on deep learning. Also, the Detectbot measures 

network load and process structural configuration by 

analyzing a large amount of user data and network 

load, and applying Deep Learning’s Deep Belief 

Network method in order to achieve efficient load 

balancing in network environments. We address the 

key functions for our proposed scheme and simulate 

the efficiency of our proposed scheme. We address the 

key functions for our proposed scheme. In the future 

researches, we will show the effeteness of ours, and 

compare with previous researches.  
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