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Abstract - Internet is a plethora of information. Today millions of people are using website to access such valuable 

information. Due to cyber-crime website owner should learn to protect their assets from attacker. If the attacker manages to 

hack the website and its users account then that could be a threat. In order to prevent cyber- attack, website can be integrated 

with security mechanism such as Completely Automated Turing Test to tell computers and humans apart. But unfortunately 

it has been proven weak and attackers have managed to bypass the system. By using Machine Learning attacker can create a 

bot that can mimic human and break the system. This paper presents a replacement for such weak system. A system that is 

capable of preventing Denial of Service attack was proposed. Dynamic Word Cloud is integrated in place of text-based 

CAPTCHA successfully to increase the security level of the website and has proven to be a robust solution. Also solutions 

are provided  to perform security testing on it so that one can prevent from future automated bot attacks. 

 

Keywords - CAPTCHA, Cyber Attack, Word Cloud, Machine Learning, Automated bots. 

 

I. INTRODUCTION 

 

Many websites, e-banking services, online tolling and 

digitized books uses CAPTCHA technology to 

determine whether or not the user is human. Such 

security mechanism is coined crucial to the success of 

website. But unfortunately this mechanism can be 

broken by the attacker due to its design flaw. The 

importance of studying the breaking of Text-based 

CAPTCHA is vital because websites using such 

system are under a greater threat. The evolution of 

Turing Test has led to many variations in it, such as 

image, video, audio, and No CAPTCHA based 

system. Still there are many websites using 

vulnerable Text-based CAPTCHA system in order to 

authenticate user. 

 

In past few years, the battle to secure the CAPTCHA 

system has been broken by using sophisticated attack 

by bypassing the authentication flow. It is no more 

considered to be secured. After studying the attack 

pattern, the threats associated with the systems vary 

from authentication bypass, fake account creation to 

abuse of functionality. Investigation of attack 

scenarios on such weak implemented system gave 

benefit of doubt whether to use it or not as a 

protection from online spammers and bots. Problems 

associated with the existing text based CAPTCHA 

system can get the website owner into huge trouble 

hence an alternative mechanism need to be 

introduced in order to replace the text based security 

system. 

The need for investigation of CAPTCHA system can 

minimize the literature gap as the existing research 

work is limited and still at the improvising stage. As 

the advanced system are more secured but they have 

originated from the base model which is text based 

CAPTCHA. Therefore there is a high possibility of 

compromising video, audio, and No CAPTCHA 

system. 

The research work aims at replacing the current 

vulnerable system with a different concept but with 

more advanced security mechanism. Only the text 

based system will be replaced by another technology 

while the other systems are quite stable and able to 

prevent cyber-attacks on websites. But soon those  

will also be defeated by advanced attacks by using 

Machine Learning Algorithm. The websites using 

such vulnerable systems are GATE exam site, Net 

Banking service, registration online and many more. 

Hence There is a need to replace weak system with a 

better one. 

 

In this paper, Chapter 1 gives the brief introduction 

about a topic to understand the concept behind it. İn 

Chapter 2, literature survey is provided to support the 

work and idea proposed in the paper. Chapter 3 is 

methodology part where methods and algorithm is 

provided for new Security Model. İn Chapter 4, 

results are successfully documented on following the 

methods properly. Lastly the paper provides with a 

conclusion and references. 

 

II. LITERATURE SURVEY 

 

Word cloud is an optic representation of text with 

features like font size and color. The position of it in 

the cloud can be arbitrary or reflect its relation to 

other word. In this paper [1], author Rosa Tsegaye et 

al. 2015 presented a tool that generates text cloud 

from German company website. The main idea is to 

anticipate the overall work of the companies details in 

one word cloud based solely on their own web page. 

 

In the paper [2], author Z.  He et al. 2017 proposed a 

concept of Molecular Cloud (MC) from stars and 
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galaxies. The two -stage MC based model portray 

word cloud into a galaxy-like cloud. The model 

presents an algorithm, 1st stage that stimulates the 

moving and colliding and 2nd stage with merging of 

collapsing of it. In addition, it consume long range 

force based disturbance from star formation. Their 

experiment suggests that it produce galaxy-like word 

cloud for users to choose from. 

The properties of Class Feature Centroid (CFC) 

classifier by considering of rate of change of each 

prototype vector with respect to individual dimension 

[3]. There are many limitations and to overcome the 

author T.T Nguyen et al. 2011 [3], proposed an 

improved and robust centroid –based classifier that 

uses precise term class distribution properties instead 

of simple presence or absence of terms over classes in 

text categorization. 

 

In paper [4], author W. Cui et al. 2010, presented a 

Context-Preserving Visualization for users to visually 

analyze a collection of document. It has two 

components; first component is a trend chart and 

second is set of word cloud distributed over time. 

They tried to compare their own layout with the 

existing layout for better document visualization with 

timestamp, as semantically coherent words are 

grouped together to ensure dimensional stability over 

time [4]. 

 

The importance of automated cloud extraction  from 

satellite imagery is quite unavoidable. In the study of 

automatic cloud detection method author Y. Yuan et 

2015, proposed an object grouping of image features. 

The support vector machine algorithm is applied to 

differentiate cloud and non-cloud regions [6]. 

Thereafter, the “Grab-Cut algorithm” is utilized to 

extract accurate cloud regions. The key of this 

method is to deal with the highly varying patterns of 

clouds. The Bag-of-Words (BOW) model is used to 

construct the compact feature vectors from densely 

extracted local features, such as dense “scale- 

invariant feature transform” (SIFT) [6]. 

 

Last.fm is a music website that provides a 

multivariate dataset. However, it is difficult to 

examine relationships if using purely Last.fm APIs 

and its Web services. In this paper [7], author Dinh 

Quyen Nguyen et 2016, presented a visualization 

technique, called “Hyper Word Clouds” to examine 

such complex and multi-relationship dataset. Through 

the text-based depiction of Last.fm data items are 

visualized as words linked in parallel and anchor 

based word clouds. The users can mutually select to 

filter, highlight, and compare  data and relationships 

of interest to discover further insights. 

An envision method is presented by author P. Fabo et 

2012, that centered around the discussion, its 

dynamics, intensity and topic changes [9]. The flow is 

divided into uniform time spans that collect the data 

and runs the text analyzer. Later the discussion is 

visualized using details of three different levels. The 

global view of the discussion development over time, 

an inside view on discussion on main topics, and 

display individual word clouds respectively. The 

method is demonstrated on data from an Internet 

Relay Chat (IRC) but it can be used for visual 

analysis of dependent text data such as email 

communication, search terms, keywords and similar. 

 

The author Quim Castellà et 2014, introduced the 

concept of word storms to analyze mass document 

[11]. It is a group of word cloud in which each cloud 

represents a single document to allow the viewer to 

compare and contrast the documents. They also 

presented an algorithm that creates a synchronized 

word storm, in which word that appears in multiple 

document are placed in the same location, using the 

same color and orientation across clouds.  This 

ensures that similar documents are represented by 

similar looking word cloud, making them easier to 

compare and contrast visually. The algorithm is 

evaluated using an automatic method based on 

document classification, and a user study. The result 

shows that a synchronized word storm allows for 

better visual comparison of documents. 

 

In paper [12], author Martin Seyfert et 2017, used an 

unexplored method to visualize dynamic time varying 

data field using word cloud. The goal was to present a 

novel way of generating animated word clouds to 

show changes in word frequency via font size. The 

existed method is not quite robust hence a compact 

layout is generated via Wordle tool using web 

technology. 

 

The authors C. Binucci et al. 2016, explains that 

words in semantic word cloud reflect logical 

correlation. With a new dynamic scenario an 

algorithm has been proposed in the literature section 

to compute both static and dynamic semantic word 

clouds. In this paper [13], they assumed to receive a 

streaming text in a given time period with real time 

computation, also a dynamic word cloud that shows 

the evolution of the stream. It preserves both the 

logical relationships between words and the user’s 

mental map. The author presents an algorithmic 

framework and the results of an experimental study. 

 

Author Benjamin Renoust et al. 2017 [14], word 

cloud is a popular means for outlining text 

documents. The visualization is usually done by the 

word frequencies from single text sources or 

attributes. However, such visualization of several text 

documents in one word cloud has rarely been 

addressed so far. This paper presents RadCloud, a 

technique for text visualization based on multiple 

word clouds merged into a single view. The text 

sources are indicated by stored bar charts and the 

descriptive word arrangement and. 
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In paper [15], Multimedia data Text analysis along 

with computer vision combine to form two levels of 

extracted information. Another approach is the Face 

cloud. Multiplex networks can seize and combine 

both semantics sources. Inclined by word clouds, they 

allow to grasp visual text semantics information from 

multimedia collection all at once. Author M. Burch et 

al. 2014 also demonstrate their system with the 

inspection of a Japanese news archive. 

 

The author Jitendra Ajmera et al. 2012, presented an 

apparatus to create and supply an audio cloud for 

audio content. Such apparatus are expected to provide 

a summary of the audio documents. They have wide 

apposite in various domains, especially for users who 

do not use the internet but interact with audio-based 

systems [16]. Detecting words from an audio content 

is challenging, especially if the audio is in languages 

for which a speech recognition system does not exist. 

They also give a language independent system to 

detect repeated words within an audio document. 

Authors presented four ways to supply these words 

that form an audio cloud. 

 

The Author Yuan Zhang et 2010, research work on 

the Visual Feature of word cloud Chinese relied on 

user’s browsing experience showed a phenomenal 

analysis by using eight visual features. In this paper 

[17], they look over the visual elements of Chinese 

word clouds, and compared the structure of English 

and Chinese language. 37 students participated in the 

experiments with 40 tag clouds. The results showed 

that different features such as “number of strokes, 

reduplication or not, number of characters, font 

weight, and position of tag clouds” all have different 

impact on user’s browsing behavior. 

 

In this paper [18], author Chun Che Fung et 2011, 

proposed a new approach of Web Content extraction 

based on discovery rules and external path utility in 

XML. The motive was to address the issue associated 

with the Web evoke by generation tag cloud from 

Thai websites to provide an overview of the 

keywords in the Web Pages. Three major steps 

followed by the authors are Web Page portion and 

feature extraction, block detection, and content 

extraction selection. The result shows that by 

improvising the noise filtering and block detection 

one can extract the web content with accuracy of over 

96% from Thai Web site. 

 

Author Preeti Mundada et 2012, Tag clouds are 

collection of text representation in cluster form with 

varying size and color. A very efficient visualization 

is needed that can be achieved from tag cloud. It is 

useful for navigation and also retrieval of data. In this 

paper, a dynamic model of 2nd generation of tag 

cloud is presented. It is categorized in three different 

modules such as search criteria, time frame and 

location based. 

III. METHODOLOGY 

 

A. General Description 

Today website has become a common platform to 

access variety of information. This Information can 

be categorized as Personal information, Healthcare 

Information, and Payment Card Information. From 

banking, e-commerce and institution, everyone has a 

dedicated website. Information present on the website 

is stored on a secured database. With the increase 

percentage of cybercrime every website owner should 

protect their own data. 

 

In order to protect data from malicious attacker, one 

should keep security measures in place. In case of 

website authentication, authorization, confidentiality 

and integrity is maintained by implementing security 

features such as one time password, CAPTCHAs and 

many more. In this paper, website using weak Text- 

based CAPTCHA is vulnerable to many cyber-attacks 

like Denial of Service, spammer e-mail, code 

injection, username and password based attacks. It 

has been proven that such weak CAPTCHAs can be 

broken using Machine Learning. Machines are 

becoming smarter and can be a threat to website 

implementing such weak system, yet advance 

CAPTCHAs emerged from weak CAPTCHAs it can 

be possible to break security system. An alternative to 

such weak system is Tag Cloud system. Tag Cloud is 

nothing but a combination of alpha numeric special 

character and can be of any shapes and size. With its 

inbuilt capabilities one can implement it in website in 

order to security from online bots. 

 

Dynamic Word Cloud is an optic representation of 

text data, using metadata as keywords on website and 

its generation is dynamic. There are three major types 

of Word Cloud application in social software, 

distinguished by their meaning rather than 

appearance. Word for the frequency of each item, 

Global Word Cloud where the frequencies are 

aggregated over all items and users and in third type, 

the cloud contains categories with size indicating 

number of subcategories. 

 

B. Algorithm for Word Cloud Model 

This paper proposed an algorithm for Word Cloud 

System Model. The following steps are given below: 

STEP 1: Initialize the code. [Start] 

STEP 2: User Input as Number of Words. 

STEP 3: Then Initialize the questions. 

STEP 4: Make a Word Cloud with the provided 

Words. 

STEP 5: Pick one Random Question from the 

Question Array. 

STEP 6: User Input answer based on the selected 

question. 

STEP 7: If the input is correct then the Word Cloud 

is solved successfully. 

STEP 8: User Authentication approved. 
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STEP 9: If the input is incorrect then the Word Cloud 

is failed. 

STEP 10: User Authentication Failed [End] 

The below given Flowchart is for the above proposed 

Word Cloud System Algorithm. This Model can be 

used in Websites to increase the level of security. The 

flowchart explains the method followed during our 

implementation. 

 

 
Figure 1: Flowchart for Word Cloud System Algorithm 

 

C. Word Cloud System Design 

The formation of the Word Cloud system is divided 

into two parts. The design flow is presented in this 

report. A Word Cloud system is nothing but bag of 

words generated randomly. Now the randomness of 

the word provides different form of Word Cloud. 

This makes the system much better than the text 

based CAPTCHA generator because the Word Cloud 

generator is not limited while the CAPTCHA is. 

Therefore the 1st part of the Word Cloud is better  

than the Text Based CAPTCHA system. 

The 2nd part is quite challenging. It consists of 

questionnaire where array of questions will be given 

and the user needs to select the appropriate answer 

from the 1st part of the Word Cloud. This is how a 

Word Cloud system comprises of two part  where 

both the parts are crucial and need to be implemented 

with care. 
 

 
Figure 2: Word Cloud Modules 

 

In the above figure a Word Cloud Module is 

dissected into three parts. One in which the text 

formation will take place by the provided words, 

another part there will be array of question and in 

third part the time bound limit is implemented to 

control wrong input. This entire module will be 

presented to the users at the monitor who are using 

the website. 

Along with the proposed secured system the system 

consist of a time bound feature. This feature allows 

preventing Denial of Service attack. The introduced 

feature is not present in existing Text-Based 

CAPTCHA system. 

 

IV. RESULTS 

 

The purpose of implementing a Word Cloud in 

website was to replace the existing weak text-based 

CAPTCHA system. Initially website using Text- 

based CAPTCHA was susceptible to various attacks 

carried out by using Machine Learning. It has become 

very easy to train the bot to crack online CAPTCHAs. 

Hence various advanced CAPTCHA was introduced 

but they all are derived from the base model, which is 

considered to be weak. 

Therefore this paper proposed Word Cloud System to 

replace the Text-based CAPTCHA system. Word 

Cloud is a robust solution because it consists of many 

elements such as dynamic word formation, available 

in different shades of colors, sizes and combination of 

small and capital letters. With a motive to help 

website owner protect their data from getting it into 

the wrong hands, a secured robust solution is 

provided. 

The implementation of the thesis work is given 

below. The results were recorded and the screenshot 

provides detailed analysis of the same. Steps are as 

followed 

 

Implementation of the Word Cloud Security 

System 

 

Step 1: Import the WordCloud from the 

workspace index.jsp in eclipse 
 

 
Figure 3: Import the Project in the Eclipse application and 

load the index.jsp file 

 

In the above figure, once the launcher is ready then 

import the project file and load the index.jsp file from 

the workspace. This file contain logic for the thesis. 
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Step 2: Run the application in the console 

 

 
Figure 4: Run the index.jsp file 

 

In the above figure, the index.jsp file is made to run 

by right clicking the run green arrow at the top of the 

panel. 

 

Step 3: The localhost will fire up in the browser 

 
Figure 5: Localhost display the application locally 

 

In the above figure, the link 

http://localhost:8080/WordCloud/index.jsp will run in 

the URL and automatically get the Word Cloud 

System running on your machine locally. On can do 

the testing of the application beofre deploying it in 

the actual environment. 

 

Step 4: The Word Cloud system will be  displayed 

 
Figure 6: The Word Cloud System Display 

 

In the above figure, the Word Cloud will display as 

soon as the user opens the Webpage. The application 

can be used in various domains as per the 

requirement. The Word Cloud can display both Word 

generator and question randomly on the screen. 

 

Step 5: The Word Cloud System: Randomly 

generate a Word Cloud with a question for User 1 

 

 
Figure 7: Example for the Word Cloud System for User 1 

 

The above figure explains that with same question 

displayed on the screen will give users different Word 

Cloud options. The User 1 is provided with a Word 

Cloud challenge. And it is expected to give correct 

input. This allows dynamic use of word and gives 

multiple arrays of option. In case of Text- Based 

CAPTCHA the generation of it was limited. 

 

Step 6: The Word Cloud system: On every user 

provided input 1 

İn the below given figure, a Dynamic Word Cloud 

System is provided for user. An input is expected 

from user. İn input 1 user need to answer the 

following question correctly by entering  the answer 

in the check box. 

 

 
Figure 8: Dynamic Word Cloud System taking Input 1 from 

User 

 

Step 7: The Word Cloud system: result for input 1 

 
Figure 9: Correct User Input 1 for Dynamic Word Cloud 

System 

 

The above figure, it shows a dialog box of correct 

WordCloud!! on every correct answer from user 1. 
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Step 8: The Word Cloud system: Randomly 

generate another Word Cloud with a question for 

User 2 

 
Figure 10: Example for the Word Cloud System for User 2 

 

The above figure explains that with different  

question displayed on the screen will give users 

different Word Cloud options. The User 2  is 

provided with a Word Cloud challenge. And it is 

expected to give correct input. This allows dynamic 

use of word and gives multiple arrays of option. In 

case of Text-Based CAPTCHA the generation of it 

was limited. 

 

Step 9: The Word Cloud system: On every user 

provided input 2 

 

 
Figure 11: Dynamic Word Cloud System taking Input 2 from 

User 

 

İn above figure, a Dynamic Tag Cloud System is 

provided for user. An input is expected from user. İn 

input 2 user need to answer the following question 

correctly by entering the answer in the check box. But 

if incorrect answer is provided then the Tag Cloud 

system will not work. 

 

Step 10: The Word Cloud system: result for input 

2 

 

 
Figure 12: Incorrect User Input 2 for Dynamic Word Cloud 

System 

The above figure, with every invalid answer from 

user it shows a dialog box of an incorrect 

WordCloud!! (Tag Cloud) 

 

Step 11: The Word Cloud system: On Refresh 

 

 
Figure 13: Refresh option 

 

The above figure shows that the dynamic Word 

Cloud will give you dynamic two staged input that is 

1st to solve Word Cloud and 2nd to solve the 

question. On every refresh option users can refresh to 

get new challenges. 

 

Step 12: Time Limit Imposed 

 

 
Figure 14: You Attempted more than 3 times 

 

The above figure explains that if a user attempt more 

than three wrong input then the webpage will throw 

an error message to the user. And block the access. 

This is how a secured implementation of the Word 

Cloud system was achieved successfully. This feature 

is not available in the Text-Based CAPTCHA system. 

 

In this chapter, the results were recorded after 

implementing the methodology presented. This not 

only explains how one can follow the steps but also 

provide a new way of implementing security 

mechanism to help user keep safe online. The 

automated attacks and threat from Machine Learning 

can be prevented. But research work is  not limited 

till here. This paper provide the basic prototype for 

the Word Cloud System with time bound limit 
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feature. This need to be upgraded with new features in 

order to overcome more advanced attacks in future. 

 

V. CONCLUSION 

 

This paper presents the research work on The 

Dynamic Word Cloud System integration within the 

website. The motive behind implementing such 

system was to increase the security level and to 

replace the weak text-based CAPTCHA system. The 

intention was to help website owner realize the 

importance of securing the information from the 

attacker. The Word Cloud System is a great way to 

minimize attack vectors, as it is capable of preventing 

Denial of Service attack. The challenges faced during 

the implementation phase were solved successfully 

and aimed to keep improvising the system. Not just 

limited to this, solutions are provided to every 

website owner, that they should carry a Threat 

Modeling approach or a Cyber Kill Chain in order to 

identify the weaknesses and attack vectors. By this 

approach website owner can be one step ahead of the 

attacker. Therefore this paper aimed to achieve a 

better alternative for weak Text-Based CAPTCHA 

and provide security approach to keep information 

safe online. Hence the Dynamic Word Cloud System 

was proven to be the robust solution with security 

features. 
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