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Abstract - In recent years, almost all the countries are facing threats from terrorists and intruders from their border areas, 

challenging the internal security of the country in those areas, despite the existence of advanced defense systems, attacks and 

intrusions still occur. Defense systems tried to stop ongoing attacks and detect occurred attacks. However, often the damage 

caused by an attack is catastrophic. Intruder itinerary prediction is an important capability and difficult task that can help us 

to make a one step ahead prediction against possible serious intruders, and automatically responding to attacks in a timely 

manner. Our research presents a survey of existing intruder itinerary prediction using WSNs techniques.  
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I. INTRODUCTION 

 
The continuous evolution in wireless sensor network 

technology make it possible to implement the 

wireless sensor networks (WSNs) in a variety of 

scenarios, one of this scenarios is the intruder 

localization, each position given by a sensor is used 

to reach an important technology for ensuring safety 

of countries especially critical areas which is the 

intruder trajectory prediction. 

 
The trajectory, which is a moving path of an object, 

can be described as a series of line segments [1], 

predicting the itinerary ( trajectory ) of a moving 

object has become a necessary job, a lot of research 

has addressed to the intruder tracking, monitoring and 

surveillance using WSN, but a few of them have dealt 

with the itinerary prediction. The purpose of this 

paper is to introduce, summarize and compare some 

of the trajectory prediction techniques currently used. 

Among this techniques we will talk about Hidden 

Markov Model (HMM), Bayesian network, Kalman 

filter, Artificial Neural Networks and linear 

regression. 

 

II. RELATED WORK 

 
Approaches to the trajectory prediction problem 

largely depend on the underlying assumptions about 

the motion of the agent or object of interest. In [2] 

authors present a Bayesian framework that estimates 

both the intended goal destination and future 

trajectory of a mobile agent moving among multiple 

static obstacles, Pierre et al [3] proposed a method to 

predict the trajectory of o moving objects in a robotic 

environment in real-time where the position, velocity, 

and acceleration are estimated by several neural 

networks. In [4] an approach was presented to predict 

future motion of a moving object based on its past 

movements, the proposed approach exploits the 

similarities of short-term movement behaviors by 

modeling a trajectory as concatenation of short 

segments.  

 
Wesley et al [5] presents a hybrid method for 

predicting human mobility on the basis of Hidden 

Markov Models (HMMs), the proposed approach 

clusters location histories according to their 

characteristics, and latter trains an HMM for each 

cluster. JaeHwei et al [6] proposed a novel approach 

to estimate the real-time moving trajectory of an 

object. The object’s position is obtained from the 

image data of a charge coupled device camera, while 

a state estimator predicts the linear and angular 

velocities of the moving object. To overcome the 

uncertainties and noises residing in the input data, a 

Kalman filter and neural networks are utilized 

cooperatively. In [7] authors present a series of 

techniques for predicting a future path of an object 

moving on a road network, they propose a novel 

method for predicting a future path of an object in an 

efficient way by analyzing past trajectories whose 

changing pattern is similar to that of a current 

trajectory of a query object. We next present the most 

used prediction methods.  

 

III. PROBLEM DESCRIPTION 

 
In this paper we study the techniques proposed by the 

researchers to solve the problem of predicting the 

future trajectory of an intruder. 

Predicting is making claims about something that will 

happen, often based on information from past and 

from current state. Trajectory prediction can be 

divided into two parts: the first which is detection and 

localization of the target through its evolution inside 

an area of interest using WSN. The positions of the 

target will be employed to get the appropriate 

prediction model and as a result the right trajectory. 

The second part is the prediction model, many 

techniques are available but a few of them have been 

tested, therefore we will see in this paper the most 

useful models, each technique has its characteristics 
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its advantages and inconvenient. In the following 

section we will describe in detail each technique 

which are presented in Fig.1.  

 

 
Fig.1. prediction models 

 

IV. TAXONOMY OF TRAJECTORY 

PREDICTION TECHNIQUES  

 

Intruder trajectory prediction has received 

Considerable attention in recent years and the 

solutions can be mainly classified into five schemes: 

 

A.  Hidden Markov Model 

Hidden Markov Models (HMMs) are a well-known 

approach for the analysis of sequential data, in which 

the sequences are assumed to be generated by a 

Markov process with unobserved (i.e., hidden) states 

[4]. HMM is a statistical model used to describe the 

Markov process with unknown parameters. It is often 

used to look for some changing patterns in a period of 

time and analysis a system. The state which we hope 

to predict is hidden in the appearance, and is not what 

we observed.  

 

a)  HMM elements 

 

(1) The hidden states S = { S1 , S2 ,..., SN }, which 

meet the Markov property, where N indicates the 

number of hidden states as shown in Fig. 2. 

(2) The observed states O = { O1 , O2 ,..., OM }, 

associated with hidden states in the model, which can 

be obtained by direct observation (the number of 

observed states is not necessarily equal to the number 

of hidden states), where M  is denoted as the number 

of observable states. 

(3) The initial state probability matrix π represents 

hidden state probability matrix when in the initial 

timestamp t = 1. For example, when t = 1, P ( S1 ) = 

π1 , P ( S2 ) = π2 and P ( S3 ) = π3 , initial state 

probability matrix π =[ π1 , π2 , π3 ]. 

(4) The transition probability matrix A of hidden 

states, describes the transition probability between 

hidden states in HMM, where aij = P( Sj | Si ), 1 ≤ i , 

j ≤ N , indicates that in timestamp t+1, the probability 

of state S j is aij , in the condition of state Si in times 

tamp t.  

(5) The Confusion Matrix B of observed states, 

describes the transition probability between the 

hidden states and observed states in HMM, where bij 

= P ( Oi | Sj ) (1 ≤ i ≤ M ,1 ≤ j ≤ N ) represents what 

the probability of observed state Oi is in the condition 

of hidden state Sj in times tamp t. 

 

 
Fig. 2. Example of an HMM. 

 

b) HMM basic problems 

 

Learning, decoding, evaluation [8] 

Learning: determines the parameters of the model. 

Can be solved by the Baum-Welch algorithm. 

Decoding: determines the most probable state 

sequence. Can be solved by Viterbi algorithm. 

Evaluation: computes the probability of the 

observation sequence. Can be solved by Forward-

Backward      algorithm. 

Forward-Backward algorithms:  

The Forward value (αt(i)) is the probability of the 

partial observation sequence, o1 , o2 ,…, ot until time 

t and given state si at time t. One can solve for αt(i) 

inductively as follows: 

 

1. Initialization: 

α1(i) =  πi bi ( o1 ),1 ≤  i ≥  N  
2. Induction:  

α t + 1 = [  αt(i) aij ] bj ( ot + 1 )N
j=1 , 1 ≤  i ≥

 T + 1, 1 ≤  j ≥  N . 
3. Termination: 

p( o | λ ) =    αT(i) N
j=1   . 

The backward value βt(i) is the probability of the 

partial observation sequence from t+1 to the last time, 

T, given the state si at time t and the HMM λ . By 

using induction, βt(i) is found as follows: 

1. Initialization: βT(i) = 1, 1 ≤  i ≥  N .  
2. Induction: β t =    aij bj( ot ) βt + 1 (j)  N

j=1 , t =

 T − 1, T − 2, . . . ,1, 1 ≤  i ≥  N . 
The backward variable is not used to find the 

probability p( o | λ ) . Later, it will be shown how the 

backward as well as the forward calculation are used 

extensively to help one solve the second as well as 

the third fundamental problem of HMMs. 
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Viterbi Algorithm: 

The complete procedure for finding the best state 

sequence, which is done via the array ψt(j) , can now 

be stated as follows: 

1. Initialization:  

𝛿1(𝑖) =  𝜋𝑖 𝑏𝑖( 𝑜1 ), 1 ≤  𝑖 ≥  𝑁, 𝜓 1 = 0 . 
2. Recursion:  

𝛿𝑡(𝑗) =  𝑚𝑎𝑥 1 ≤  𝑖 
≥  𝑁 [ 𝛿𝑡 − 1(𝑖) 𝑎𝑖𝑗 ] 𝑏𝑗( 𝑜𝑡 ) , 2 
≤  𝑡 ≥  𝑇, 1 ≤  𝑗 ≥  𝑁 . 

𝜓𝑡(𝑗) =  𝑎𝑟𝑔 𝑚𝑎𝑥 1 ≤  𝑖 ≥  𝑁 [ 𝛿𝑡 − 1(𝑖) 𝑎𝑖𝑗 ], 2 
≤  𝑡 ≥  𝑇 , 1 ≤  𝑗 ≥  𝑁 . 

3. Termination:  

𝑝 ∗=  𝑚𝑎𝑥 1 ≤  𝑖 ≥  𝑁 [ 𝛿𝑇(𝑖) ]. 
𝑝 ∗  𝑇 =  𝑎𝑟𝑔 𝑚𝑎𝑥 1 ≤  𝑖 ≥  𝑁 [ 𝛿𝑇(𝑖) ] . 
4. Path (state sequence) backtracking: 

𝑝 ∗ 𝑇 =  𝜓 𝑡 + 1 ( 𝑝 ∗ 𝑡 + 1 ) , 𝑡 
=  𝑇 − 1, 𝑇 − 2, . . . , 1 

Baum-Welch algorithm: 

To be able to re-estimate the model parameters, using 

the Baum-Welch method, one should start with 

defining ξt(i,j) , the probability of being in state si at 

time t, and state sj at time t+1, given the model and 

the observations sequence. In other words the 

variable can be defined using the forward and 

backward variables as follows:  

𝜉(𝑖, 𝑗) =
𝛼𝑡(𝑖) 𝑎𝑖𝑗 𝑏𝑗 ( 𝑂𝑡 + 1 ) 𝛽𝑡 + 1 (𝑗)

𝑝( 𝑂 | 𝜆 )
   

=  
𝛼𝑡(𝑖) 𝑎𝑖𝑗 𝑏𝑗 ( 𝑂𝑡 + 1 ) 𝛽𝑡 + 1 (𝑗)

  𝑁
𝑖=1  𝛼𝑡(𝑖) 𝑎𝑖𝑗 𝑏𝑗( 𝑂𝑡 + 1 ) 𝛽𝑡 + 1(𝑗)𝑁

𝑗=1   
  

 
By using these interpretations, a method for the re-

estimation of the model parameters Π,A,B for the 

HMM is as follows: 

                      𝜋𝑖   =  𝛾1(𝑖)                                   (1) 

One should see that last equation can be interpreted 

as the frequency in state s i at time t=1. The next 

equation should be interpreted as the expected 

number of transitions from state si to sj divided by the 

number of transitions from state si . 

                   𝛼𝑖𝑗     =  
 𝜉𝑡  𝑖,𝑗   𝑇−1
𝑡=1

  𝛾  𝑡   𝑖 𝑇−1
𝑡=1

                             (2) 

And finally, next can be seen as the expected number 

of times in state s j and observing the symbol νk , 

divided by the expected number of times in state sj . 

                   bj(vk )= 
 γ t  j T−1

t=1

  γ t  j T−1
t=1

                            (3) 

 

c)  HMM as predictor 

 

The objective of predicting is to estimate the 

probability of hidden state Si,t at time t, given the 

condition that observable state Ok,t is obtained at the 

same time, i.e., Pr( Si,t | Ok,t ) . The challenge is to 

determine the hidden parameters from the observable 

parameters. There are three parameters, which 

represent the overall HMM model λ (λ={A,B,Π}): [9] 

1. Transition matrix (A) 

2. Observation emission matrix (B), 

3. Initial probability matrix (π) of a HMM. 

 

d) Prediction steps 

 

The prediction steps change from a case to another it 

depends on what we want to predict positions, 

prices,...etc. However there are three basic steps that 

does not change, the first one is the model 

construction using Baum-Welch algorithm, the 

second step is to find the most probable current state 

using the Viterbi algorithm, the third step is 

computing the likelihood of the sequence using 

forward algorithm. 

 

B.  Artificial Neural Networks 

Work on artificial neural network has been motivated 

right from its inception by the recognition that the 

human brain computes in an entirely different way 

from the conventional digital computer. The brain is a 

highly complex, nonlinear, and parallel computer 

(information-processing system). It has the capability 

to organize its structural constituent, known as 

neurons, so as to perform certain computations (e.g., 

pattern recognition, perception, and motor control) 

many times faster than the fastest digital computer in 

existence today [10].  

 

ANN is a mathematical model or computational 

model based on biological neural networks. It 

consists of an interconnected group of artificial 

neurons, and processes information using a 

connectionist approach to computation. An artificial 

neuron is a simple unit that computes a linear, 

weighted sum with an additional output function. 

Perhaps, the greatest advantage of ANNs is their 

ability to be used as an arbitrary function 

approximation mechanism that 'learns' from observed 

data [11]. 

 

The most important neural network type is the Multi-

Layer Perceptron (MLP) with strict feed-forward 

architecture of three layers. The connections between 

inputs and outputs are typically made via one or more 

hidden layers of neurons or nodes. The input layer is 

defined to assume the values of the input vector and 

does not perform any additional computation, the 

hidden layer of neurons or nodes is fully connected to 

the input and output layers and usually uses the 

sigmoid function as output function.[11] 

 

ANN techniques are successfully applied in various 

fields such as pattern recognition, control systems and 

signal processing,...etc [8].  

A simple neural network can be represented as shown 

in Fig.3. 
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Fig. 3. A simple neural network 

 

The only known values in the diagram are the inputs. 

Artificial Neural Networks (ANNs) are most often 

chosen for its ability to generalize results from unseen 

data, especially for dynamic systems on real time 

basis. ANNs are parallel computational models 

comprised of densely interconnected adaptive 

processing units. ANNs can identify and learn 

correlated patterns between input data sets and 

corresponding actual target values. ANNs are 

networks of highly interconnected neural computing 

elements that have the ability to respond to input 

stimuli and to learn to adapt to the environment. ANN 

includes two working phases, the phase of learning 

and that of recall. During the learning phase, known 

data sets are commonly used as a training signal in 

input and output layers. The recall phase is perfumed 

by one pass using the weight obtained in the learning 

phase. [12] 

ANN model has equation formula (1) where nj is the j 

neuron from output layer of neural network, ni is the i 

neuron from input layer of neural network, wij is the 

weight between i neuron from input layer and j 

neuron from output layer (weight score between 1 

and +1), bj is the j bias (Bias score is -1 or +1), and 

wj is the j bias weight. 

              nj =    ni wij +  bj wj                        (4) 

 

Artificial Neural Network (ANN) model is adaptable 

model and often used to compare each prediction 

possibility. These are important things to consider in 

designing ANN model for prediction: 

1. The number of input neurons: This number is 

determined based on the database. 

2. The number of hidden layer: The number of hidden 

layer neuron depends on the number of inputs and 

property data. 

3. The number of hidden neurons: A commonly used 

technique in determining the number of hidden 

neurons is calculated experimentally. 

4. The number of output neurons: Generally, ANN 

application and research for predictions use one 

neuron output. 

5. Activation Function: Activation functions are used 

to determine the output of processed neurons. 

 

a) ANN training 

 

Training on Artificial Neural Network (ANN) 

includes an iterative process of the input data so the 

appropriate network and can be used for prediction. 

The purpose of training is to minimize the error, 

which indicates that the ANN model is in conformity 

with the input, in general the back propagation 

algorithm is used.[13] 

 

C. Bayesian Network 

Bayesian network is used as a powerful tool to help 

managers decide in uncertain situations. Bayesian 

networks can consider a set of relationships between 

variables and the confrontation uncertainty in expert 

systems .The basis of Bayesian network structure is 

the Bayes rule that can be expressed as follows: [14] 

 

        p( A|B ) = p( A Λ B )/p(B)                          (5) 

 

Bayesian networks is a formalization of the human 

way of reasoning using propositional logic in 

combination with uncertain events. The definition of 

a Bayesian network given by Jensen [14] is: A 

Bayesian network consists of the following: 

• A set of variables and a set of directed edges 

between variables.  

• Each variable has a finite set of mutually exclusive 

states.  

• The variables together with the directed edges form 

a directed acyclic graph. (A directed graph is acyclic 

if there is no directed path A1 ! . . . ! An s.t. A 1 = A 

n .)  

• To each variable A with parents B1, . . . ,Bn, there is 

attached the potential table P(A|B1, . . . ,Bn). 

A Bayesian predictor uses the conditional likelihood 

of actions represented by variables applying the 

Bayesian formula on a Bayesian network model. A 

Bayesian network is a directed acyclic graph of nodes 

representing random variables (Xi) and arcs 

representing dependencies between the variables. In 

case there is an arc from X1 to X2 then node X1 is a 

parent of node X2. Each variable takes values from a 

finite set and specific probabilities for those values. 

To calculate the joint probability distribution the 

following chain rule is used: [15]. 

 

p  X 1 , . . . . , X n  =  ( X i |parents( X i )n
i=1                

      (6) 

 

a) BN advantages 

 

A Bayesian Network fills a role very similar to other 

Machine Learning algorithms such as an Artificial 

Neural Network (ANN), Decision Tree, or Support 

Vector Machine (SVM). However, a Bayesian 

Network has several unique advantages over some of 

the other Machine Learning algorithms. [15] 

First, a Bayesian Network handles missing values 

very well. 
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Second, a Bayesian Network can be queried.  

 

b) Kalman Filter 

 

In 1960, R.E. Kalman published an article entitled "A 

new Approach to Linear Filtering and Prediction 

Problems”. His research leads him to describe a 

process that will be known as the Kalman filter.  

The Kalman filter is a set of mathematical equations 

that allows a better estimation of the future state of a 

system despite the inaccuracy of measurements and 

modeling.[16]. The filter is very powerful because it 

supports the estimations of past, present, and even 

future states, and it can do so even when the precise 

nature of the modeled system is unknown. 

 

 Dynamic system model 

Kalman filters are based on discrete linear dynamic 

systems. They are often modeled on a Markov chain 

with linear operators and Gaussian noise. At each 

time increment(discrete), this linear operator is 

applied to the current state to get the new state with 

some noise. The Kalman filter is similar to a Hidden 

Markov model(HMM) with one main difference. A 

Hidden Markov model can represent any arbitrary 

distribution for the next value whereas in the Kalman 

filter it is Gaussian. The Kalman filter assumes that 

the state at time k evolves from the state at time (k-1) 

according to: [16] 

       Xk =  Fk Xk − 1 +  wk                             (7) 

where :  

Fk is the state transition model 

wk is the process noise. 

This equation is called the dynamic (plant) equation 

or the system equation.  

 

 The algorithm 

Fig.4. Kalman filter 

 

The Kalman filter uses the previous estimated state 

and the current measurement to calculate the estimate 

of the current state. This means that it doesn’t need 

historical values like a batch estimator and hence it is 

a recursive estimator. The state is represented by two 

variables: Xk , which is the state estimate given 

observations till time k and Pk , which is the 

estimated error covariance matrix or in simple words 

the a measure of the estimated accuracy of the state 

estimate. There are two stages in the Kalman filter 

algorithm namely: [17] 

1. Prediction  

2. Correction 

The KF estimates a process by using a form of a 

feedback control loop. The filter estimates the process 

state at some time and then obtains feedback in the 

form of (noisy) measurements, and then, it repeats 

(see Fig. 4). In Fig. 4, the following notation holds: 

x state estimate 

z measurement data 

A Jacobian of the system model with respect to state 

H Jacobian of the measurement model 

Q process-noise covariance 

R measurement-noise covariance 

K Kalman gain 

P estimated error covariance 

σ p prediction noise 

σ m measurement noise  

As such, the equations for the KF fall into two 

groups: the “prediction step” and the “correction 

step.” The prediction step equations are responsible 

for projecting forward (in time) the current state and 

error-covariance estimates to obtain the a priori 

estimates for the next time step. The correction step 

equations are responsible for the feedback, i.e., for 

incorporating a new measurement into the a priori 

estimate to obtain an improved a posteriori estimate. 

 

D.  Linear regression 

Linear regression is a model that predicts a 

relationship of direct proportionality between the 

dependent variable (plotted on the vertical or Y axis) 

and the predictor variables (plotted on the X axis) that 

produces a straight line.[18] 

Linear regression was the first type of regression 

analysis to be studied rigorously, and has been used 

extensively in practical applications. This is due to 

the fact that regression models which linearly depend 

on their parameters are easier to fit than non-linear 

regression models. In statistics, a linear model uses a 

linear function f(x) to represent the relationship 

between a dependent random variable Y and a k-

dimensional vector of predictor variables x. When we 

have a sample (xi,yi) of n observations, in most cases 

it is not possible to find a linear function f(x) of the k-

dimensional input vector  x for which Equation 

yi=f(xi) holds for all i  (1, . . . , n). So this inequality 

is modeled through a so called error i which is an 

unobserved random variable that adds noise to the 

linear relationship between the dependent variable 

and regressors.[18] 
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V. COMPARATIVE STUDY 

 
The aim of this study was to present the most useful prediction tools and finally to compare between them. 

In order to evaluate the prediction tools, the Table 1 bellow sums up a comparison between the techniques 

explained above, each one of them have its operating principle, its characteristics ( features ), its advantages and 

disadvantages. 

 

prediction 

techniques 

Operating principle Features Advantages Disadvantages 

HMM • Set of states 

• probability of 

occurrence of a state 

depends only on the 

previous state 

• forward-backward 

algorithms  

• Baum-welsh 

algorithm 

• Viterbi algorithm 

• Hidden states 

• Analysis sequential 

data 

• Three parameters 

(λ={A,B,Π} 

• Efficient learning 

algorithms 

• Strong statistical 

foundation 

• Wide variety of 

applications 

• cannot express 

dependencies between 

hidden states 

• HMMs often have a 

large number of 

unstructured 

parameters. 

ANN • group of artificial 

neurons 

• ANN basically sums 

the signal from its 

inputs multiplying 

them with the 

correspondent 

weights. 

• if the result exceeds 

the threshold the 

neuron fires and a 

signal is transmitted at 

the output by a 

transfer function 

• ANN is nonlinear 

model 

• ANN is non-

parametric model. 

• robust performance 

in dealing with noisy 

or incomplete input 

patterns 

• made up of 

computing elements 

• analyze quickly 

complex patterns with 

a high degree of 

accuracy 

• high fault 

tolerance 

• ability to detect 

all possible 

interactions 

between predictor 

variables 

• an ANN can be 

used successfully 

as tools for short 

term prediction and 

forecasting 

• An ANN is not a 

universal tool of solving 

problems, a 

methodology for 

choosing, training and 

verifying an ANN 

doesn’t exists. 

• ANN requires 

excessive training times 

BN • Bayes rule  

• set of variables  

• set of directed edges 

between variables 

• use the conditional 

likelihood of actions 

represented by 

variables 

• applying the 

Bayesian formula on a 

Bayesian network 

model  

• directed acyclic 

graph of nodes 

representing random 

variables and arcs 

representing 

dependencies between 

the variables 

• Missing data 

entries can be 

handled 

successfully. 

• can perform 

several types of 

reasoning  

• computational 

difficulty of exploring a 

previously unknown 

network  

• Calculate the 

probability of any 

branch of the network, 

all branches must be 

calculated.  

Kalman 

filter 

• based on discrete 

linear dynamic 

systems  

• two stages: 

prediction & 

correction  

• Uses the previous 

estimated state and the 

current measurement 

to calculate the 

estimate of the current 

state. 

• estimates a process 

by using a form of a 

• set of mathematical 

equations  

• estimate the future 

state of a system 

despite the inaccuracy 

of measurements and 

modeling  

• supports the 

estimations of past, 

present, and even 

future state 

• provides the 

optimal estimate of 

the states of a 

stochastic 

dynamical system  

• Its recursive 

structure allows its 

real-time execution 

without storing 

observations or 

past estimates  

• KF is able to take 

into account 

quantities that are 

• Some systems are 

hardly modelable 

•Imprecise/incorrect 

knowledge of the state 

dynamics and 

measurement models  
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feedback control loop  partially or 

completely 

neglected in other 

techniques  

Linear 

regression 

• predicts a 

relationship of direct 

proportionality 

between the 

dependent variable 

and the predictor 

variables 

• linear function 

• predicting the value 

of a dependent 

variable from an 

independent variable 

• more simple • Linear regression is 

limited to predicting 

numeric output.  

• A lack of explanation 

about what has been 

learned can be a 

problem.  
TABLE 1. TECHNIQUES COMPARISON 

 

VI. CONCLUSION 

 
In this paper, we have presented five most used 

prediction techniques especially in trajectory 

prediction, and a simple comparison between them 

based on their operating principle, their features, 

advantages and disadvantages. In addition to the 

studied prediction models there are two other 

methods available: Statistical analysis like 

Autoregressive Moving Average (ARMA) model and 

Support Vector Machine (SVM). 
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