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Abstract- MANETs are self-configuring systems of versatile nodes not including the nearness of static foundation. 

MANETs need more security due to its characteristics and for securing data cryptographic technique are required. These 

techniques require the keys for securing data as private and public keys and this key management is a typical sensitive issue. 

Neural network based techniques provide the untraditional methods for it. In the present paper, we have presented the 

simulation of keys and performed different experiments with a forty-bit key set by taking different number of neurons in the 

hidden layers of neural network. A back propagation learning algorithm which is based on feed forward neural network 

pattern is designed. This works has been implemented on different sizes of hidden layers, and results obtained have been 

presented. The results have helped us to conclude that the convergence rate is high in back propagation algorithm. The three 

layered network architecture is taken, larger layered architecture may lead to more time and space complexity. 
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I. INTRODUCTION 

 

The Mobile Adhoc Network (MANET) is a most 

encouraging and quickly developing innovation 

which depends on a self-sorted out and quickly sent 

system. The MANETs are remote transportable hubs 

that helpfully shape a system with no framework. At 

the end of the day, specially appointed systems 

administration permits gadgets to make a system on 

request without earlier arrangement [1]. Along these 

lines, hubs inside a MANET are included in steering 

and sending data between neighbors, in light of the 

fact that there is no organization or pattern preceding 

system of the MANET. MANETs are self-

configuring systems of versatile hubs not including 

the nearness of static foundation [2]. They can 

likewise be enhanced, which implies that all hubs 

don't have a similar limit in words of assets (energy 

utilizations, stockpiling, calculation, and so forth.). 

Because of its extraordinary elements, MANET pulls 

in various true application zones where the network 

topology changes rapidly.  A decent illustration is 

provided by military battle-field systems. All things 

considered, cell phones have distinctive 

correspondences capacity, for example, radio range, 

battery life, information broadcasting rate, and so 

forth[19][21].  

Wireless LANs are easy to implement and hence are 

emerging for quick deployment in new network 

setups. We face a lot of complications in their 

execution and developing a safe secure 

communication. The research work of Sakib et al. 

[27] worked on the process of key generation that 

was based on a hash function for protecting of a Wi-

Fi network [6]. Another work by M K Singh [9][11] 

proposed a network for password authentication using 

neural networks. The designed method of simulating 

the network keys using back propagation algorithm of 

artificial neural network is better than all these studies 

because we have suggested replacing the encrypted 

network identification keys that were stored in 

encrypted files in the networks to be replaced by the 

weight matrices of such trained networks [22][23]. 

The advantage of this is that the network parameters 

of all such encrypted files will then be replaced by 

weight matrices from which it is very difficult to 

deduce which algorithm has been used for encryption 

or what was the network architecture or which 

algorithm has been used for designing the 

network[4][14][17][18]. 

 This paper covers the various aspects as 

MANETs, Cryptography, Key Generation in section 

2, Neural Networks in section 3, Experimental setup 

and training of network in section 4, and section 5 

contains results and discussions followed by 

references.    

 

II. CRYPTOGRAPHY 

 

Encryption is a component by virtue of that the 

message is varied so that lone the sender and 

recipient can perceive [3].   

2.1  Key Generation 

Uniform encryption, otherwise named private-key 

encryption or secret key encryption, includes having a 

similar key for encryption/encoding and 

decryption/decoding process. The inconvenience of a 

mystery key crypto-framework is identified with the 

trading of private keys [3][14][17].  The completely 

circulated endorsement power convention subset 

saves the uniform connections between the 

correspondence substances in MANETs by dispersing 

the weight of key administration to all 

correspondence elements [4][5][8]. Each approved 

hub in the system gets a share of the endorsement 

power's secret key, permitting neighbors to 

administration demands for confirmation. The 

personality based key administration approach 
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obtains ideas from the mostly dispersed testament 

power conventions, however utilizes a character 

based cryptosystem to decrease the capacity 

prerequisite contrasted with traditional open key 

cryptosystems [11][12][13].  

 

III. NEURAL NETWORK 

 

Simulated Neural Networks are computational 

models that have been enlivened by human's focal 

sensory systems [15]. They might be utilized to 

evaluate or rough capacities that rely on upon the 

information sources and yields. In an ANN, 

straightforward counterfeit hubs, known as neurons 

are associated mutually to shape a system like the 

organic neural system. It contains greatly analogous 

circulated processors made up of handling units 

which have the characteristic propensity to store the 

prepared learning [16][25].  

3.1 Models of an Artificial Neural Network 

Any synthetic neural network model haves the 

following elements [15][23]:  

 Input layer – It comprises the entire 

information that has been provided to the system.  

 Hidden layer – It comprises of the entire 

uninvolved data sources that have been provided by 

the first layers.  

 Output layers – It include the yields of the 

neural system.  

 Weights and predispositions – They have the 

impact of expanding or bringing down the net 

contribution of the initiation work contingent upon 

whether it is sure or negative separately.  

 Epochs – The number emphases in a neural 

system.  

 Activation capacities – It’s a deliberation 

that speaks to the pace of terminating in the cell. It is 

utilized for changing the info flag of a neuron into the 

yield flag. A portion of the actuation capacities might 

be characterized as given: 

 Threshold Function –  

∅ vk =  
1, if vk ≥ 0
0, if vk < 0

  

 Uniform Hard Limit Function –  

∅ vk =  
1, if vk ≥ 0
−1, if vk < 0

  

 Piece wise Linear Function – 

∅ vk =  
1, if vk ≥ 1/2
−1, if vk < 1/2

  

 Pure Linear Function – 

∅ vk = vk(n) 

 Sigmoid activation function – 

∅ vk =
1

1 + e(−vk (n))
 

 

3.2 Neural Cryptography 

The venture is intended to execute simulated neural 

system strategy in cryptography. Cryptography is a 

method to encode basic message into diagram content 

for safe broadcast over any channel. The preparation 

of the system has been done utilizing the info yield 

set produced by the cryptosystem, which incorporate 

move and RSA algorithm. The preparation examples 

are watched and examined by changing the measures 

of LM strategy and the quantity of neurons in the 

shrouded layer. Utilizing the united system, the 

model is initially prepared, and one may acquire the 

craved outcome with needed precision. In this regard, 

reproductions are appeared to approve the suggested 

display. All things considered, the examination gives 

a thought to utilize the prepared neural system for 

encryption and decryption in cryptography [11][12]. 

The rising development of innovation in the 

correspondence part has dependably made an 

expanded request of safe channel for the transmission 

of information. Cryptography has dependably 

provided up as a fruitful intends to manufacture such 

channels. These channels discover various 

applications, as in cell phones, web, advanced 

watermarking and so forth furthermore for safe 

transmission conventions [3][9].  

A new approach has been embraced here by applying 

neural system to cryptography. Accordingly, if there 

should arise an occurrence of move diagrams, the 

exchange of message would not be sheltered if the 

key is open. So sending it over a neural system, 

where in, taking the key private, the exchange gets to 

be safe. Likewise, on account of RSA cryptosystem, 

where two keys are included which might be 

effectively recovered by taking care of the variable 

issue, the execution of neural system serves as a 

proficient strategy[20][24]. 

 

IV. NEURAL CRYPTOGRAPHY MODEL 

 

There have been numerous studies that have 

demonstrated the delightful association between 

neural systems and cryptography. They exhibited that 

synchronization of neural systems can prompt to a 

strategy for trade of secure messages or keys. They 

showed that when two counterfeit neural systems are 

prepared by appropriate learning rules e.g. Hebbian 

rules, on their shared yields, then these systems can 

create proportional conditions of their inward 

synaptic weights. The systems synchronize to a state 

with indistinguishable time subordinate weights. 

These synchronized weights are then utilized to build 

a key trade relation [2][23]. It was observed that it 

was difficult to unscramble the secure messages. This 

was basically on the grounds that the weights of 

neural systems amid synchronization was a NP-

difficult issue. However, the researches with 

conducted for preparation of the safe channel. These 

outcomes opened up new roads in present day 

cryptography, and demonstrated how harmonization 

by shared learning in neural systems can be linked to 

mystery key trades over open channels. This and 

comparative results later offered ascend to the field of 

Neural Cryptography [12][13][24].  
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Neural cryptography manages the issue of key trade 

between two neural systems that are utilizing the 

common learning idea. Two neural systems that are 

prepared on their shared yield synchronize to an 

indistinguishable time dependant weight vector. The 

two systems trade their yields (in bits) and the key 

between the two conveying gatherings is in the long 

run spoke to in the last learned weights, when the two 

systems are said to be synchronized. This novel 

marvel has been utilized for production of safe 

cryptographic secret keys on an open channel. In this 

type of neural synchronization based key trade, the 

safety of the procedure is put at hazard if an outer 

aggressor is fit for synchronizing with any of the two 

gatherings i.e. the end point neural systems, amid the 

learning (or preparing) handle [6][15][22][26]. 

 

4.1 Key Exchange using Neural Networks 

In these frameworks, minute changes in starting 

conditions create exceedingly varying results, making 

the forecast exceptionally troublesome. This happens 

despite the fact that these frameworks are 

deterministic, which means this sort of conduct exists 

with no arbitrary components included. One well 

known model of confused frameworks is 

disorganized maps. Disordered frameworks some of 

the time demonstrate the property of synchronization. 

Synchronization is the coordination of occasions to 

work as one framework, or the fulfilment of 

proportionate states in frameworks while cooperating 

with each other. Most frameworks and specially the 

stochastic ones might be just roughly synchronized. 

Stage synchronization is one of the broadly utilized 

ideas of synchronization. It is the procedure by which 

at least two cyclic signs have a tendency to sway with 

a rehashing arrangement of relative stage edges.  

 

Figure 1: Public Channel using Neural Synchronization based 

Key Exchange 

 

Figure 1 shows the process of deciphering the right 

bits in the ideal time. Along these lines, it appeared 

that utilizing the synchronization and turbulent 

qualities of dynamical frameworks may give new and 

proficient cryptosystems. Even the counterfeit neural 

systems have been connected and attempt different 

things in a few types of cryptographic 

frameworks/methods [7][20][23]. 

 

V. EXPERIMENTAL ENVIRONMENT 

 

5.1 Training of Ciphers 

The neural system might be prepared utilizing the 

plain content ( P ) and the standardized C provided 

and utilizing MATLAB. The preparation begins as 

takes after:  

 Initiate neural system tool kit, NNTool in 

MATLAB.  

 Introduce every info (P) and target yield 

esteem (Normalized C).  

 Make a 2 layer feed forward arrange, with a 

recognized number of neurons in the shrouded layer. 

Additionally, select an exchange work. For represent 

issue, sigmoid capacity is chosen.  

 Correspond to the test point standards for 

systems with differing parameters. We can take 

number of shrouded neurons as 15. We utilize diverse 

benefits of preparing parameters and fuse the 

prepared ANN comes about.  

We have taken WEP/WPA security keys of two Wi-

Fi networks collected from the network sniffer tool as 

an input. Standard 64-bit WEP uses a 40 bit 

symmetric key for encryption. For the simulation 

purpose, we convert these WEP 40 bit keys into 

binary and fed them as an input in the Neural 

Network [20][22][23]. The Back propagation learning 

algorithm has been applied in all the experiments. 

The training has been performed using nine different 

architectures [6][7][26]. We have performed five 

training for different network setups. In the present 

work, we have given the results of three such 

experimental setups. The architecture that we have 

used is 40 by 10 by 40, 40 by 20 by 40 and 40 by 30 

by 40. The training performance of all these have 

been shown considered [10][15][18].  

 

VI. RESULTS AND DISCUSSIONS  
 

6.1 Experimental Setup Training using Neural 

Networks  

Parameter Value 

Neurons in Input Layer 40 

Number of Hidden Layer 1 

Neurons in Hidden Layer 10, 20,30,40 

Neurons in Output Layer 40 

Number of Epochs 6,5,6 

Time 1 sec 

Minimum Error 

Permitted 

0.001 

Initial Weight and Biased 

Term Value 

Value between 0 

and 1 
Table 1: Training Parameters of Network. 

 

Table 1 shows the parameter of networks designed, it 

contains information about input layer, output layer, 

hidden layer, neuron in hidden layer, number of 

epochs, time,  minimum permitted error,  initial 

weight and bias term values. Figure 2 demonstrate the 
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architecture of network designed. The Back 

propagation learning algorithm has been applied in all 

the experiments. The training has been performed 

using nine different architectures with five training 

for different network setups. 

 
Figure 2: Neural Network Architecture for Network Topology 
 

The performance graph of training of neural network 

generated in MATLAB has been considered here. It 

is observed that the training was successful and the 

network was able to learn and recall the training 

parameters in about 5 to 6 epochs for various training 

sets. 

6.2 Analysis of the behaviour of Hidden Neurons 

of the Networks Based on MSE 

 
Table 2: MSE for different neurons in hidden layer. 

 
Figure 3: MSE for different neurons in hidden layer. 

The summarizes of average MSEs results that arrived 

from the different network performances. The Mean 

Square Error (MSE) has been evaluated for each of 

the experiments and is found to be varying with the 

number of neurons in the hidden layer [10]. The data- 

table have been shown in table 2, figure 3. 

6.3 Analyze the Behavior of Hidden Neurons of 

the Networks Based on Epochs 

The table 3 gives us the average epochs for different 

trainings sets of hidden neurons. We have created the 

graphs on the basis of average number of epochs v/s 

different number of neurons in the hidden [15][18].  

The procedure of training phase involves the 

adjustment of weights and biases of the Neural 

Network to optimize the performance of the network. 

The Levenberg-Marquardt (Trainlm) algorithm was 

applied to increase the speed of the network. Mean 

Square Error (MSE) is the default performance 

function of the feed forward network [23]. 

Experimental results show the performance of back 

propagation algorithm for the security of Wi-Fi. 

Initially, five hidden neurons were taken for the 

experiment, after every run count of hidden neurons 

increased up to forty five.  Table  3 show five trials of 

each experiment with hidden neurons increases by the 

count of five for each experiment and after five trials, 

average result of MSEs is taken for the discussion. 

On the basis of calculated average, a graph is plotted 

between different volumes of hidden neurons and 

average MSEs.  
 

No. 

HNs 

Trainin

g Set 1 

Trainin

g Set 2 

Trainin

g Set 3 

Training 

Set 4 

Training 

Set 5 

Epochs

/ 

Networ

k 

5 6 6 6 6 6 6 

10 6 6 6 6 6 6 

15 5 5 6 6 6 5.6 

20 5 5 5 5 4 4.8 

25 6 6 6 6 5 5.8 

30 6 6 5 5 6 5.6 

35 6 6 5 5 6 5.6 

40 7 7 5 6 5 6 

45 5 5 5 5 5 5 

Table 3: Results Epochs/Network Calculated by Back 

Propagation Algorithm 

 

The simulated outcome of the experiment indicate 

that the performance of each network varies depend 

upon weights. Table 3 and figure 4 shows five trials 

of each experiment on the basis of iterations and after 

five trials, average result of different iterations is 

taken. The purpose behind experimenting on these 

different network topologies is to observe the best 

performing architecture for our problem of MAC 

addresses being stored in the network [16]. The best 

results were obtained for the network of 40 by 20 by 

40 wherein the training was successfully achieved at 

six epochs. Our two other experiments give us 
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variation in training performance and epochs. The 

network architecture of 40 by 30 by 40 also 

converges successfully but with a different training 

time. We have presented in tabular form the 

performance of different networks designed for these 

experiments in tabular forms. The number of 

iterations had very less differences. The training 

graphs of these networks vary in the first two and the 

second last training sets. It was also observed that 

network architectures of 40 by 15 by 40, 40 by 25 by 

40, 40 by 30 by 40 and 40 by 35 by 40 have shown 

almost equal number of epochs though they had taken 

different times for their training [20].  

 

 
Figure 4: Epochs/Network Calculated by Back 

Propagation Algorithm 

 

The networks with twenty neurons in the hidden layer 

took a time of one second to train whereas a larger 

sized architecture of thirty neurons in the hidden layer 

take almost five seconds to train. We would like to 

add that the experiment with back propagation 

algorithm successfully converges with minimum cost 

of computation. Though an increase in number of 

neuron sin the hidden layer makes the network 

stronger but with a side line that more training time is 

required along with an increase in storage capacity. 

Thus, the performance of a BPNN depends solely on 

its architecture [24]. The experiments with a fix set of 

input file we had performed experiments using 

different network architecture to access and analyze 

the best performing network architecture [10]. Thus, 

the training simulation is proportional to the number 

of neurons in the hidden layer also, we have taken 

only single hidden layer in all the network because 

we were successful in storing the pattern of keys in a 

three-layered network architecture. In case if such 

networks fail to converge or take a huge time in 

converging, then we always have an option of four 

layered network architecture that contains two hidden 

layers besides an input and output layer. An 

unnecessary increase in number of neurons in the 

hidden layer can lead to fitting problems [23]. 

 

VII. CONCLUSION 

 

In the present paper, we have presented the 

simulation of wireless keys based on the patterns of 

WEP/WPA protocols. We have performed different 

experiments with a forty-bit key set by taking 

different number of neurons in the hidden layers of 

neural network. We have used back propagation 

learning algorithm which is based on feed forward 

neural network pattern. 

 

We have worked on different sizes of hidden layers, 

and results obtained have been presented. The results 

have helped us to conclude that the convergence rate 

is high in back propagation algorithm. The 

convergence rate is good when we take half the 

number of neurons in input layer. According to the 

time or space complexity for this three-layer 

architecture with about half the number of neurons in 

hidden layer to that of input or output layer is used.  
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