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Abstract - We are living in digital era where technologies are retouched and proliferate  rapidly day by day because of this 

whole society in fence with gadgets .Criminals are also encourage by technologies and crime is converted into cybercrime 

with the assistance of computers (Desktops), laptops, mobile phones, etc. To quest criminals and to get rid of cybercrime, a 

new branch of forensic science is introduced which Digital forensic science is thus encompassing the investigation, track 

evidence with the help of electronic media and recovery of materials found on digital devices. The nature of crime is still 

same but the way has changed completely now criminals are using technology to get close to victims instead of going in 

victims place. In this paper we will discuss about what is cybercrime, explore different categories of cyber-attacks, the Deep 

web and who digital forensic helps in detection and controlling in cybercrimes. We conclude our study by analyzing some 

modification required in present digital forensic model and proposed future actions that should be taken to tackle cyber-

crime and harden cyber security. 
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I. INTRODUCTION 

 

Technology flourish and freshness making it more 

challenging to detect cyber-crimes. From last some 

couple of years, 689 million people in 21 countries 

experienced cybercrime in their daily lives
[1]

. It has 

become so passable that many people equally fear 

online risks and real-world risks. Most of the people 

believe it has become more rigorous to stay safe 

online in the past five years than in the “real world”. 

Indians are cursorily becoming the largest users of 

several mobile applications and websites. Various 

security service providers says this make it more 

challenging in the field of security. So this is very 

convenient for cyber criminals to attack online 

through fake apps by putting them in play store. 

 

“With banking increasingly becoming an integral 

part of mobile device usage, attackers have begun 

building more sophisticated capabilities into their 

mobile banking malware. By staying under the radar, 

they steal more than just credit card data, and bypass 

security mechanisms,” notes Nilesh Jain, vice 

president, South East Asia and India, Trend Micro. 

 

One of the very famous cases of cybercrime in virtual 

world is “The game Blue Whale challenges”, created 

by, 21 year old Russian Phillip bedecking, which was 

played by children in the virtual world, had claimed 

an estimates 130 lives across the world during 2015-

2016 
[2]

. 

According to Symantec, 45% of the most popular 

Android apps and 25% of the most popular iOS apps 

request location tracking, 46% of popular Android 

apps and 24% of popular iOS apps request permission 

to access device’s camera, and email addresses are 

shared with 44%s and 48% respectively 
[3]

. 

 

Most of the consumers (58%) say they are more 

likely to experience cybercrime than get the flu, so 

it’s no surprise that 76% of consumers say they are 

more of the time alarmed than ever about their 

privacy and 95% believe that it’s very important to 

require companies and organizations to give 

consumers control of their personal data, including 

44% who believe it is absolutely necessary that 

companies do this, or consequently be fined
 [4]

. 

 

As people continue to seek convenience, it’s very 

important to practice simple cyber safety measures1: 

 

a. Try to use strong passwords: Try to don’t 

repeat your passwords on different sites and 

applications. Make them very complex and pick 

a random combination of words that includes a at 

least 10 letters, numbers, and symbols. 

b. Always keep your software updated: Cyber 

criminals try to frequently use known exploits, or 

flaws, in your software to gain access to your 

application through network. When any software 

or application gets updated, it also changes its 

security measures. 

c. Use full-service internet security suite: Invest 

on the security suite that offers real-time 

protection against existing and emerging 

malware including viruses and helps protect your 

private information when you go online. 

 

d. Manage your social media settings on private 

mode: when you open any account on social 

media, Keep your personal and private 

information locked down. Social cybercriminals 

can often get your personal and financial 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 

Volume-7, Issue-8, Aug.-2019, http://iraj.in 

Technology Revolution gives Cybercrime a Boost: Cyber-Attacks and Cyber Security 

 

6 

information with just a few data points, so less 

share information publicly. 

 

e. Strengthen your home network: A VPN will 

help encrypt all traffic which can be sent and 

received from your devices. If cyber criminals 

can manage to access your network, they will not 

be able to intercept the data being sent over your 

network. 

 

f. Adopt necessary course of action to get 

protect yourself anti-identity theft: When use 

effectual shopping online, using any secure 

network, any card reader devices or ATMs any 

other transaction online etc. you should always 

alert on each and every notification. You should 

always take advantage of protection tools 

available like ID theft alarms and EMV chip 

credit/debit card as an extra protection. Cyber-

attacks are not sometimes complained by 

industries and companies because they all are 

concern about bad publicity. Knowledge plucked 

from cyber-attacks can be help to analyze 

method and procedure of cyber-attacks and 

develop security masseurs 
[5]

. 

 

Here we discuss some important and necessary 

actions for saving one from cyber-attack. Each and 

every one should follow these steps in their daily life 

so that they can prevent themself from cyber-crime. 

There are more course of action for prevention of 

cyber-crimes but these are necessary one. 

 

II. DEFFERENT CATEGORIES OF CYBER-

CRIME 

 

The U.S. Department of Justice explains cybercrime 

as illegal acts that utilize computer and network for 

storage of most of the evidence. The U.S. Digital 

Media copyright Act(DMCA) of 1998 specifies that 

swap of files of copyright material and content like 

music and video is an illegal and punishable by law
[6]

.
 

Now cybercrime effects on network, economy, 

normal human life, government sectors and private 

sectors with different ways and it is creation threats to 

everyone’s privacy, economy and social life hence it 

is duty of cyber experts to create another more secure 

driveway for normal human being which must 

convenient as well. 

Based on security and technology cybercrime may be 

categories is many series like- 

 

1. Child pornography: Online pornography which is 

illegal and involves minors in sexual activities. Some 

disallowed activities which include trading upon 

children through pornographic images, cyber-sex, and 

prostitution, sex slavery of child, video, chats, 

Webcam Child Sex Tourism (WCST) and sex 

service. 

 

2. Cyber hate speech: There are many ways of 

online hate speech that may affects social rights, 

freedom of expression. Online hatred target religions, 

nationalities, countries, minorities, migrants, gender 

identities, individual disabilities, political parties, 

sports person, youth, old and children. 

3. Cyber offenses against Intellectual Property: 

Some online activities that may transgress the 

protection of patents, trademarks and copyrights, any 

online forgery or robbery, disrupt freedom of any 

individual. 

4. Cyberbullying: This includes use of technologies 

to spoliation of people. Now the days there are a lot 

of memes running in social sites, cartoon pictures, 

unlawful messages in order to mock people, and 

impersonating victims. 

5. Cyber spying: Practice of gaining access of any 

document without permission of holder, government 

or any group  that involve infiltration, interception 

and acquisition of data. Freelance spies utilize 

spyware, surveillance methods, key loggers, data 

traffic interception and communication monitoring. 

6. Cyberfraud: Online fraud or forgery exists in 

many different ways. Victims are tricked through the 

use of digital technologies. Some examples include 

online auctions, stock fraud, credit card fraud, 

telemarketing fraud, false advertising schemes, false 

damage claims, insider trading, cyber smear 

campaigns, ad hoc fraud, computer hoaxes, click 

fraud, Ponzi/pyramid schemes, lottery/sweepstakes 

and contest scams, get-rich-quick schemes, the 

Nigerian scam, ringtone scams, missed call scams, 

text message scams, SMS trivia scams, health scams, 

emergency scams, dating scams, job scams, small 

business scams and service scams. 

7. Cybergrooming: This is an act of ‘befriending’ a 

young and innocent human online by emotional 

connection and by gaining victim’s trust “to facilitate 

himself with sexual contact and/or physical relation 

with the victim with target to sexual abuse.” 

8. Cyberheist: This cybercrime involves a large 

monetary scale theft conducted through online which 

is equivalent to real World Bank heist from banks or 

financial institutions. Malware, hacking or phishing 

techniques are normally major part of this crime. 

Cyber criminals often target one financial 

organization to steal a large amount in a really short 

period of time. The theft may effect whole 

organization or a single account with huge amount of 

cash by e-banking transaction, online payment and 

stealing money from ATMs. 

9. Cybering: This act involves a series of online 

communications of two partners in a sexual manner. 

This is also known as ‘Cybersex’ e.g. among lovers 

who are apart from each other who exchange texts, 

images and video clips with each other. Sometime 

real time videos and chat (images and text) gets viral. 

10. Cyberlaundering:In this process comprise 

commercial transactions using funds from criminal 

activities. Cyberlaundering is based on e-payments, 
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digital transaction and illegal hard cash that are 

converted to illegal electronic money. 

11. Cyberstalking: Electronic means to monitor 

people or organization without their consent (stalk) or 

harass. This illegal activity involves real-time and 

offline stalking to intimidate, defame and/or 

blackmail the victims. 

12. Cyberterrorism: Cyberterroristsis use of 

technology in terrorist activities that conduct violent 

acts that result mostly on civilians in metropolitan 

areas in order to achieve ideological or political gain, 

religious beliefs or personal reasons. 

13. Cybertheft: This act refers financial      profit by 

stealing and selling information from internet in 

every way possible. The dark web is where most of 

the stolen information is sold. Cyber theft most 

include hacking of bank account, commonly sold 

credit or debit card numbers, online auction 

credentials and bank account numbers in intension to 

wrongly sending protected material over the internet. 

14. Cybervandalism: Cyber vandalism is act where 

criminals damages information infrastructures that 

takes place using computer technology for their own 

enjoyment and pleasure. The most common attacks 

are website defacement, using malware to delete data, 

social media account hijacking and Distributed 

Denial of Service Attacks (DDoS). 

15. Data breach: Revealing of personal information 

or data that may breaks confidentially. These damage 

can affect financial loose, physical assets, trade 

secrets of corporate reputation, lawsuits and 

intellectual property. 

16. Hacking: Hacker is a computer expert with 

intelligence and a great technical knowledge but 

when he uses this knowledge in illegal way to cross 

the threshold of gaining unauthorized access in 

network through computer system or any other 

technology it becomes crime. 

17. Identity theft: When cybercriminal deliberately 

use someone else’s identity, for obtaining financial 

benefit or revenge. Here attacker pretend to be 

another person by using someone else’s personal 

information like their name, identifying number, 

debit/credit card number, name, date of birth, 

signature, PIN, electronic signature or fingerprints 

without their permission to gain benefit from access a 

person’s financial resources. 

18. Phishing: Fraudulent act where confidential and 

sensitive information like user identification number, 

passwords and credit/debit card detail steals from end 

user using spam emails and fake websites. Phishing 

kit is an active real time URL that interact with a 

valid website and end user to steal confidential 

information as man-in-the middle. 

19. Religion-related cyber offences: one of the most 

dangerous forms of terrorism “religious terrorism” in 

such cyber offences deliver hate speech against other 

followers of God and other religions. 

 

20. Revenge porn: This cybercrime include the act 

of distributing sexual images or video of a victim 

without their knowledge for sake of revenge or search 

of financial profit 

21. Spam: Spam is incredulous junk text message, 

images and advertisements that are sent by electronic 

means like email, blogs, search engines, instant 

messaging (IM) and smart phones. 

 

III. NEED OF CYBER SECURITY MODEL 

 

Cyber security is a important part of information 

security, this is specifically concentrate on securing 

and protecting computer systems, computer data and 

all digital infrastructure from unauthorized access 

from being hacked, damaged or to be inaccessible. 

All websites, server, data, programs, accounts etc. can 

be exploit through cyber-attack so it need to prevent 

hence cyber security model is extremely needed. 

Cyber security model is needed also because- 

 

1. To prevent further activities from assaulting the 

target again and again. 

2. To take the offender behind the bars. 

3. With the help of the cyber security models, the 

action which led is illegal can be traced back so 

that the perpetrators can be identified and 

determined. 

4. Corporate security professionals and digital 

forensic experts to make available for security to 

their respective networks by the helps in 

improving standards and making them 

convenient for normal human being. 

5. To prevent illegal attacks from eventful again, 

current detection and prevention mechanisms can 

be improved with the help of models. 

 

In recent years number of cases from cyber security 

gets register so cyber security comes under rapid 

development. Degree of impact on government, 

organization and individuals of cyber-crime increases 

day by day hence cyber security model become a 

critical business issue. 

 

IV. THE DEEP WEB 

 

The deep web content are not indexed by common 

search engines and standard web browsers cannot 

access it which is hidden behind HTTP forms and 

could be used in mailing, online transactions and the 

real time services for which user must be paid for like 

online research papers and magazine, video on 

demand etc.
 [7] 

Now Deep web is getting used by 

online subterranean criminal activities; so its major 

component converting in Dark Web. Systems like 

Freenet, TOR and I2P (invisible Internet Project) are 

part of sophisticated Dark Web where most of owners 

deliberately keep hidden most of things from view. 

Here they cyber criminals can sell and buy all illegal 

things online like illegal drugs, malware, weapons, 
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stolen accounts, identity cards, credit/debit cards, 

passport, cyber-laundering things.
[8]

 

A new research is definitely required to detect 

malicious criminal activities, all criminal services and 

illegal online transaction that occur so frequently now 

these days in the Dark Web because the Dark Web is 

providing a safe platform to the cyber criminals. 

 

 
Figure: 1 Three Fold Wave Model of Internet 

 

V. PRESENT ACTION PLAN TO TACKLE 

CYBER CRIME & PROPOSED FUTURE PLAN 

TO TACKLE CYBER CRIME 

 

As cybercrime is increasing day by day with a huge 

ratio but it is very surprising to know about the data 

that there were no considerable arrests made as 

compared to the number of cases got registered. Like 

in 2013, 4356 case got registered under IT Act and 

persons got arrest were only 2098 which is less than 

50%. Similarly 1337 cases reported under IPC 

sections and persons arrested were only 1203 which 

is less than the number of cases got registered. 

Financial sectors are very often get target, it is more 

than 60% of total cyber-attacks.
[9]

 When go through 

the available data it can be conclude that the 

offenders of cybercrime are likely from 18-30 years 

age group followed by 30-45 years means most of the 

young generation involve in cyber-criminal activity. 

 

Present action plan of digital forensic investigation 

with modified standard procedure as given below
 [10]:

 

 

 Step 1: Observe and capture things and generate 

a report on possible tool and set of actions 

suitable for digital evidence retrieval in digital 

forensic. 

 STEP 2: Generate evidence based on real time-

relevance matter like when one got ill on 1-oct-

2018 started taking medicines from that day 

doctor will start observing him/her from that day 

not earlier not later. 

 STEP 3: Inspect all collected data carefully and 

decide whether digital forensic investigation 

procedure is required or not. 

 STEP 4: Enlist the required digital evidence for 

the process and also produce backup copies of all 

evidence for further analysis. 

 STEP 5: Based on digital forensic analysis result 

which gets produced, the seizure for devices and 

it should be conditioned to serious case for 

further process on zone 1. 

 STEP 6: Based on digital forensic analysis result 

generate on zone 1, approach zone 2 digital 

forensic if required and it must be highly 

restricted for very first degree criminal activity 

like terrorism. 

 STEP 7: Generate the end final report and 

update all protection measures to avoid such 

cases in future. 

 

 
Figure 2: Basic Digital Forensic Investigation Model 

 

The new proposed encapsulated model is analytical, 

logistic, interpretative and accurate which renounce 

no errors in case study. Based on analysis done by 

experts digital forensic seems very challenging, 

effective and interesting. This study initiated with 

some old theories and model which are on practice 

and day to day experiences of experts and 

researchers. Now it has revealed many more aspects 

of this field are still untouched even today. Gathering 

and analyzing of data has never been easy, it is still a 
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tough task. Concept of gathering and analyzing data 

for generate result has been revolutionized in process 

of digital forensic which are based on facts and 

authentic always. 
[11]

 

 

V. CONCLUSION 

 

Cybercrimes are spreading his arms all over the 

network which is costing users and institutions 

billions of dollars. Each and Every user should be 

very careful while surfing online and must read every 

instruction about security. With more sophisticated 

methods and technologies future of cybercrime is 

very horrible. Organization should use every possible 

protection against cybercriminals and hackers. With 

the help of anti-virus software, firewalls, biometrics, 

updated version of software’s..etc everyone must try 

to protect himself from cybercrime. Countries and 

international organizations should make more 

powerful laws against cybercrime. Security agencies 

could try to find many more ways to stop cyber-

attacks and provide security to internet consumers. 

Finally, internet users must educate and informed 

about cyber problems and security features and how 

to deal with it. 
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