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Abstract - Secure data access and effective data sharing in public cloud is an problem to solve. This paper focuses on the 
secure data sharing and storage. It will provide high security and efficiency. In this mechanism, group members can 
communicate with each other anonymously. Group members will use a common conference key to share and store data 
securely on cloud. Note that: An elliptic curve cryptography is utilized for secured key generation. 
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I. INTRODUCTION 

 

In the cloud computing the data sharing is the 
technique that allows the user to access the data over 

the cloud. Cloud system can be used for the data 

sharing facilities. This can provide more benefits to 

the users and the organization where data sharing is 

done. With various users from different organizations 

shares data in the cloud, time and cost requires less as 

compared to manually exchanging of data. The Cloud 

provide to many privacy and security attacks for the 

data which is share.  Cloud computing not only 

provides limitless computing resources but it also 

provides limitless storage resources to the users. The 
cloud storage is essential part in the cloud computing. 

The simple solution provided by existing system is to 

users data confidential from the untrusted server is by 

encrypting the data, before uploading it on cloud.   

Our main aim is to achieve the anonymous data 

sharing and access in cloud computing. To achieve 

this we are using two algorithms: One is AES 

(Advanced Encryption Standard) and another is ECC 

(Elliptic Curve Cryptography). 

 

II. LITERATURE REVIEW 

 

Block design -based Key agreement for Group Data 

Sharing in Cloud Computing paper introduces block 

design based key agreement protocol. We can add 

multiple participants in the group. In which flexibly 

extend the number of participants in the cloud. In 

these paper we provide the flexibility. But the 

drawback of this paper is we can not provide the 

more properties like anonimity,traceablity. New 

Algorithms for secure Outsourcing of modular 

Exponentiations paper describes encryption and 

decryption by using the outsource-secure Cramer 
shoup encryptions.The disadvantage of it is, it will 

perform some other expensive operations such as 

scalar operations like multiplications. The Secure 

Attribute based data sharing for resource limited 

users in cloud computing paper aims to tackle the 

computation efficiency and security issues of the data 

sharing. 

III. RELATED WORK 

 

In order to overcome the vulnerabilities, we 
haveproposed an effective access control for cloud 

computing. It provides data confidentiality, 

scalability. So, each data file is encrypted with a 

random key and subsequently the random key will be 

encrypted by the KA-ABE.A secrete key is 

maintained by the group manager which is distributed 

to the authorized users and can be used to decrypt the 

data. Group manager has only the right to delete a 

data file. As earlier the scheme is only designed 

specifically for the one to many communications. 

Whereas  a number of studies has been proposed to 
protect user‟s privacy.  Here, both anonymity and 

traceability are well supported by employing the 

group signature technique. The key management 

System falls into two categories one is key generation 

& distribution.  

 

The second is the key agreement where all the 

members in the determine a common conference key.   

It provides Anonymity as when a user or a group 

manager wants to give the access of the data only to 

the selective users of the group that action will be 
anonymous to the other users. An encrypted key is 

sent to those users, that key and the key in the 

database is compared and then only the data is 

accessible to the users.  Also it provides Traceability 

as when the data is accessed by any user it is notified 

to the Group manager. In the cloud environment key 

distribution may be vulnerable since centralized 

controller is the bottleneck of the system. Moreover, 

the large amount of computation for a common 

conference key may effect on centralized controller. 

Many researchers are trying to design of data sharing 

schemes in the cloud. But even though the problems 
need to be resolved. In this paper, we focus on 

constructing an efficient and secure data sharing 

scheme that can support anonymous and traceable 

group data sharing in cloud computing. Moreover, 

many-to-many group data sharing is supported in the 

proposed scheme. 
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IV. THE PROPOSED SCHEME 

 
The presented scheme can be applied to group data 

sharing in cloud computing with high security and 

efficiency. Our scheme is divided in 3 parts: 

Encryption and decryption, Key generation, file 

access. The proposed system is that the manager or 

the group members can share the file in the group. 

But if the group members wants to share the file then 

they must be register as a manager first and then they 

can upload the file. In addition we can create the 

group  on the spot means we have all the list of the 

member who is register in system as members then 

we select the group members at the time of uploading 
the file. Also if the manager wants to delete the 

uploaded file then he must ask or take the permission 

of the group members. Vice versa if the group 

member wants to delete the file then they will take 

permission of the manager. 

 

A. Encryption and Decryption 

Advanced Encryption Standard is a symmetric key 

algorithm which is used for encryption and 

decryption.AES uses different size data inputs as 128 

bits, 192 bits and 256 bits.It provides different key 
lengths and processes the multiple rounds of 

operations. 

Algorithm 1: 

State=M 

AddRoundKey(State,&w[0]) 

for i=1 step 1 to 9 

subBytes(state) 

shiftrows(state) 
mixcolumns(state,&w[i*4]) 

end for 

subbytes(state) 

shiftrows(state) 

AddRoundKey(state,&w[40]) 

 

B. Key Generation 

Elliptic Curve Cryptography is public key 

cryptography which is used to generate key. ECC 

provides security and also generates smaller size key. 

ECC is more powerful than RSA because of its 

features like faster computations, low power 
consumption and saves memory etc. Algorithm 2: 

1. Select a random number „a‟ within range of n. 

2. Generate public key  Q=a*P. 

P is the point on the curve. Q is public key and  

„a‟ is private key. 

3. Encryption:- Consider M is the point on the 

curve. 

C1= a*P   C2= M+k*Q 

4. Decryption:-  M= C2-a*C1 

 

C. File Access 
Group member will request for data to the manager. 

The manager sends authorized information to the 

cloud. One secret key will be generated and sent to 

the group member. With this member can access data 

from cloud. 

 

V. SYSTEM ARCHITECTURE 

 

 
Fig. 1. Architecture of the System 

 

This system is useful for the different organization 
but we consider this system for the business 

organization . In our system we have three modules 

first is OWNER , second is CLOUD,  and third is  

CLIENT. 

OWNER:  firstly  owner or any member of the 
organization register to the system and then upload 

the file with own signature using ECC and use AES 

algorithm for the file encryption.  Owner  manage the 

group members and also manage the  authorizing the 

group members. 
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CLOUD:  is used for the data storage .In cloud user 

can store the unlimited data efficiently and 
conveniently. Cloud also provide the sharing of data 

service .Cloud is used because cloud cannot delete or 

modify the users  uploaded data  . 

CLIENT :  Same as owner  client register to the 

system if the owner  send the file in  group   then it is 

visible to that group  members otherwise another 

members of that system  are anonymous to that 

process. Using AES algorithm and the  using key  the 

group member  can download that encrypted file . 

 

V. CONCLUSION 

 
We provide the secure data transmission of the data. 

The group data sharing is done with the help of group 

signature technique. The signature is generated by 

using the Key generation method.In addition, our 

scheme can support the traceability of user identity in 

an anonymous environment.And also we sends the 

message to the admin that how many users access the 

file. 

 

 

 

 

 

 

 

 

FUTURE SCOPE 

 
Our main aim is to securely save the data on the 

cloud and access it securely. This can be used in the 

business organizations . As efficient access control is 

achieved with respect to group signature technique. 

Like in the business organization there are various 

departments so any confidential file can only be sent 

to the selected users and this will be anonymous to 

the others. 
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