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Abstract - Cloud computing offers a latest approach of service provision by re-arranging varied resources over the net. the 
foremost major and widespread cloud service is data storage. So on maintain the privacy of data holders, data area unit 
sometimes hold on cloud in associated degree encrypted kind. However, encrypted data introduces provocation for cloud 
data duplication that becomes crucial for big data storage and method in cloud. Ancient replicating schemes cannot work on 
encrypted information[1].They cannot exile support in- formation access management and repeal. that's why, not of them 

could also be immediately deployed in follow. throughout this paper, we tend to gravitate to place forward a topic to 
deduplicate encrypted data hold on in cloud supported freehold challenge and proxy re-encryption[6]. It integrates cloud data 
deduplication with access management. we tend to tend to evaluate its performance supported exhaustive analysis and laptop 
simulations. The results show the superior efficiency and effectiveness of the theme for potential sen-sible activity, notably 
for big data deduplication in cloud storage[2]. 
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I. INTRODUCTION 

 

Cloud computing offer a replacement methodology of 

data Technology service by rearranging numerous 
resources (e.g. storage, computing) providing them to 

users supported their demands. The crucial and 

desired cloud service is knowledge. Storage 

service[3]. Cloud users transfer their personal or 

condential knowledge to {the knowledge|the info|the 

information} center of a Cloud Service supplier 

(CSP) and permits it to take care of these variety of 

data. Since intrusions and attacks to-wards sensitive 

knowledge at CSP aren't evitable . it's sagacious to 

require as a right that CSP can't be trustworthy by 

cloud users[4]. because of the quick growth of 

knowledge process and alternative review 
technologies, the privacy matter becomes serious. 

Hence, the great apply is just to source the encrypted 

knowledge to the cloud so as to safeguard knowledge 

security and user privacy. however similar or 

dissimilar users might transfer duplicated knowledge 

within the encrypted type to CSP, principally in 

situations wherever knowledge area unit shared 

among several users[5]. though storage of cloud area 

is large, knowledge duplication significantly 

misspend network resources, absorb an outsized 

quantity of energy, and complexes knowledge 
management. the event of various services additional 

makes it extreme to deploy systematic resource 

management mechanisms. severally, duplication 

becomes critical for giant knowledge storage and 

process within the cloud[6]. Reduplication has proved  

to achieve high value savings, e.g. reducing upto 90-

95 % of the storage required for backup applications 

and upto sixty eight % in customary in systems. 

Obviously, the savings, which might be passed back 

straightly or incidentally to cloud users, area unit 

signifcant to the political economy of cloud 

business[3]. manner to|a way to} manage the 

encrypted knowledge storage with the duplication in 

associate degree economical way may be a 

practicable issue.However, happiness to the current 
time industrial duplication answer cant handle the 

encrypted knowledge. gift answer for duplication 

endure from brute-force attacks. Reduplication has 

proved  to achieve high value savings, e.g. reducing 

up to 90-95 % storage required for backup 

applications and up to sixty eight % within the 

customary systems[7]. Evidently, the savings, which 

might be came back back straightly or incidentally to 

the cloud users, area unit exceptional to the political 

economy of cloud business. manner to|a way to} 

manage the encrypted knowledge storage with 

deduplication in associate degree regular way may be 
a actual issue. However, gift industrial duplication 

solutions cant handle the encrypted knowledge. gift 

solutions for duplication endure from brute-force 

attacks[8].They cannot regulate knowledge access 

management and take back at a similar time. gift 

solutions cannot responsibility, security and privacy 

with sound performance. during this paper, we tend to 

had given a theme depend on knowledge freehold, 

stand against and Proxy Re-Encryption (PRE) to 

regulate encrypted knowledge storage with 

duplication. we've intention to resolve toughy|the 
problem} of duplication within the state of affairs 

wherever the information holder is untouchable or 

difficult to urge concerned. Meanwhile, the 

performance of knowledge duplication in our theme. 

isn't developed by the dimensions of knowledge, so 

applicable for giant data[9]. 

 

II. HISTORY AND BACKGROUND 

 

Encrypted information Reduplication Cloud storage 

service supplier like Mozy, Dropbox, Google Drive et 
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al. perform duplication to consume less area by 

keeping one copy of every uploaded. However, if the 

shoppers often code their information, storage 

savings by duplication ar fully lost[2]. it's as a result 

of the encrypted information ar keep as completely 

different constituents by applying varied encoding 
keys. Existing industrial solutions fail in encrypted 

information duplication. as an example, DeDu is 

associate degree economical duplication system, 

however it cannot manage encrypted information. 

Restore duplication and client-side encoding could be 

a active analysis topic. Message- latched encoding 

(MLE) intends to resolve this downside. the foremost 

necessary of showing MLE is focused encoding (CE), 

found by Douceur and other[4]s. cerium was used at 

intervals a good vary of economic and analysis 

storage service systems. Let M be a less information, 
a consumer 1st computes a key K hectometer by 

employing a cryptographical hash operate H to M, so 

computes cipher text C EK;M via a oppressive 

biradial encoding schemes. A second client B can 

code identical M and it'll manufacture identical C, 

that allows duplication. However, cerium is subject to 

a elementary security disadvantage, namely, status to 

down brute-force wordbook attacks. Knowing that 

the target information M underlying the target cipher 

text C is drawn from a wordbook S fM1; . . .; Mng of 

size n, associate degree wrongdoer will recapture M 

within the time for n jSj off-line encryptions: for 
every i 1; . . . ; n, it merely Encrypts Mi to receive a 

cipher text indicated as Ci and returns Mi specified C 

Ci. This works as a result of cerium is oppresive and 

keyless[5]. the protection of cerium will solely be 

done once the target information is drawn from a 

large area to exhaust. different downside of cerium is 

that it's not versatile in grips information access 

management by information holders, primarily for 

information revocation method, since it's impractical 

for information holders to come up with identical new 

key for information re-encryption. a picture 
duplication theme adopts 2 servers to realize 

variability of duplication[6]. The cipher text C of 

cerium is encrypted with the assistance of a user key 

so send to the servers. It doesn't alter the information 

sharing when duplication is finished among 

completely different users. Cloud duplication 

conjointly focuses to cope up with the interior 

security exposures of cerium, however it cannot solve 

the matter caused thanks to information deletion. {a 

information|a knowledge|an information} holder UN 

agency takes the information from the cloud will still 

access identical data as a result of the information 
holder is aware of the information encoding key if the 

information isn't deleted from the cloud fully. 

 

III. MATHEMATICAL MODEL 

 

Mathematical Model: 

1. S= I,O,P,F,s,Ic) 

2. Identify set of input as I 

Let I =Set of outsourced data sets by corresponding 

data user  

3. Identify set of output as O 

Let O=store unique file on cloud server . 

4. Identify the set of processes as P PRE= proxy re-

encryption v. AP=Authorized Party. Uo=set of 
owners. 

SE=Symmetric Encryption 

CSP=Cloud Service Provider 

Sk=Symmetric Key 

Op= Output of System 

5. Identify failure cases as F 

F=store duplicate file on cloud server and unable to 

find file ownership. 

6. Identify success as s. 

s=check duplicate file that is already store on cloud 

server If file already exist then duplicate file is not 
stored on cloud only give reference to new file. 

Identify the initial condition as Ic Ic= Outsourced 

data with its privacy privileges to be maintain) 

 

IV. LITERATURE SURVEY 

 

A Veritable Data Reduplication Scheme in Cloud 

Computing Author Name: Z. C. Wen, J. M. Luo, H. J. 

Chen, J. X. Meng, X. Li, and J. Li 
 

 
Fig. 1. Architecture Diagram: 

 

Description: A key technique which is used to 

conserve the storage cost at the cloud storage server 

is called reduplication. Image is one of the crurial 

data type which is stored in cloud, but is not 

frequently discussed in previous works done on 

reduplication. This paper research on the issue and 

also recognizes the reduplication of image storage 

which is in the cloud. In this we consider a task in 
which we allow a cloud server to check the accuracy 

of reduplication. Our scheme consists of various 

advantages over the previous work done, whose 

framework can be described with the help of 

following algorithms. At First, before each of the user 

uploads an encrypted image, he will calculate its hash 

value which act as a fingerprint. Then, the fingerprint 

will be sent to both the cloud servers for scrutinizing 

the duplicates. If the Storage and verification servers 
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both will respond to the user that there is no 

duplication,then the user can easily transfer his data 

to the servers. Else, if the fingerprint is consistently 

found, then the user will give up uploading the data 

for duplication. Especially, when the fingerprint is 

only matched with one server, it indicates that the 
results are conflicting and at least one of server is not 

valid. The analysis of security and efficiency is also 

presented in this paper. 

 

A hybrid cloud undertakes to secure the authorized 

duplication Author Name: J. Li, Y. K. Li, X. F. Chen, 

P. P. C. Lee, and W. J. Lou 

 

Description: Data duplication is one of the main data 

compression techniques which is used for removing 

duplicate copies of same data, and it is mostly used in 
cloud storage in order to reduce the storage space in 

cloud and also save bandwidth. In order to protect the 

confidentiality of suspective data while using 

duplication, an encryption technique is put forward to 

encrypt the data before outsourcing it. So to protect 

the data security, this paper makes the first attempt to 

solve the problem of authorized data duplication. As 

it is different from traditional duplication systems, the 

differential benefits of users are also considered in 

duplicate check apart from the data itself. We also 

present various new duplication constructions which 

support vallidated duplicate check in a hybrid cloud 
architecture. Security analysis is used for 

demonstrating that our scheme is protected in terms 

of the definitions which are specified in the suggested 

security model. 

 

As a proof of our concept, we implemented a 

prototype of our suggested and authorized duplicate 

check and conducted a test of experiments using our 

prototype. We showed that our suggested authorized 

duplicate check scheme incurs minimum overhead as 

compared to normal operations. 
 

Diminishing impact of data fragmentation produced 

by in-line duplication Author Name: C. Dubnicki, W. 

Kilian, M. Barczynski, and M. Kaczmarczyk 

 

Description: Deduplication results in data 

fragmentation, because logically there is a continuous 

data which is spread over many disk locations. this 

work is focused on fragmentation which is created by 

duplicates from previous backups of the same backup 

set, also these duplicates are very regullar due to 

frequent full backups which contains a lot of 
unchanged data. For systems which have in-line 

dedup , they detect duplicates during writing and also 

avoids saving them, such fragmentation causes data 

from the latest backup being spread across the older 

back- ups. As a result of this, the duration of restore 

from the new backup can be signicantly increased, 

and sometimes can be higher than doubled. We 

suggest an algorithm which is known as context-

based rewriting (CBR ) to minimize this drop in 

restore performance for new backups by shifting 

these fragments to earlier backups, which are barely 

used for restoring. By selecting and rewriting a few 

per-centage of duplicates during backup, we can 

decrease the drop in restore bandwidth from 12-55 
percent to only 4-7 percent, as shown by inspection 

driven by a set of backup traces. All this achieved 

only with small increase in writing time, between 1 

and 5 percent. Since we rewrite only rear duplicates 

and previous copies of rewritten data are elimented 

from the background, the whole process introduces 

little and temporary space overhead. 

 

DeyPoS: Deduplicatable Dynamic Proof of Storage 

for Multi-User Environments Author Name: Xiang 

Zhang, Ruiying Du, Jing Chen, Guoliang Xue, 
Qianhong Wu, and Kun He  Description: Dynamic 

Proof of Storage (PoS) is a useful cryptographic 

primitive that give permission to user to check the 

integrity of outsourced document and also to update 

the data efficiently into a cloud server. Although 

there are many researchers who have suggested many 

dynamic PoS schemes in a single user environments, 

the problem in a multi-user environments is not been 

examined properly. A practical multi-user cloud 

storage system is the one which needs a secure client-

side cross-user deduplication technique, which give 

license to a user to skip the uploading process and 
gain the ownership , when the other owners have 

uploaded the same data into the cloud server. As per 

foremost of our knowledge, none of the existing 

dynamic PoSs can bear this technique. In this paper, 

idea of deduplicatable dynamic proof of storage is 

proposed and also proposed an efficient construction 

called as DeyPoS, to achieve the dynamic PoS and 

also secure cross-user deduplication, concurrently. By 

taking the challenges of structure diversity and 

private tag generation, we bulid a novel tool called 

Homomorphic Authenticated Tree (HAT). It helped 
us to verify the security of our creation, and also the 

theoretical analysis and experimental result showed 

that our creation is efficient. 

 

Provable ownership of files in deduplication cloud 

storage Author Name: Chao Yang1,2, Jian Ren2* and 

Jianfeng Ma1 Description: With the rapid usage of 

cloud storage services, a large amount of data is being 

saved at remote servers, so a latest technology, client-

side deduplication, which is used for storing only one 

copy of repeating data, is prefered which is used to 

identify the clients deduplication and also helps to 
store the bandwidth of uploading copies of already 

current files to the server. It was recently found, that 

this promising technology is vulnerable to some new 

kind of attack in which by learning just a small piece 

of information in the file, that is its hash value, an 

attacker is able to acquire the entire file from the 

server. In this paper, inorder to resolve this problem, 

we prefer a cryptographically secure and efficient 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 

Volume-7, Issue-7, Jul.-2019, http://iraj.in 

Deduplication on Encrypted Big Data in Cloud 

 

21 

scheme for a client to validate to the server his 

ownership on the basis of actual possession of the 

entire original file instead of only partial information 

about it. The scheme that we are using utilizes the 

technique of spot checking in which the client only 

needs to access small portions of the original file, 
dynamic coefficients and randomly chosen indices of 

the original files. This huge security analysis shows 

that the suggested scheme can help to produce 

provable ownership of the file and it also maintains 

big detection chances of client misbehavior. Both 

performance analysis and simulation result shows that 

our suggested scheme is much more efficient than the 

existing schemes, especially it helps to reduce the 

burden of the client. 

 

V. SCREENSHOTS 
 

 Home Page 

 
 

 User Register 

 
 

 User Login 

 

 Upload File 

 
 

 Verify File 

 
 

VI. CONCLUSION 
 

Interoperability between hospitals doesn't solely 

facilitate in rising patient security and quality of care 

however it additionally reduces time and resources 

that square measure pay on formatting conversion. 

ability is most significant that the amount of hospitals 

that square measure collaborating in go will increase 

if single hospital doesn't facilitate ability, the 

remaining hospitals square measure required to 

convert formatting of their clinical information to 
exchange knowledge for go. Once the amount of 

hospitals that doesn't facilitate ability, complication 

for go is enlarged in proportion. The advantage of 

API service as our at the quantity of resources that 

hospitals need to apportion for ability is barely 

minimum. Therefore, providing system that helps 

ability by looking forward to a cloud computing 

platform could also be smart and that we offer the QR 

code security for patients knowledge that hold on on 

cloud. 
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