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Abstract– Intrusion detection system which are normally deployed in an organization to protect the network are working 
based on pre-defined rule-sets known as signatures, thereby they will not be able to detect unknown attacks. With the 
consideration of unknown attack detection, intrusion detection is becoming not useful to detect these kinds of attacks spreading 
in the network and intrusion detection based attack detection is becoming a very challenging process. Honeynets are enabling 
us in providing the deep understanding of attacks patterns which are bypassed by the network intrusion detection system. In 
this paper, considering many problems in current traditional security resource applications and the consideration of the 
research on Honeynet Technology, We have Implemented port Density Based Dynamic Clustering algorithm on attack data, 
collected on Honeypots which infer the requirement of placing Honeypots in any organizational network. A categorization of 
attack data such as Port-wise Distribution, top IP addresses are being presented which is helpful for any system and network 
administrators to put control list in the network for blocking of those ports and IP addresses. In this research work, the live data 
set of Honeypot with the port and IP Addresses are analyzed using clustering. The density based clustering approach is 
implemented after cleaning of the data set. The experimental results shows that we have identified the anomalous traffic 
targeted a specific port based on clustering.  
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I. INTRODUCTION  
 
A Honeynet is a highly controlled network that 
interacts with attackers in cyber space to gather the 
attack data, to collect intelligence on attack techniques 
and behaviors of the black hat community. Other 
security devices like Firewalls, IDS etc are usually 
based on signatures and there has been large amount 
work done in the field of signature based detection. 
Therefore the Honeynets are becoming very useful to 
collect the unknown attacks. But before the 
deployment of Honeynets in the network, one should 
have a deeper understating of what Honeynet can do 
and what are the risks involved in deployment. There 
should be clear understanding of data control 
mechanism working properly to reduce the risk of 
compromising the Honeynet system to other 
non-Honeynet systems. The main motive of a 
Honeynet is to collect information about threats that 
exist in a network; those attacks may not be detected 
by the network intrusion detection system. Based on 
research on Honeynet technology is a extremely 
controlled network which is used to analyze attackers 
in the wild. Honeynets are composed of an 
administration subnet and many hosts called 
Honeypots. These are basically security resources 
designed to be probed, attacked or compromised.  
Such detection is prevalently termed as a blackhat or 
cracker. The space of computers, connected to a 
network and Internet is increasing every day and 
applications running on these computers are growing 
from small to large which should be highly secured.  

Generally all the traditional network intrusion 
detection system (NIDS) is based on some predefined 
signatures to detect the known attacks in the network. 
 
II. BACKGROUND AND MOTIVATION 

 
A. Honeypot 

Usually Honeypots are very different than other 
network security devices because they are not directly 
providing any kind of security to the organizational 
network but they give us the useful information to 
study the behavior of attackers so that we can take the 
remedial actions further. There are security resources 
that have no production value; no person or resource 
which should be communicated with them. 
Classifications of Honeypots can be done by their 
level of interaction. Recent literature had been key to 
new proposals like Bhatia et al. [5] addressed the 
integration of Host-based Intrusion Detection System 
(HIDS) with already existing network based detection 
on Gen III Honeynet architecture. The integration 
procedure involves the stealth mode operation of 
HIDS sensor, code organization to generate HIDS 
alerts in a standard format with requisite network 
parameters, enhancing the functionality of data fusion 
to pipeline HIDS sensor with other data sensors for 
real-time operation and correlation with established 
network sessions, and further visualization on 
Graphical Analysis Console. Later on Fahim et al. [6] 
proposed a method for a virtual product on simply a 
VMware Server executing Honeywall CDROM.  It 
implemented on Linux based host having a physical 
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interface card for the network. It discussed a method 
for the privacy, security and alleviates the associated 
risks posed to the host and virtual machines. This 
Special technique was implemented for the escalation 
of the data capture mechanisms on the Linux-based 
Honeypot to efficiently generate reports. This method 
is also known as III generation virtual Honeynet. 
Narvaez et al. [7] proposed in 2010 to introduce the 
usefulness of antivirus software for detecting the 
installation of such malware. It used Client Honeypots 
collected drive-by malware which was then evaluated 
using common antivirus products. It analyzed and 
showed that most of such antivirus products identified 
less highly polymorphic malware programs. Also, it 
was observed that the antivirus products tested, even 
when successfully detecting this malware, often failed 
to classify it (drive by download). In 2011 a new 
enhancement in saving memory and analyzing of logs 
in new fashion was proposed [8] Abhay Nath et al. 
presented a solution for system which addresses issue, 
huge log size thus consuming a lot of disk space which 
create difficulty when they are processed and analyzed 
by security analysts as they consume a lot of time and 
resources. In this method used two modules first one is 
logging module which saves disk space by reducing 
the log size without losing information and second 
module is a log analyzer that can process this log to 
produce reports and graphs for the security 
administrators analyzer is backward compatible and 
can process the log file created by Honeyd as well. 
Hybrid frame work for malware collection and 
detection using both of the Honeypot technologies 
known as client and server Honeypots was designed 
and implemented by Kumar et.al. 
 
Mohammed H. Sqalli et al. [10] proposed a method  to 
identify the best traffic features or parameters that can 
be used in an anomaly detection technique to identify 
anomalies in Honeynet traffic and a provide detailed 
investigation of feature-based as well as volume-based 
parameters carried out and the most appropriate 
features for Honeynet traffic are selected and 
evaluated feature-based and volume based parameters 
that can be used for anomaly detection in Honeynet 
traffic and candidate features were evaluated using 
real Honeynet traces and also It was discovered that 
the combination of the destination port entropy, the 
source port entropy, the destination IP entropy, the 
total payload bytes, and the total packets provide 
better detection capabilities for various anomalies and 
said that these features can be used to design a 
technique to detect anomalies in Honeynet traffic. 
Later Heng-ru et al. [11] proposed an experimental 
network attack and defense platform based on virtual 
Honeynet and simulated the real network environment 
at a relatively low cost and analyzed the valuable data 
that the Honeynet provides, it was captured the 
intruder's intrusion traces effectively and analyzed the 
intruder's tools, technologies and motives. 

Here the systems that characterize the inherent 

features of network attacks and analyze them for quick 
and accurate analysis using clustering are proposed 
and implemented. In this dissertation methods and 
techniques of existing measures for Honeypot based 
attack data collection, analysis and identification of 
their shortcomings are proposed. The aim of the 
proposed work is to develop a conventional method 
for integrated attack data collection and analysis. 

 
III. IMPLEMENTATION SCENARIO  

 
Here we discuss the research problems and its 
implementation. In the implementation, a Honeynet 
based attack data collection system is being designed 
and developed. Attack data analysis has been 
performed with the help of open source tools and 
techniques and clusterized the analysis result using 
data mining algorithm.  

 

 
Figure: (a) 

 
Figure (a) shows process flow of the implemented 
system.  
 
Above the figure (a) showing Following are the design 
methodology adopted for honeynet environment 
establishment and building of attack data collection 
framework:  

 First of fall configure and installation of 
Honeypots. 

 Application bind with specific port 
(depending upon requirement). 

 Network Attack capturing through 
Honeypot and storage of attack data.  

 Development of Data Processing Engine 
(DPE). 

 Signature based classification through data 
processing engine. 

 Packet analysis tools use for PCAP packet 
reading. 

 Port wise clustering using Port Density 
Based Dynamic Clustering algorithm. 
 

IV. ANALYZING HONEYNET CAPTURED 
DATA AND CLUSTERING 

 
In this section we discuss about the project step by 
step: 
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A. Initial step 
In order to identify anomalies in the Honeynet traffic, 
initially different Honeynet traffic data sets to 
understand the difference between the normal and 
abnormal behavior are analyzed. We have applied the 
designed algorithm on the real data set collected on 
Honeynet test-bed of one month period.  
 
The traffic traces are instances of real compromises 
that were captured by different Honeynet nodes. These 
traces for identification of suitable 
characteristics/features that can be used for anomaly 
detection are analyzed. In earliest step, candidate 
features were selected listed in Table (i) by analyzing 
the Honeynet traffic and from study. For the 
anomalous traffic detection, we have chosen the 
frequency count of the distinct source-destination pair 
hitting the particular port number during given time 
window.  

 
Traffic Features 

• Frequency count of source-destination pair 
• Source Port 
• Destination Port 

     • Timestamp 
Table (i) 

 
B. Working with DPE and Packet Analyzing Tool:  

The data used includes the TCPDUMP (PCAP) files in 
the four weeks approx. 3GB training data from 
Honeynet was input into DPE (Snort version 2.9.2) 
configured with all rules and intrusion detection 
preprocessors enabled. An alert file was generated for 
each TCPDUMP file. Using a custom built Snort rule 
file, alert file was matched against the list of attacks in 
the TCPDUMP file. A match was defined as the 
outside network IPs, and specious packet found 
creates an alert. The matching rules also reports the 
false positive rates per rule basis and the false negative 
rates on a per attack type. Once the entire attack data 
and alert files are matched after final alert report 
generated. 
 
After that Wireshark, packet analysis tool for further 
analysis is used, the PCAP packet is opened and 
applied on filter or expressions on the packet to find 
out unique IP addresses which are coming from 
outside the network (because default coming data 
from outside the Honeypot network is malicious) and 
those IP’s send data to which ports to along their hits 
(means how much time come on Honeypots) and 
check alerts and analyzed data are matched if they are 
matched then that data import to the MYSQL database 
for port wise clustering otherwise those IP’s are not in 
alert files which are manually analyzed and imported 
in database. 

 
C. First Steps of Clustering Implementation 

Here figure (b) shows steps of clustering, firstly the 
attach data are imported into MYSQL database. Then 

noise from the data set such irrelevant data has been 
removed to extract the intelligent data from the raw 
data. Then we formulate the training data for machine 
learning and to apply the clustering algorithm. After 
that portwise clustering algorithm on training data to 
make portwise cluster are used. Further clustering and 
its implementation are discussed after going through 
the overview of clustering basics. 

 

 
Figure (b): Initial Steps of Clustering Implementation 

 
V. PREAMBLE AND INTRODUCTION TO 

CLUSTERING 
 
Clustering is an important KDD technique with 
numerous applications, such as marketing and 
customer segmentation. Clustering typically groups 
data into the sets in such a method or methodology that 
the intra-cluster similarity can be maximized and 
while inter-cluster similarity is minimized. Clustering 
is an unsupervised learning. Clustering algorithms 
examines data to find groups of items that are similar. 
For example, an insurance company might group 
customers according to income, age, types of policy 
purchased, prior claims experience in a fault diagnosis 
application, electrical faults might be grouped 
according to the values of certain key variables. 
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Cluster Analysis, an automatic process to find similar 
objects from a database. 
 
The objective of cluster analysis is to partition a data 
set into a group of subsets (i.e. “clusters”) such that 
observations within a cluster are more similar to one 
another than observations in other clusters. For a more 
detailed discussion, see Hastie et al. 1 or Gordon 2.  
 
VI. CLASSIFICATION OF CLUSTERING 
 
In the clustering classification and outlier techniques 
we familiar with different approaches but our focused 
on the density based approached. 
 

A. DENSITY-BASED APPROACH: 
Density-based methods have been developed for 
finding outliers in a spatial data. These methods can be 
grouped into two categories called multi-dimensional 
metric space-based methods and graph-based 
methods. In the first category, the definition of spatial 
neighborhood is based on Euclidean distance, while in 
graph-based spatial outlier detections the definition is 
based on graph connectivity. Whereas 
distribution-based methods consider just the statistical 
distribution of attribute values, ignoring the spatial 
relationships among items, density-based approach 
consider both attribute values and spatial relationship. 
 
VII. FLOW DIAGRAM OF CLUSTERING 

USING SIMILARITY MEASURE 
ALGORITHM  

 
This figure (c) shows flow diagram of clustering, we 
will this flow diagram in next section. 
 

 
Figure (c): flow diagram of implementation of clustering 

VIII.  METHODOLOGY OF THE       
   IMPLEMENTATION 
 

A. Mathematical Formulation 
At the very first level, there is a Data Items Repository 
(Di). In the Data Repository, there will be number of 
transactions or data sets or transactional data. Each 
transaction or record or data set is termed as R(Ti). 
The Data Set regardless of the value and associated 
parameters will be eligible and move forward the 
fitness function modeling. FLD refers to the fitness 
level of the data items. Once the fitness level of the 
data items is applied successfully in the unbiased and 
unsupervised learning based measurement, it will 
generate the novel criteria for the addition in the 
dynamic clusters. At the final level, the set of clusters 
are generated with effective results and optimal 
parameters in terms of time. 
 

 
 
Where Di = Data Items Repository 
 
Terminology 
TR (Ti) =Record / Data Set of the Transaction 
FLD= Fitness Level of Data Items 
CR=Cluster Eligibility of the Transaction Record 
FQm=Final Qualification for the Dynamic Cluster m 
where  
m ≤i 
TP = Percentage Equivalent of R 
TC = Percentile Equivalent Value of R 
And finally output we want to achieve following: 
 
 
Where,   EXTi = Execution Time in ith level  
DCi is the dynamic cluster set. 
 
 This section of the output (Equation 2) generation and 
analysis is performing the calculations based on the 
difference between the times at two different 
instances. Time is initialized at two levels. First: At the 
beginning of implementation. Second: At the final 
stage of implementation. At last the difference is 
measured to calculate the final execution time from 
start to end. Here, The Repository is complete back 
end database of Honeypot. Categorical Information 
Table – Complete Schema of the Honeypot data Third 
module is the DISC [18] algorithmic approach that 
finds out the similarity of IP Address with the specific 
port. After this the Cluster Structure is identified and 
formation takes places 
 
At the final level, the integrity of clusters is validated 
so that the record matches with the back end table, 
matching calculation with formula equation (1). 
 
Initially the cluster set is empty because the data items 
(IP address and hits) shall be added only after 
matching the fitness value. Fitness value means the 

(∃ DCi) ∝ (EXTi – EXTi-1)           (2) 
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closest percentile/association with the cluster base 
property. The cluster base property means: every 
cluster is broadly having the port with its specific 
value. The IP and hits shall be associated with the 
respective port and aggregation/grouping based on the 
matching is performed. EXT stands for Execution 
time. It means we have calculated the execution time 
of cluster formation from EXTi (final time set measure 
at last) and EXTi-1 (initial time set) algorithm. How 
algorithm works in my scenario shown below step by 
step. 
 
Step 1: Generation of the Dataset (Sequentially/ 
Randomly) Tuple series (fetched from large and big 
data based warehouse) 
                        |DT|= { DTm | m � (1,N ) } 
 
Initially there are number of records in the Honeypot 
i.e. called the dataset DT 
Step 2: Association of the Qualification Value (QVi) 
to each data item that is based on the Acceptability / 
Avoidance of the Data Item for joining the Dynamic 
Cluster Formation Modules 

DT= { DTi [QVi] | i � (1,N) } 
After that the occurrence and association of each data 
item (IP hits) with the cluster base property (port) is 
determined. DT (data items of Honeypots) are mapped 
with QV (fitness value or qualification value) 
Step 3: Generation of the random clusters sets (if 
already exists) 

DYC={DYCi|i�(1,N)} 
and assign Threshold/Qualification Thrust 
Start the generation of the clusters (all ports). Initially 
all ports are considered as independent clusters. The IP 
and hits (data items) will be mapped based on their 
association and classification 
 
Step 4: Compare DT with DYC based on Qualification 
value and Joined Parameters 
 
Every IP and hit values are compared with the 
corresponding cluster (port) and join operation will be 
applied for association. 
 
Step 5: If (DYCi==NULL) AND QTfitness==NULL    

GoTo Step 6 
Else 

               If there is no cluster (port) for that IP or hit,  
                           Go To End 
                If (DYCi= Initial Cluster) 
Assignment of the first trust value based on the   
application 
If there is any Port (cluster) for the IP and hit, it will 
join that cluster 
                         Else 
                                             GoTo Step 1 
Generate Final Results from both algorithms and 
calculate complexity. This process will go till all the 
records are not completed. Finally the execution time 
is calculated shown in figure. 

Step 6: End 
B. EXPLANATION TO THE MATHEMATICAL 
FORMULATION 

Here we discuss the detailed description of steps 
followed during the formulation of data set.. 
Afterwards, this procedure is tested on database to 
check the validation and efficiency of the proposed 
technique 
• Data Repository Formation 
• Set of Data Records with multiple tuples and degree 
• Generation and Application of Cumulative 
Function 
• Application of Fitness Value to each record 
arbitrarily 
• Generation of the Clusters and Reading Records 
inside each Cluster 
• The Detailed Investigation of each record and 
cluster in terms of execution time and associated cost 
factors 
 
Existing Algorithm repeatedly reads tuples one by one 
from the dataset. When the first tuple arrives, a new 
cluster is formed as shown in figure (d). The 
consequent tuples are either put in the existing clusters 
or rejected by the existing clusters to form a new 
cluster based on the similarity measure between a 
tuple and a cluster. In existing approach each tuple 
belongs to one cluster only. 
 
The data item (IP address) with the count (hits) are 
identified and matched with the port number. After 
this the IP address and hits are associated with any of 
the cluster. The OR operator is used because the data 
item or record will match and lie in any of the given 
clusters. 

 
Figure (d): formulation of cluster 

 
In proposed calculation, assume there are n tuples. A 
fitness quality is allotted to every tuple utilizing the 
fitness capacity. Based upon this fitness esteem the 
tuples will be relegated to the groups. Assuming that 
the fitness worth of the tuple is equivalent to or about 
equivalent to the limit quality of the created set of 
irregular bunches then just the tuple will be allotted to 
the group overall tuple is appointed to the outlier 
bunch. In the event that there are numerous groups in 
the outlier bunch then comparability is figured around 
postulations bunches and outlier is distinguished. In 
this methodology, tie can likewise happen i.e. 
assuming that a tuple fits in with two groups then 
discretionarily appointment of this tuple is done to any 
one group, shown in figure (e). 



International Journal of Advanced Computational Engineering and Networking, ISSN: 2320-2106,  Volume-2, Issue-6, June-2014 

 Implementation of Port Density Based Dynamic Clustering Algorithm on Honeynet Data 
 

81 

 
Figure (e): Proposed Approach 

 
T= Threshold 
F= Fitness Value 
 
Here, the fitness or qualification shows in figure (f) 
criterion of the record with cluster is calculated. We 
can see in figure (f) if criteria are met, the record will 
be added in the cluster. 

 
Figure (f): Shows Analysis of Fitness and Selection. 

 
IX. PSEUDOCODE FOR CLUSTERING 
 

A. DENSITY BASED CLUSTERING 
Step 1. Generation of the Dataset (Sequentially/ 
Randomly) / Tuple series (fetched from large and big 
data based warehouse) 

|DT|= { DTm | m � (1, N) } 
Step 2. Association of the Qualification Value (QVi) to 
each data item that is based on the Acceptability / 
Avoidance of the Data Item for joining the Dynamic 
Cluster Formation Modules 
       DT= { DTi[QVi] | i � (1, N)} 
 Step 3. Generation of the random clusters sets (if 
already exists) 

DYC= {DYCi|i� (1,N)} 
and assign Threshold/Qualification Thrust 
Step 4. Compare DT with DYC based on Qualification 
value and Joined Parameters 
Step 5. If (DYCi==NULL) AND

 (QTfitness==NULL)                                                                                                                 
GoTo Step 6 

Else 
If (DYCi= Initial Cluster) 

Assignment of the first thrust value based on the 
application 
   Else 
  GoTo Step 1 
Generate Final Results from both algorithms and       
calculate complexity 
Step 6. End 
 
X.  RESULTS AND DISCUSSION 
 
In the implementation section, port Density Based 
Dynamic Clustering algorithm using the PHP coding 
is implemented. Also PHP code for attacked port 
classification is written. 

 
  
Using clustering, it is desirable to identify vulnerable 
ports which are mostly attacked by the intruders across 
the world. In the snapshots, some port clusters, inside 
the clusters are shown, and port number along the 
approachable IP addresses along with hits are defined. 
 

 
 
 GRAPHICAL REPRESENTATION OF 
EXECUTION TIME ON HONEYPOT 
RECORDS 
 
It is clear in the graph that the execution time of the 
clustering algorithm implementation is very less and 
performing clustering in the efficient time. The 
clustering algorithm is implemented dynamically on 
the Honeypot data and it is found that the results are 
effective in terms of cluster formation as well as 
turnaround time. 
 

 
 
We make attack-wise port distribution table (ii) on the 
basis of cluster, In this table we discuss, which ports 
were more or less and medium approachable by the 
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attacker. It could be seen in the table, port 19 is 
maximum contribution that is attracted by the attacker, 
and after that port 139, 135 are medium hit by the 
intruder and port 1998, 3306, 123 are approachable by 
the intruder. And also we did find out maximum TCP 
and UDP traffic comes on Honeypots.   
 

 
Table(ii): attack-wise Port distribution table 

 
CONCLUSION AND FUTURE WORK 
 
In this work, We have Implemented port Density 
Based Dynamic Clustering algorithm on attack data, 
we have make the port-wise clusters of the attack data 
based on hit count (frequency) of the 
source-destination pair of the attack, with the help of 
port-wise clustering, if the size of the cluster is dense 
which indicate the anomalous behavior of the 
identified port. Thereby this outcome can be used by 
the system and network administrator to make the 
appropriate access-control list to protect the 
organization. We are working on future work using 
these traces to design technique to detect anomalies 
without using signature or towards the selection of 
more number of features from the attack data.  
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