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Abstract- Delay tolerant network s (DTNs) is the one of the areas in the field of wireless communication, where in delay is 
particularly high. They are promising technology in vehicular, disaster response, under water and satellite networks. Delay 
tolerant networks characterized by large end to end communication latency and the lack of end to end path from a source to its 
destination and they pose several challenges to the security of DTNs. In the network layer there are many attacks so we 
consider most common types of attacks on mobile ad hoc networks. With the help of these attacks they give serious damages 
to the network in terms of latency and data availability. Using CAD algorithm motivated by the prior success of message 
passing techniques for decoding low-density parity-check codes over bipartite graphs. The proposed scheme provides high 
data availability and packet-delivery ratio with low latency in DTNs under various adversary attacks which attempt to both 
undermine the trust and detection scheme and the packet delivery protocol. 
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I. INTRODUCTION 
 
Daley tolerant network is a network where Daley is 
particularly high. In a mobile ad-hoc network, 
misbehavioring of the nodes that creates a Daley in 
network and they form a Daley tolerant network. In a 
mobile ad-hoc network due to mobility the path will be 
disrupted, the disruption is temporary and require for 
a fixed infrastructure in which nodes can 
communicate with each other via wireless links either 
directly or relying on other nodes as routers. The 
operation of MANETs does  not depend on base 
stations. In MANETs, network nodes are move 
randomly. Therefore, topology of MANET may 
change rapidly and unpredictably. So all the activities 
of network such as delivering data packets and 
discovering the topology , have to be executed by the 
nodes themselves. Depending on its application, the 
structure of a MANET may vary from a small static 
network to dynamic network. MANET s are special 
types of DNTs. If compared to MANETs, common 
problems in packet communication, such as routing, 
uncasting, broadcasting and multicasting. It becomes 
sufficiently harder in DTNs even with lossless links. 
Depending upon the model for mobility, efficient 
communication schemes for stationary ad-hoc 
network can be extended partially or wholly to DTNs. 
In MANET, adversary may mount several threats 
against DTNs to reduce the performance of the 
network. There are several attacks in ad-hoc network. 
Attacks are classified into two types: external attacks 
and internal attacks. In external attacks, the attacker 
cause congestion in routing information and disturb 
nodes from providing services.  In internal attacks the 
adversary wants to gain normal access to the network 
activates using it as basis to conduct its malicious 

behavior. Attacks can also be classified into two 
categories: 

1. Attacks on routing protocols 
2. Attacks on packet forwarding. 

 
An ad-hoc network can be attacked from any direction 
at any node in the network which is different from the 
fixed hardwired networks. The every node should be 
equipped to meet an attacker directly or indirectly. In 
network mobile node may attempt to benefit from 
other nodes, but refuse to share its own resources. 
Such nodes are called malicious nodes. Malicious 
node attack from both inside and Outside of the 
network.  In a ad-hoc network it is very difficult to 
track a specific node in large ad-hoc networks and  it is 
more dangerous and much difficult to detect the 
attacks from an affected node. it denotes that every 
node should be prepared to work in a way that it 
should not trust on any node immediately. The attacks 
on the route loop, resource deprivation and route 
hijack is brought influences in the network. Due to 
mobility and constantly changing the topology of the 
mobile ad-hoc network, it is difficult to validate all the 
route information as a result of impersonating another 
node to spoof route message, flooding route discovery, 
modifying route message, suppressing route error to 
mislead others may occur. In this the attacks can be 
classified as impersonation, modification, fabrication, 
wormhole and lack of cooperation. 
 
Attacks using modification: 
In DTNs, the modification is a type of attack when the 
malicious node can redirect the network traffic and 
conduct DOS attacks by modifying message fields or 
by forwarding route message. 
Attack using impersonation: 
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Malicious node lunch many attack in the network due 
to no authentication of data packets in ad-hoc network 
by masquerading as another node that is spoofing. 
Spoofing is occurring in the network when the 
malicious node misreprensts its identity in the 
network such as MAC or IP address. 
 
Attack through fabrication: 
In the DTNs, fabrication is used to refer the attacks by 
generation false routing message in the MANETs. 
 
Wormhole attacks: 
It is also known as tunneling attack. In a tunneling 
attack two or more than two nodes are collaborate to 
encapsulate and exchange message between them 
along existing data routes. 
 
Lack of cooperation: 
A selfishness node wants to preserve own resource by 
using the serves of their resource. In mobile ad-hoc 
network the cooperation of all the participating nodes   
to transfer traffic, the more powerful a MANET gets. 
The most serious attack in the network is byzantine 
attack which is in the insider network. 
 
The behavior of Byzantine attack in the network as 
follow: 

1. In the network there is a selfish node means 
not forwarding the data packets to others and 
change the transmitting data packet and to 
destroy the operation of the AODV in 
MANET, by advertising shorter routes to a 
destination. 

2. To disturb the communication of other nodes 
in the network, without regard to its own 
resource consumption. These cause 
Byzantine failures which include the 
omission failures for example crash, failing 
to receive a request or failing to send a 
response and the Commission failures for 
example processing a request incorrectly or 
sending an incorrect or inconsistent response 
to a request. 

3. If two nodes are compromised means 
malicious node receives packets at one 
location in the network and tunnels them to  
the network, where the  packets in the 
network are resent into the network. 

 
II. RELATED WORK 
 
Pirzada et al. proposed a Reputation System in 
MANETs to protect the reactive routing protocol from 
attackers and increase the performance of the network. 
The review of these secure routing protocols for 
MANETs indicates that these protocols either use the 
Watchdog mechanism or ACK messages to build trust 
values between the nodes. In MANETs, a node can be 

evaluate another by using either direct or indirect 
measurements. The direct measurement is either 
achieved by using the watchdog mechanism or by 
using the ACK from the destination. 
 
Kejun Liu and Jing Deng proposed Reputation values 
constructed using the ACK messages sent by the 
destination node. These techniques are not applicable 
to DTNs due to the following reasons. In DTNs, a 
node cannot use the watchdog mechanism and 
monitor another intermediate node after forwarding 
its packets to it. This is because links on an end-to-end 
path do not exist contemporaneously, and hence an 
intermediate node needs to store, carry, and wait for 
opportunities to transfer those packets. As a result, the 
node loses connection with the intermediate node 
which it desires to monitor. This implies that a 
Byzantine node in DTNs can get packets from a 
legitimate node, then move away form the  drop the 
packets in the network. Same as relying on the ACK 
packets from the destination to establish reputation 
values would fail in DTNs because of the lack of a 
fixed common multihop path from the source to the 
destination. 
 
K. Aberer and Z. Despotovic proposed the work on the 
use of reputation systems for P2P networks. However, 
reputation systems for P2P networks are either not 
applicable for DTNs or they require excessive time to 
build the reputation values of the peers. Most proposed 
P2P reputation management mechanisms utilize the 
idea that a peer can monitor others and obtain direct 
observations or a peer can enquire about the reputation 
value of another peer (and hence, obtain indirect 
observations) before using the service provided by that 
peer. However, neither of these techniques is practical 
for DTNs. In DTNs, direct observations are not 
possible as we discussed above. Further, enquiring 
about the reputation value of a peer is not practical in 
DTNs due to opportunistic communications during 
contact times and intermittent connectivity of the 
peers. B.N. Vellambi and F. Fekri[7] proposed the 
challenges of providing secure communication in 
DTNs are discussed and the use of Identity-Based 
Cryptography (IBC) is suggested. Source 
authentication and anonymous communication as well 
as message confidentiality are provided using IBC. 
The use of packet replication is proposed to improve 
message delivery rate instead of using cryptographic 
techniques. We note that the existing techniques to 
secure DTNs are aimed to provide data confidentiality 
and authentication only. 
 
III. PLAN OF WORK  
 
To develop a security mechanism for DTNs which 
enables us to evaluate the nodes based on their 
behavior during their past interactions and to detect 
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misbehavior due to attacks adversaries, selfish nodes, 
and faulty nodes. The resulting scheme would 
effectively provide high data availability and packet 
delivery ratio with low latency in DTNs in the 
presence of attackers. To achieve this goal, we aim at 
obtaining a reputation-based trust management 
system and a malicious node detection mechanism for 
DTNs. Our work on reputation systems stems from the 
prior success of Graph Based Algorithm, such as 
message passing techniques in the decoding of 
Low-Density Parity-Check (LDPC) codes in erasure 
channels. We will show that the resulting scheme 
effectively provides high data availability and low 
latency in the presence of attackers. Following are the 
proposed research plan of work. 
 
In network mobile node may attempt to benefit from 
other nodes, but refuse to share its own resources, such 
nodes are called malicious nodes. Malicious node 
attack from both inside and outside of the network.  In 
a ad-hoc network it is very difficult to track a specific 
node in large ad-hoc networks and  it is more 
dangerous and much difficult to detect the attacks 
from an affected node. it denotes that every node 
should be prepared to work in a way that it should not 
trust on any node immediately. The attacks on the 
route loop, resource deprivation and route hijack is 
brought influences in the network. Due to mobility 
and constantly changing the topology of the mobile 
ad-hoc network, it is difficult to validate all the route 
information as a result of impersonating another node 
to spoof route message, flooding route discovery, 
modifying route message, suppressing route error to 
mislead others may occur. 
 
We are introducing a trust management and malicious 
node detection scheme. The scheme provides high 
data availability and packet delivery ratio with low 
latency in the presence of Byzantine attackers. The 
proposed algorithm computes the reputations of the 
network nodes accurately in a short amount of time in 
the presence of attackers without any central 
authority. The proposed algorithm mitigates the 
impacts of attackers proportional to their attack 
degrees. That is, the ones that are attacking with the 
highest strength are detected with higher probability. 
The proposed algorithm is very efficient in terms of its 
computational complexity.  The protocol based on the 
MAC layer approach so that confidentiality and 
authentication of data packet in routing layer and link 
layer of MANETs or DTNs having the following 
objectives:- 

1. Network life time can be extending by the 
protocol using symmetric- key and 
cryptographic hash function. 

2. Lack of co-operative having high level security 
in nodes along with other protocols. 

3. Attack-tolerant to facilitate the network by 
detecting, recognizing and eliminating the 
source of attacks. 

4. Flexible enough to trade security for 
consumption. 

5. Security methodologies and services with the 
help of compatible. 

 
In a project, we consider AODV routing protocol to 
implement the attacks. The malicious node always 
detects the network when it has broadcast the packet 
from source to destination. Such attacks identification 
becomes very difficult in network so that protocol to 
detect that malicious node in the network and 
implement the attacks and save from attack to the 
network and provide authentication to the network. 
Algmorithm also provides impacts on the attacks in 
the network.  
 
IV. METHODOLOGY  
 
Delay tolerant network is a special class of network 
that is tolerates the delay in the network when any 
types of attacks are present in the network. One 
characteristic of DTNs is longer latencies which 
essentially mean that attacks are provided with ample 
amount of time to access the network and that is why 
DOS attacks more effective’s security protocol 
designed for DTNs must explicitly consider DOS 
attacks. The four DOS attacks on DTNs: 

1. Scarce resource consumption. 
2. Unwanted traffic attacks. 
3. On-path DOS risks. 
4. Off- path DOS risks. 

 
In DTNs the different type of risks between black hole, 
gray hole, wormhole attack in network. In packet 
draping technique, the malicious node acts as a black 
hole and it receive packet but does not affect  packet 
propagation. DTNs are vulnerable to confidentiality, 
integrity and authenticity attacks are present, have to 
be detected before adopting prevention technique and 
keeping track of bundle detection reports, bundle 
detection reports and bundle forwarding reports helps 
in attack detection. DTN is an overlay network on the 
top of the network and all other regional networks and 
DTN bundles traverse around multiple networks 
elements. Any kind of vulnerability while traversing 
through different network elements, an inevitable 
possibility of these kinds of attacks occurs. Security 
protocol designed for DTNs should be capable of 
detecting newly inserted bundles and detect them 
quickly. Also, co-ordination creates a chance of 
utilizing other layer network security services which 
eliminates masquerading and changing of bits it’s 
while traversing through multiple networks. As a 
consequence of attacking network layer routing 
protocols, adversaries can easily disturb and absorb 
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network traffic, inject themselves into the selected 
data transmission path between the source and 
destination, and thus control the network traffic flow, 
where a malicious node can interfere itself in between 
any of the intermediate nodes participating in the 
communication in the chosen path. 
There are three modules used in our project: 

1. Network establish and communication: 
With the help of the routing protocol AODV we make 
a connection at the remote site before sending a data 
packet. When the connection is established, a 
sequence of packet from the source to destination can 
be sent one after another.  

2. Packet analysis and attack detection:  
With the help of CAD algorithm observe the 
forwarding nature of the downstream node as well as 
the upstream node and detects the attack node. The 
algorithm works well in the presence of normal 
channel losses such as wireless medium losses and 
MAC layer collisions but for identifying the attack, 
extra packets has to be sent by the source node. Using 
this algorithm we find the behavior of each node in the 
route. 

3. Defense the attacks: 
The defense of the attack in the network to monitoring 
the malicious node by the neighboring node. After 
sending a massage source node broadcasts a monitor 
message to all its neighbors instructing them to 
monitor the action of the next node in the route and 
start transmitting data. After finishing the 
transmission source node sets a time out for the 
receiving of the postlude message. If source node 
received message before the timeout expire and the no. 
of the data packets received by destination is same as 
the no. of data packets sent by source or the data loss is 
within tolerable range then source starts the 
transmission of the next data block. Else it starts 
detection and removal of the malicious nodes in the 
route. 
 
CONCLUSION  
 
The proposed research designs a framework using 
public key cryptography and avoid overload on the 
network to provide security. The performance analysis 

of protocol shall be done using simulator this is NS-2 
simulator. It is minimize the attacks due to integrated 
MANET. By simulator result, we have shown the 
proposed protocol achieves high packet delivery ratio 
and low delay and overhead. As a result, we conclude 
that for detection and removal of cooperation attack in 
the network. The proposed research detects the 
malicious nodes even in the presence of the attacks on 
the trust and detection mechanisms and  a trust based 
security protocol which attains confidentiality and 
authentication of packets in both routing and link 
layers of MANETs. The mechanism provides high 
data availability with low information latency by 
detecting and isolating the malicious nodes in a short 
time. 
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