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Abstract - Biometric Identification is one of the most intriguing fields of research in the broad area of pattern 
recognition and computer vision and it finds wide applications in government institutions, forensic research and 
crime investigation, employee and student attendance roll, restricted access to classified information, and in 
various public as well as private enterprises. Human face is an age-old biometric and recognition is based on the 
unique facial structure and symmetry of an individual. Fingerprint is a very important biometric for forensic 
research as it can be collected easily from the crime scene and also every individual has unique patterns on 
every finger. Human iris has unique patterns for any particular individual and thus iris verification is gaining 
ground as an important person identity authentication method. In the present paper these three biometrics have 
been chosen because these are commonly available and most frequently used. The present Convolution Neural 
Network (CNN) based person identification system with different biometrics is simple but efficient, effective, 
and fast. The performance evaluation of the system in terms of accuracy, precision, recall and f-score derived 
from confusion matrix together with training and testing time is moderate, appreciable and affordable. 
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I. INTRODUCTION 
 
Biometric identification is a security process that 
relies on the unique biological characteristics of an 
individual to verify that he/she really is the individual 
who he/she claims to be. Biometric identification 
systems compare the biometric data captured to the 
learnt authentic data in a database. The most 
commonly available and used biometrics are face, 
fingerprint and iris. CNN is a revolutionary and 
dramatic change in the field of neural networks, and it 
has helped computer scientists achieve astounding 
improvement in lowering the error rates in pattern 
recognition, image classification and other 
applications in the field of computer vision.In the 
present paper the three different biometrics namely 
face, fingerprint and iris have been used in the CNN 
model for person identification.  The three different 
CNN models are trained using three different 
biometrics namely face, fingerprint and iris of 
different persons. 
 
II. RELATED WORKS 
 
Previously several biometric authentication systems 
have been implemented using classical neural 
networks. HuriehKhalajzadeh et al. have come up 
with a hybrid system that combines a CNN to detect 
and recognize facial images and a Logistic 
Regression Classifier (LRC) to classify the features 
learned by the CNN.[19] Huiying Hu et al. have 
developed two CNN models namely CNN-1 with two 
convolution layers and CNN-2 with one convolution 

layer for testing on 2D and 3D facial image 
dataset.[18] Zhonghua Liu et al. have presented a 
method for face recognition that combines wavelet 
transformation with singular value decomposition and 
kernel principal component analysis.[20] S. Kundu 
and G. Sarker have worked on a Modified SOM-
Based RBFN for Rotation Invariant Clear and 
Occluded Fingerprint Recognition.[9, 7] D. Bhakta 
and G. Sarker have worked on Location and Rotation 
Invariant Face Identification and Localization with or 
without Occlusion using Modified RBF Network.[12, 
14] Again, S. Kundu and G. Sarker have also worked 
on A Modified BP Network using Malsburg Learning 
for Rotation and Location Invariant Fingerprint 
Recognition and Localization with and without 
Occlusion.[16, 17, 14, 10, 11]Their research in this 
area mainly focuses on four categories – same 
classifier for the same biometric, same classifier for 
different biometrics, different classifiers for the same 
biometric and different classifiers for different 
biometrics. The present work showcases an example 
of the same CNN classifier for different biometrics. 
 
III. OVERVIEW OF THE SYSTEM AND 
ALGORITHMS 
 
The present section presents the details of the 
convolutional neural network architecture that is used 
to implement the application of the CNN-based 
Person Identification System with different 
biometrics namely face, fingerprint and iris. 
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1. CONVOLUTIONAL NEURAL NETWORK 
(CNN) 
Ordinarily a CNN is comprised of three different 
layers namely convolutional layer, pooling layer and 
fully-connected layer. When these layers are stacked 
together, a complete CNN architecture is formed. [5, 
6] 
 
The convolution layer is used to produce the 
activation map for all the features by convolving or 
sliding a kernel or filter across every location of the 
pixel matrix of the input image. This layer is essential 
to find out which feature exists especially in which 
part of the image. [5, 6] 
 
The convolutional layer of the CNN determines the 
output of neurons connected to local regions of input 
through the calculation of the scalar product between 
their weights and the regions connected to the input 
volume. The rectified linear unit (abbreviated as 
ReLU) is used to apply an ’elementwise’ activation 
function. The ReLU function is more advantageous 
than the sigmoid activation since it decreases the 
possibility of vanishing gradient where the weight 
updating process slows down significantly. [5, 6] 
 
The pooling layer of the CNN simply performs down 
sampling along the spatial dimensionality of the 
given input, further reducing the number of 
parameters within that activation. [5, 6] 
 
Finally, after several convolution and pooling layers, 
the fully-connected layer takes care of the high-level 
reasoning of the neural network by performing the 
same duties as in standard Artificial Neural Network 
(ANN), and the neurons in this layer have 
connections to all the activations. [5, 6] 
 
2. THEORY OF OPERATION 
2.1 Pre-processing of Face, Fingerprint and Iris 
Images 
The images of the three different biometrics namely 
face, fingerprint and iris have to be pre-processed 
before CNN learning as well as recognition. The 
required pre-processing steps are detailed below: 
i) Conversion of RGB images to grayscale images: 
The first step of preprocessing is to convert training 
or test image set into gray scale image set. Those 
images may or may not be noisy. 
ii) Removal of noise from the images: The images 
may be noisy. The second step is to remove those 
noises from face patterns of the databases. In this 
process we use Dilation followed by Erosion 
methods. 
iii) Conversion of gray-scale images into ID 
matrix: In the last step of preprocessing, 2D matrix 
image files are converted into 1D matrix files. This 
set is the input to the convolutional neural network 
for learning and recognition. 

 
Figure 5. Overview of the System 

 
2.2 Operation of the CNN 
The network has input image of size 128*128 
neurons. These are the pixel intensities for the 
biometric data set images. Then a convolution layer 
with 50 kernels each of size 3*3 (this is also the size 
of the local receptive field) follows this.  This results 
in 50*126*126 hidden feature neurons. The next step 
is to perform max pooling with a max pooling kernel 
size 2*2 with a stride of 2 (no overlapping) across all 
the 50 feature or activation maps. The result is a layer 
of 50*63*63 hidden feature neurons. The process of 
convolution and max pooling is once again repeated, 
with 50 kernels of size as before i.e. 3*3. With this, 
convolution layer yields a layer of 50*61*61 hidden 
feature neurons, while the max pooling layer yields a 
layer of 50*30*30 hidden feature neurons. This is 
now flattened at the next layer. [5, 6] 
The final layer of connection is a fully connected 
layer. So this layer connects every neuron from the 
flattened max pooled layer to every one of the 10 
output neurons (as there are 10 categories for 
classification), in the initial learning stage for each 
case of facial image CNN, fingerprint CNN and iris 
CNN; and in the latter stage of CNN learning there 
are 25 output neurons for 25 classes of the face CNN, 
40 output neurons for the 40 classes of fingerprint 
CNN and 36 output neurons for the 36 classes of iris 
CNN. [5, 6] 

 
Figure 6. Step-by-Step Approach in Keras CNN Model 
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2.3 Algorithm for Training the CNN for 
Recognizing Face, Fingerprint and Iris Images 
Input: Set of pre-processed images of face, fingerprint 
and iris each of size 128x128 pixels 
Output: Three CNN models that are trained 
separately for the identification of face, iris and 
fingerprint 
Steps for training each CNN model: 

1. The network has input image of size 
128*128 neurons. 

2. Then a convolution layer with 50 kernels 
each of size 3*3 (this is also the size of the 
local receptive field) follows, which results 
in 50*126*126 hidden feature neurons. 

3. The next step is to perform max pooling 
with a max pooling kernel size 2*2 with a 
stride of 2 (no overlapping) across all the 50 
feature or activation maps and the result is a 
layer of 50*63*63 hidden feature neurons. 

4. The process of convolution and max pooling 
is once again repeated with 50 kernels of 
size 3*3. With this, convolution layer yields 
a layer of 50*61*61 hidden feature neurons, 
while the max pooling layer yields a layer of 
50*30*30 hidden feature neurons. 

5. This is now flattened to a size of 45000 
pixels at the next layer. 

6. The final layer is a fully connected layer. So 
this layer connects every neuron from the 
flattened max pooled layer to every one of 
the 10 output neurons for the initial stage of 
learning and recognitionfor each CNN 
model (as there are 10 classes for each 
model in the first case). For the second stage 
of CNN learning and recognition, the 
number of output neurons is 25 in case of 
the face CNN, 40 in case of the fingerprint 
CNN and 36 in case of the iris CNN. [5] 

 
2.4 Classifier Performance Evaluation 
2.4.1 Holdout Method 
In order to obtain a good measure of the performance 
of a classifier, it is necessary that the test dataset has 
approximately the same class distribution as the 
training dataset. The training dataset is that portion of 
the available labelled examples that is used to build 
the classifier. The test dataset is that portion of the 
available labelled examples that is used to test the 
performance of the classifier. In holdout method, the 
reason for keeping aside some of the labelled 
examples for a test dataset is to test the performance 
of the constructed classifier. [4, 7, 9, 11] 
 
2.4.2 Confusion Matrix 
A confusion matrix is a table that describes the 
performance of a classifier model on a set of test data 
for which the actual or target labels are known. This 
allows the visualization of the performance of the 
classifier model. A good classifier can be detected by 
observing the values along the principle diagonal of 

the confusion matrix i.e. this principle diagonal must 
contain high values as this will prove that most of the 
testing data objects have been correctly categorized 
into their appropriate classes. However, for 
quantitative analysis, the accuracy of the classifier 
can be measured in terms of other metrics that are 
derived from the confusion matrix. [4] 
 
 Actual Class 

Class X Class Y 

Predicted 
Class 

Class X a b 

Class Y c d 
Figure 7. Confusion Matrix (2 classes) 

 
In the figure of the confusion matrix shown above, 
there are only two classes - Class X and Class Y. The 
terms a, b, c and d are defined as follows: 

 ‘a’ denotes the number of inputs that 
actually belong to class X and are also 
correctly predicted to belong to Class X. 

 ‘b’ denotes the number of inputs that 
actually belong to class Y but are wrongly 
predicted to belong to Class X. 

 ‘c’ denotes the number of inputs that 
actually belong to class X but are incorrectly 
predicted to belong to Class Y. 

 ‘d’ denotes the number of inputs that 
actually belong to class Y and are also 
correctly predicted to belong to Class Y. 

Most performance metrics are computed from the 
confusion matrix. 
 
2.4.2.1 Accuracy 
The accuracy of a classifier is the probability of its 
correctly classifying records in the test dataset. In 
practice, accuracy is measured as the percentage of 
records in the test dataset that are correctly classified 
by a classifier. If there are only two classes (X and 
Y), then the accuracy is computed as: 

 
Accuracy = (a+d) / (a+b+c+d) 

 
as shown in the confusion matrix above. [4, 9, 16] 
 
2.4.2.2 Precision 
The precision of a classifier is the probability of 
records actually being in class Positives if they are 
classified as being in class Positives. [16] 

 
Precision = a / (a+b) 

 
2.4.2.3 Recall 
The recall of a classifier is the probability that a 
record is classified as being in class Positives if it is 
actually belongs to class Positives. [16] 

 
Recall = a / (a+c) 
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2.4.2.4 F-Score 
F-Score is the harmonic mean of precision and recall. 
[16] 

 
2.4.2.5 Performance evaluation of the classifier 
For the performance evaluation of the classifier, when 
we used Holdout method we were able to test patterns 
which were not included in training pattern set. In 
evaluation of a classifier with accuracy metric the 
overall performance of the classifier is reflected 
irrespective of the individual performance evaluation 
for each and every class or category. 
 
IV. EXPERIMENTAL RESULTS 
 
The present section tabulates the data obtained as 
results of the conducted experiments. 
1. PLATFORM 
The experiments are performed in a system having a 
dual-core processor of type Intel® Core™ i3-7020U 
CPU with a clock rate of 2.3 GHz and equipped with 
4GB RAM and 1TB of Hard Disk space, that runs on 
Microsoft Windows 10 operating system. Initially the 
three CNN’s are trained and tested using only 10 
subjects or persons with 40 epochs for training on this 
platform. The confusion matrices are derived by 
considering this initial case of 10 subjects. Later on, 
the CNN models are trained using larger datasets and 
with more epochs in order to increase the accuracy of 
the CNN classifiers. This second stage of CNN 
learning and recognition has been carried out on 
Google Colaboratory (“Hello Colaboratory”, 
https://colab.research.google.com ) that provides free 
GPU and TPU for a maximum time of 12 hours per 
session via online cloud services. The GPU that can 
be accessed via this platform is an Intel® Xeon® 
GPU model that has 13 GB RAM, 33 GB memory 
and clock rate of 2.2 GHz. 
 
2. BENCHMARKED DATABASE 
A. Dataset for Face CNN 
A part of the famous benchmarked databases called 
“Labelled Faces in the Wild” (LFW) is used. There 
are 5749 subjects with total number of 13,244 
images. Out of these, 10 subjects are chosen for the 
initial stage of CNN learning and recognition. Later 
on, the CNN model is trained using 25 people from 
the original dataset. The link to the database is: 
https://www.kaggle.com/jessicali9530/lfw-dataset 
B. Dataset for Fingerprint CNN 
Fingerprint images from FVC2002 database are used. 
There are 4 databases in this set. In each of the four 
databases, there are 10 subjects. The link to the 
FVC2002 fingerprint database is: 
http://bias.csr.unibo.it/fvc2002/databases.asp 
C. Dataset for Iris CNN 
The CUHK Iris image dataset obtained from the 
archives of the Chinese University of Hong Kong has 

been used here. There are 36 subjects. The link to the 
database is: 
http://www.mae.cuhk.edu.hk/~cvl/main_database.ht
m 
 
3. PERFORMANCE EVALUATION RESULTS 
3.1 Performance of the CNN Classifier for Facial 
Recognition 
Performance of the facial CNN classifier in terms of 
the accuracy, precision, recall and F-score has been 
evaluated with the help of confusion matrix.For this 
initial stage of training, the Face CNN model has 
been trained using only 10 subjects each having a 
total variation of 10 images and has been tested on 
the same 10 subjects using 5 of the images for each 
test subject. 
3.1.1 Confusion Matrix 

 
Figure 8. Confusion Matrix of Face CNN 

 
3.1.2 Performance Evaluation Table 

 
Figure 9. Performance Metrics of Face CNN 

 
Accuracy of Face Classifier = 41.60% 
Finally, the Face CNN classifier is trained with 25 
different subjects with each having 10 samples for a 
time of 60 epochs. It is then tested using the test 
samples of same 25 persons. It is noted that the 
accuracy of the classifier increases with increase in 
the dataset as well as the number of epochs. 
The observed accuracy of the classifier = 85.40%. 
 
3.2 Performance of the CNN Classifier for 
Fingerprint Recognition 
Performance of the fingerprint CNN classifier in 
terms of the accuracy, precision, recall and F-score 
has been evaluated with the help of confusion 
matrix.For this initial stage of training, the 
Fingerprint CNN model has been trained using only 
10 subjects each having a total variation of 8 images 
and has been tested on the same 10 subjects using 4 
of the images for each test subject. 
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3.2.1 Confusion Matrix 

 
Figure 10. Confusion Matrix of Fingerprint CNN 

 
3.2.2 Performance Evaluation Table 

 
Figure 11. Performance of Fingerprint CNN 

 
Accuracy of the Fingerprint Classifier = 62.5% 
Finally, the Fingerprint CNN classifier is trained with 
40 different subjects with each having 8 samples for a 
time of 60 epochs. It is then tested using the test 
samples of same 40 persons. It is noted that the 
accuracy of the classifier increases with increase in 
the dataset as well as the number of epochs. 
The observed accuracy of the classifier =75.36%. 
 
3.3 Performance of the CNN Classifier for Iris 
Recognition 
Performance of the iris CNN classifier in terms of the 
accuracy, precision, recall and F-score has been 
evaluated with the help of confusion matrix. For this 
initial stage of training, the Iris CNN model has been 
trained using only 10 subjects each having a total 
variation of 8 images and has been tested on the same 
10 subjects using 4 of the images for each test 
subject. 
3.3.1.1 Confusion Matrix 

 
Figure 12. Confusion Matrix of Iris CNN 

3.3.1.2 Performance Evaluation Table 

 
Figure 13.Performance Metrics of Iris CNN 

 
Accuracy of the Iris Classifier = 60% 
Finally, the Iris CNN classifier is trained with 36 
different subjects with each having 7 samples for a 
time of 60 epochs. It is then tested using the test 
samples of same 36 persons. It is noted that the 
accuracy of the classifier increases with increase in 
the dataset as well as the number of epochs. 
The observed accuracy of the classifier = 82.14%. 
 
4. LEARNING AND PERFORMANCE 
EVALUATION TIME 
4.1 Learning and Performance Evaluation time 
for Facial CNN 
There were 10 subjects i.e. 10 different persons. The 
performance evaluation of the system was conducted 
with the same 10 different subjects. They are 
tabularized below: 
 

 
 
In the latter stage, the Face CNN classifier is trained 
with 25 different subjects with each having 10 
samples for a time of 60 epochs. It is then tested 
using the test samples of same 25 persons. The 
dataset has been partitioned for training and testing as 
per the hold-out method. Thereafter the time for 
training the CNN with 250 images and the evaluation 
time for recognizing test images of 25 subjects are 
noted: 

 
 
4.2 Learning and Performance Evaluation Time 
for Fingerprint CNN 
There were 10 subjects i.e. 10 different persons. 
Thereafter the performance evaluation of the system 
was conducted with the same 10 different subjects. 
They are tabularized below: 
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Later on, the Fingerprint CNN classifier is trained 
with 40 different subjects with each having 8 samples 
for a time of 60 epochs. It is then tested using the test 
samples of same 40 persons. The dataset has been 
partitioned for training and validation as per the hold-
out method. Thereafter the time for training the CNN 
with 288 images and the evaluation time for 
recognizing test images of 40 subjects are noted: 

 

 
 

4.3 Learning and Performance Evaluation Time 
for Iris CNN 
There were 10 subjects i.e. 10 different persons. 
Thereafter the performance evaluation of the system 
was conducted with the same 10 different subjects or 
categories. They are tabularized below: 

 

 
 

Later on, the Iris CNN classifier is trained with 36 
different subjects with each having 8 samples for a 
time of 60 epochs. It is then tested using the test 
samples of same 36 persons. The dataset has been 
partitioned for training and validation as per the hold-
out method. Thereafter the time for training the CNN 
with 288 images and the evaluation time for 
recognizing the test images of 36 subjects are noted: 

 

 
 
V. CONCLUSION 
 
In the present paper, we have designed and developed 
one biometric-based person identification system 
using CNN model classifier. The performance 
evaluation of the CNN based classifier in terms of 
confusion matrix and its associated metrics is 
satisfactory. The person recognition based on 
biometric authentication is effective, efficient and 
most promising for future uses. The work can be 

augmented by integrating the conclusions of the 
different classifiers with different biometrics such as 
fingerprints, faces, palm-prints, wrist-veins, iris, 
handwriting etc. to build up one super classifier This 
is the future scope of the work and a super classifier 
authentication would be far more accurate than 
ordinary single classifier classification. 
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